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| ABSTRACT

The financial industry is becoming more concerned about banking fraud as cybercriminals use more advanced techniques to
take advantage of weaknesses in conventional banking systems. This study investigates how blockchain technology can be used
to identify and stop fraud in the banking industry. The decentralized and unchangeable characteristics of blockchain technology
provide improved security, transparency, and fraud detection effectiveness. Banking organizations can develop strong fraud
detection systems by combining blockchain technology with artificial intelligence (Al) and machine learning (ML). To examine the
importance of blockchain as a new IT technology, this paper refers to "The Future of Banking Fraud Detection" and assesses the
possible advantages, difficulties, and practical uses of blockchain in banking fraud detection.

| KEYWORDS

Blockchain, Fraud Detection, Cyber security, Digital theft, financial security.

| ARTICLE INFORMATION

ACCEPTED: 10 April 2025 PUBLISHED: 24 April 2025 DOI: 10.32996/jcsts.2025.7.2.40

1. Introduction

Identity theft, money laundering, credit card fraud, and cyber fraud are all categorized as types of banking fraud that provide
serious risks to both customers and financial institutions (Ahmed et al.,, 2025). In addition to having an effect on individual
account holders, these fraudulent acts cause significant financial losses that burden banks, companies, and the overall economy
(Md Ekrim et al., 2024). Beyond the financial repercussions, banking fraud raises doubts among investors and consumers by
undermining public confidence in financial institutions (Ahmed et al., 2025; Akter, Kamruzzaman, et al.,, 2024). People may be
reluctant to use digital banking services if they believe that banks are susceptible to fraud and cyberattacks, which would hinder
the expansion and innovation of the financial industry (Ajayi, Emmanuel, et al., 2024).

Despite their value, conventional fraud detection techniques frequently depend on centralized databases and rule-based
approaches to find questionable transactions (Akter, Nilima, et al, 2024). Although these techniques have been somewhat
helpful in identifying fraud, they also have a lot of drawbacks. Because they are a single point of failure, centralized databases
are vulnerable to data breaches, illegal access, and cyberattacks (Daraghmi et al, 2024). In order to circumvent traditional
security measures, hackers and fraudsters are constantly creating increasingly complex methods to take advantage of system
flaws. Furthermore, because rule-based fraud detection models rely on preset criteria and patterns that fraudsters can learn to
avoid, they frequently find it difficult to adjust to changing fraud strategies (Mahmud et al.).

The reactive nature of conventional fraud detection is one of its biggest drawbacks (Al Mahmud, Dhar, et al, 2025). Many
current solutions rely on retroactive analysis, detecting fraud only after it has already happened, rather than proactively avoiding
fraudulent transactions (Srinivasan & Wahyuningsih, 2024). Significant harm can have been done by the time fraud is
discovered, necessitating expensive investigations and corrective action (Dewan Arpita et al, 2025). Financial institutions are
more vulnerable to financial risks and are less nimble in their response to threats as a result of this fraud detection delay (Mia
Md Tofayel Gonee et al., 2020; Miah et al., 2025).
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Distributed ledger technology, or blockchain, offers a revolutionary way to improve banking security to address these issues.
Blockchain functions on a decentralized network, in contrast to conventional centralized systems, where each transaction is
cryptographically stored and verified across several nodes (Khair et al., 2024). By removing the possibility of a single point of
failure, this decentralized architecture dramatically lowers the likelihood of fraud and illegal data tampering (Al Mahmud, Dhar,
et al, 2025). It is nearly hard to change or fabricate transaction data because each transaction is permanently documented on a
tamper-proof ledger (Srinivasan & Wahyuningsih, 2024).

The capacity of blockchain technology to enable real-time fraud monitoring is yet another significant benefit (Kaur et al., 2023).
Financial organizations can track transactions as they happen by utilizing blockchain's transparency and immutability, which
enables real-time verification and anomaly detection (Haddad et al., 2024; Islam et al., 2025). By enforcing predetermined
security measures and setting off alerts for questionable activity, smart contracts' self-executing agreements encoded into the
blockchain can further automate fraud protection methods. This proactive strategy improves security and facilitates more
effective threat response for financial institutions (Ajayi, Igba, et al., 2024).

Banks may greatly fortify their security infrastructure, increase operational effectiveness, and improve financial transaction
transparency by incorporating blockchain technology into fraud detection systems (Al Mahmud, Hossan, et al., 2025). By
analyzing how its decentralized structure might reduce financial risks, expedite security procedures, and promote more
confidence within the banking industry, this study investigates the potential of blockchain as a revolutionary tool in fraud
prevention (Goffer, 2025) (Khan et al., 2024).

2. Literature review
Blockchain technology and Artificial Intelligence (Al) are transforming the financial sector by enhancing security, transparency,
and efficiency (N. N. Islam Prova, 2024b). Blockchain, a decentralized ledger, provides an unalterable record of transactions,
making it an ideal choice for reinforcing financial systems against cyber threats and fraudulent activities (Ali Linkon et al., 2024).
Al, on the other hand, contributes predictive analytics, machine learning, and automation to financial operations, enabling real-
time data analysis, risk assessment, and decision-making (Raj et al., 2023). This integration enhances the precision and
dependability of financial data, creating a more secure and transparent ecosystem (Arpita et al., 2025). Blockchain's decentralized
nature allows secure storage of customer data, mitigating identity theft risks. Al algorithms analyze extensive datasets to identify
suspicious activities, ensuring adherence to regulatory requirements (Begum et al,, 2022). Smart contracts automate and enforce
contractual agreements, reducing reliance on intermediaries and human error. Blockchain's transparency ensures all stakeholders
have access to a singular version of the truth, fostering trust in financial transactions (Chowdhury et al., 2023). Al's integration in
fraud detection and risk management enhances proactive identification of potential threats, safeguarding financial institutions
and their clients (Rane et al., 2023).
Methods of comparative analysis brought to light this dual-technology approach's advantages and disadvantages (Bhuiyan et al.,,
2025b). The findings show that ML's data-driven fraud detection skills, combined with blockchain's immutability and
transparency, provide a strong foundation for transaction security (Alzoubi, 2024). According to a report, machine learning (ML)
and blockchain provide a strong foundation for transaction security, guaranteeing data transparency and integrity. However,
acceptance in small and medium-sized institutions is hampered by issues including scalability, high energy usage, and
implementation costs (Bhuiyan et al., 2025b). Blockchain and machine learning together have the potential to revolutionize the
financial industry by improving risk management, regulatory compliance, and transaction integrity (Biswas et al., 2024). Future
studies ought to concentrate on creating economical and energy-efficient solutions, and developments in blockchain technology
powered by Al and quantum computing may be able to fix current security flaws while also increasing the platform's scalability
and accessibility (Chowdhury et al., 2023).
The possibility of incorporating blockchain technology for improved security and transparency is highlighted in a study that
investigates the application of supervised machine learning algorithms in credit card fraud detection (Chowdhury et al.,, 2023).
The XGBoost algorithm was determined to be the most effective, achieving 97% accuracy, 94% precision, and 0.97 AUC. For
ongoing monitoring and adaptive security against cyberthreats, the study recommends implementing these algorithms and
utilizing blockchain technology (Das et al., 2023). Another study looks at the weaknesses in distributed ledger systems, such as
blockchain networks, and offers a number of prevention and detection techniques. Digital forensics, reputation-based systems,
game-theoretic solutions, statistical and machine learning approaches, and risk assessment methodologies are all covered
(Ahmed et al., 2023). Along with highlighting new developments and issues in the sector, the report makes recommendations
for future research and technical advancements (Debnath et al,, 2024). To improve network security and dependability, the
article attempts to give a technical overview of anomaly and fraud detection within blockchain networks (Almadadha, 2024).
The incorporation of blockchain technology into finance infrastructure to reduce fraud concerns is covered in a piece of writing.
Blockchain provides a decentralized ledger system that offers transaction records that are safe, transparent, and unchangeable
(Ferdousmou et al., 2025). For fintech companies moving from conventional systems to blockchain-based solutions, it offers
thorough migration plans that include risk assessment, hybrid system deployment, and thorough planning stages (Jimmy, 2024).
Adopting blockchain has several advantages, such as higher operational efficiency, better data security, and improved
transaction integrity (N. N. I. Prova, 2024). In addition to highlighting best practices for infrastructure deployment, the article
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emphasizes how well blockchain reduces fraud (Hasan, Biswas, et al., 2025; Syed Nazmul Hasan, 2025). Fintech businesses may
protect their operations from fraud, build consumer trust, and guarantee long-term viability and expansion in the cutthroat
financial sector by incorporating blockchain technology (Mohammad Abdul et al., 2024; Saimon et al., 2023).

Blockchain and artificial intelligence's potential to improve energy supply chain transparency is investigated in a study. While Al
improves operational efficiency through asset management and predictive analytics, blockchain provides a decentralized ledger
for transparency and data integrity (Hasan, Farabi, et al., 2025). These technologies provide integration of renewable energy,
cost savings, and real-time tracking. Scalability, data integrity, and regulatory ambiguity are still issues, though (Olabaniji et al.,
2024). Another report highlights the necessity of precise legal frameworks to control the implementation of blockchain and Al in
the energy sector, encouraging investment in digital infrastructure and innovation (Hossain et al., 2024).

Blockchain technology, a virtual ledger, is gaining traction in the global food supply chain as a solution to combat food fraud
and enhance food safety. It provides an immutable ledger system and transparent record-keeping, offering unmatched
traceability and accountability. However, challenges such as scalability, interoperability, and data accuracy need to be overcome
(Beggat, 2024). A study aims to provide a comprehensive overview of how blockchain addresses food fraud and improves food
safety (N. N. Islam Prova, 2024a). It analyzes existing literature and case studies to examine its role in enhancing transparency,
traceability, and sustainability in the food supply chain (Chowdhury, 2024). A study highlights the transformative potential of
blockchain, emphasizing the importance of collaborative efforts among stakeholders and the integration of innovative
approaches like decentralized data adjustment and genomic information (Miah, 2025). Further research is needed to explore the
synergy between blockchain and emerging technologies like the Internet of Things and Artificial Intelligence (Duan et al., 2024).

3. Blockchain for fraud detection
Blockchain is a decentralized digital ledger that securely, openly, and irrevocably documents transactions. It is made up of
cryptographically connected blocks that guarantee data integrity and guard against unwanted changes (Imran et al., 2024; Mia
Md Tofayel Gonee et al.,, 2022). Among the main characteristics of blockchain technology are:
e  Decentralization: Blockchain runs on a distributed network, lowering the possibility of single points of failure in contrast
to traditional banking systems, which depend on centralized databases.
e Transparency: Since all parties can see transactions recorded on the blockchain, fraudulent activity is reduced.
e Immutability: Data integrity is ensured by the inability to change or remove a transaction after it has been recorded.
e Smart Contracts: These self-executing, automated contracts lower the danger of fraud by enforcing predetermined
rules.
Banking security and transparency are improved by using blockchain technology in fraud detection systems (Kamruzzaman et al.,
2024).
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Fig. 1. Blockchain for Fraud detection (Amponsah et al., 2022).

KYC compliance and identity verification are two important applications (Manik et al.,, 2025). By safely storing client data on a
decentralized ledger, blockchain can expedite Know Your client (KYC) processes. This lowers the danger of identity fraud by
allowing banks to swiftly and effectively access confirmed customer identities. Furthermore, blockchain guarantees regulatory
compliance and data privacy, enabling organizations to keep accurate client records while reducing their vulnerability to
fraudulent activity (Md Habibullah Faisal 1, 2022). Figure 2 is a picture of end to end KYC process.
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Fig. 2. End- to —End KYC process.

Real-time fraud detection and transaction monitoring are also crucial components. Financial activity may be continuously
tracked because to blockchain's real-time transaction processing (Khair et al.,, 2025). Analytics driven by Al are able to identify
irregularities in transaction patterns and flag questionable activity before it leads to monetary losses. Banks may create
predictive models that foresee fraudulent activity and proactively reduce risks by fusing blockchain technology with artificial
intelligence (Mahmud et al., 2025).

Blockchain also improves fraud detection in the areas of interbank cooperation and secure data sharing. Data silos and
inefficient information sharing are common problems in traditional banking systems, which slows down and reduces the
effectiveness of fraud detection. Blockchain uses cryptographic techniques to protect privacy while facilitating safe, smooth, and
instantaneous data flow across financial institutions. By encouraging teamwork in detecting and stopping fraudulent activity,
this lessens the likelihood that financial crime will evade systemic flaws.

Blockchain is also essential for lowering chargebacks and payment fraud. Banks face a serious problem with chargeback fraud,
in which consumers fraudulently contest valid transactions in order to obtain money. All parties may confidently trace and
validate transactions because to blockchain's transparent, verifiable transaction history. This openness enhances dispute
settlement procedures and deters false chargeback claims.

Lastly, smart contracts and anti-money laundering (AML) help to prevent fraud. By identifying questionable transactions and
sending out real-time alerts for more research, automated smart contracts can police AML requirements. These agreements give
banks a proactive fraud detection system that doesn't rely entirely on human review procedures while also assisting in ensuring
compliance with regulatory frameworks.

4. Benefits of blockchain in banking fraud detection
There are various advantages (Kamal et al., 2025) of using blockchain technology in banking fraud detection.
1. Improved Security: Unauthorized access and data breaches are prevented by blockchain's cryptographic features.
2. Increased Transparency: Since every transaction is documented on an unchangeable ledger, there is less chance of
fraud and manipulation.
3. Lower Operational Costs: By using smart contracts to automate fraud detection procedures, manual interventions and
related expenses are reduced.
4. Quicker Fraud Investigation: Real-time data exchange makes it easier to spot and stop fraudulent activity more quickly.
5. Increased Trust and Customer Confidence: Customers are more likely to trust banking organizations when financial
transactions are transparent.
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Fig. 3. Benefits of blockchain in banking (Johora et al., 2024).

5. Challenges and Limitations of blockchain in fraud detection
Despite its potential, blockchain technology has several obstacles (Goffer et al., 2025) when it comes to implementing fraud
detection:

1.

Scalability Issues: Blockchain networks may experience delays and higher expenses when processing high transaction
volumes.

Regulatory Compliance: In order to incorporate blockchain technology into their current fraud detection systems, banks
need to manage intricate regulatory frameworks.

Interoperability Issues: Smooth interoperability solutions are necessary for integrating blockchain with conventional
banking infrastructures.

Adoption Barriers: Blockchain adoption in banking is hampered by a lack of knowledge and resistance to change.
Cybersecurity Risks: Despite blockchain's high level of security, smart contract and private key management flaws can
be taken advantage of.

6. Real world applications
Blockchain has been successfully incorporated into the fraud detection systems of several financial institutions:

1.

w

Quorum, a permissioned blockchain developed by JPMorgan Chase, improves transaction transparency and security in
financial operations.

Ripple's xCurrent: A blockchain-based payment system that guarantees safe and impenetrable international
transactions.

Financial institutions use IBM's Hyperledger Fabric to detect fraud and share data securely.

Estonia's e-Residency Program: This program uses blockchain technology to avoid fraud and securely verify identities.
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Fig. 4. Blockchain in cybersecurity (Bhuiyan et al., 2025a).

7. Future recommendations
Financial organizations should take into account the following in order to optimize blockchain's potential for banking fraud
detection:
1. Cooperation and Standardization: Create industry-wide blockchain guidelines for regulatory compliance and fraud
detection (Das et al., 2023).
2. Integration with Al and ML: Improve blockchain-based fraud detection capabilities by utilizing Al-driven analytics.
3. Regulatory Adaptation: To promote blockchain implementation in banking security, establish precise regulatory
frameworks.
4. Scalability Solutions: To increase transaction processing speeds, use layer-2 solutions and blockchain improvements.
5. Customer Awareness: Inform clients about how blockchain technology helps to secure financial transactions.

8. Conclusion

Blockchain technology has the ability to drastically improve security, transparency, and operational efficiency, which could
transform fraud detection in the banking industry. Conventional banking systems frequently depend on centralized databases,
which are susceptible to internal fraud and cyberattacks. However, the decentralized and unchangeable ledger architecture of
blockchain guarantees that every transaction is safely documented, making it very difficult for bad actors to change or
manipulate financial data.

The usage of smart contracts, which are self-executing agreements with predetermined conditions, is one of the main benefits of
blockchain in preventing fraud. By identifying suspicious transactions in real time and minimizing human participation, these
contracts can automate fraud detection and cut down on mistakes and delays. Blockchain also makes it possible to monitor
transactions in real time, which helps financial institutions identify and address fraudulent activity faster. All parties involved,
including regulators and auditors, will have access to a verifiable and impenetrable transaction history thanks to this greater
openness, which will boost public confidence in the financial system as a whole.

Blockchain adoption in banking fraud detection is not without difficulties, despite its revolutionary promise. Since blockchain
networks need to manage a large number of transactions effectively without sacrificing speed, scalability is still a major
challenge. Additionally, regulatory frameworks must change to accommodate blockchain technology's special features and
make sure that compliance procedures match changing financial security guidelines. Proactive regulatory involvement, industry-
wide cooperation, and ongoing technical improvements are necessary to meet these problems. In order to further improve fraud
detection capabilities, future research should concentrate on integrating blockchain technology with artificial intelligence (Al).
Large volumes of transactional data can be processed by Al-powered analytics to find trends and abnormalities suggestive of
fraud. Blockchain technology and artificial intelligence (Al) together may produce a more sophisticated and robust fraud
prevention system, lowering losses and bolstering banking organizations' integrity. The combination of these technologies may
change the financial security environment as innovation advances, making fraud detection more dependable and efficient than
ever.

Page | 391



The Role of Blockchain in Banking Fraud Detection: Enhancing Security and Transparency

Funding: This research received no external funding.

Conflicts of Interest: The authors declare no conflict of interest.

Publisher’s Note: All claims expressed in this article are solely those of the authors and do not necessarily represent those of
their affiliated organizations, or those of the publisher, the editors and the reviewers.

References

(1

[2

[10]
(1]

[12]

[13]

[14]

[15]

[16]

(171

(18]

[19]

[20]

[21]

[22]

[23]

Ahmed, M. K., Bhuiyan, M. M. R,, Saimon, A. S. M., Hossain, S., Hossain, S., Manik, M. M. T. G., & Rozario, E. (2025). Harnessing Big Data for
Economic Resilience the Role of Data Science in Shaping US Economic Policies and Growth. Journal of Management, 2, 26-34.

Ahmed, M. K, Rahaman, M. M., Khair, F. B, Hossain, S., Hossain, S., Bhuiyan, M. M. R, & Manik, M. M. T. G. (2023). Big Data in Plant
Biotechnology: Leveraging Bioinformatics to Discover Novel Anticancer Agents from Flora. Journal of Medical and Health Studies, 4(6), 126-
133.

Ajayi, A. A, Emmanuel, I, Soyele, A. D., & Enyejo, J. O. (2024). Quantum Cryptography and Blockchain-Based Social Media Platforms as a
Dual Approach to Securing Financial Transactions in CBDCs and Combating Misinformation in US Elections. International Journal of
Innovative Science and Research Technology, 9(10).

Ajayi, A. A, Igba, E, Soyele, A. D., & Enyejo, J. (2024). Enhancing Digital Identity and Financial Security in Decentralized Finance (Defi)
through Zero-Knowledge Proofs (ZKPs) and Blockchain Solutions for Regulatory Compliance and Privacy. In: OCT.

Akter, J., Kamruzzaman, M., Hasan, R, Khatoon, R, Farabi, S. F., & Ullah, M. W. (2024). Artificial Intelligence in American Agriculture: A
Comprehensive Review of Spatial Analysis and Precision Farming for Sustainability. 2024 IEEE International Conference on Computing,
Applications and Systems (COMPAS),

Akter, J,, Nilima, S. I, Hasan, R, Tiwari, A., Ullah, M. W., & Kamruzzaman, M. (2024). Artificial intelligence on the agro-industry in the United
States of America. AIMS Agriculture & Food, 9(4).

Al Mahmud, M. A, Dhar, S. R, Debnath, A, Hassan, M., & Sharmin, S. (2025). Securing Financial Information in the Digital Age: An Overview
of Cybersecurity Threat Evaluation in Banking Systems. Journal of Ecohumanism, 4(2), 1508-1517-1508-1517.

Al Mahmud, M. A, Hossan, M. Z, Tiwari, A., Khatoon, R, Sharmin, S., Hosain, M. S., & Ferdousmou, J. (2025). Reviewing the Integration of
RFID and loT in Supply Chain Management: Enhancing Efficiency and Visibility. Journal of Posthumanism, 5(3), 409-437-409-437.

Ali Linkon, A, Rahman Noman, I, Rashedul Islam, M., Chakra Bortty, J., Kumar Bishnu, K, Islam, A, Hasan, R, & Abdullah, M. (2024).
Evaluation of Feature Transformation and Machine Learning Models on Early Detection of Diabetes Mellitus. /EEE Access, 12, 165425-
165440.

Almadadha, R. (2024). Blockchain technology in financial accounting: enhancing transparency, security, and esg reporting. Blockchains, 2(3),
312-333.

Alzoubi, M. M. (2024). Investigating the synergy of Blockchain and Al: enhancing security, efficiency, and transparency. Journal of Cyber
Security Technology, 1-29.

Amponsah, A. A, Adekoya, A. F, & Weyori, B. A. (2022). A novel fraud detection and prevention method for healthcare claim processing
using machine learning and blockchain technology. Decision Analytics Journal, 4, 100122.
https://doi.org/https://doi.org/10.1016/j.dajour.2022.100122

Arpita, H. D., Al Ryan, A, Hossain, M. F., Rahman, M. S., Sajjad, M., & Prova, N. N. I. (2025). Exploring Bengali speech for gender classification:
machine learning and deep learning approaches. Bulletin of Electrical Engineering and Informatics, 14(1), 328-337.

Beggat, H. (2024). Blockchain as a mean enhancing international trade. [stanbul Ticaret Universitesi Dis Ticaret Dergisi, 2(1), 23-36.

Begum, A, Munira, M. S. K., & Juthi, S. (2022). SYSTEMATIC REVIEW OF BLOCKCHAIN TECHNOLOGY IN TRADE FINANCE AND BANKING
SECURITY. American Journal of Scholarly Research and Innovation, 1(01), 25-52.

Bhuiyan, M. M. R, Noman, I. R, Aziz, M. M., Rahaman, M. M,, Islam, M. R,, Manik, M. M. T. G., & Das, K. (2025a). Transformation of Plant
Breeding Using Data Analytics and Information Technology: Innovations, Applications, and Prospective Directions. FBE, 17(1).
https://doi.org/10.31083/fbe27936

Bhuiyan, M. M. R, Noman, I. R, Aziz, M. M., Rahaman, M. M., Islam, M. R,, Manik, M. M. T. G,, & Das, K. (2025b). Transformation of Plant
Breeding Using Data Analytics and Information Technology: Innovations, Applications, and Prospective Directions. Frontiers in Bioscience-
Elite, 17(1), 27936.

Biswas, B, Mohammad, N. Prabha, M. Jewel, R. M., Rahman, R, & Ghimire, A. (2024). Advances in Smart Health Care: Applications,
Paradigms, Challenges, and Real-World Case Studies. 2024 IEEE International Conference on Computing, Applications and Systems
(COMPAS),

Chowdhury, R. H. (2024). Automating supply chain management with blockchain technology. World Journal of Advanced Research and
Reviews, 22(3), 1568-1574.

Chowdhury, S. S., Faisal, M. H., Hossain, E., Rahman, Z., Hossin, M. E., & Abdul, M. (2023). Transforming Business Strategies: Management
Information Systems, IoT, and Blockchain Technology to Advance the United Nations' Sustainable Development Goals. American Journal of
Computing and Engineering, 6(1), 94-110.

Daraghmi, E., Hamoudi, A., & Abu Helou, M. (2024). Decentralizing Democracy: Secure and Transparent E-Voting Systems with Blockchain
Technology in the Context of Palestine. Future Internet, 16(11), 388.

Das, N., Hassan, J., Rahman, H., Siddiga, K. B., Orthi, S. M., Barikdar, C. R,, & Miah, M. A. (2023). Leveraging Management information
Systems for Agile Project Management in Information Technology: A comparative Analysis of Organizational Success Factors. Journal of
Business and Management Studies, 5(3), 161-168.

Debnath, A, Hossan, M. Z,, Sharmin, S., Hosain, M. S,, Johora, F. T., & Hossain, M. (2024). Analyzing and Forecasting of Real-Time Marketing
Campaign Performance and ROI in the US Market. 2024 International Conference on Intelligent Cybernetics Technology & Applications
(ICICyTA),

Page | 392


https://doi.org/https:/doi.org/10.1016/j.dajour.2022.100122
https://doi.org/10.31083/fbe27936

JCSTS 7(2): 386-394

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]
[32]
[33]

[34]

[35]
[36]
[37]

[38]

[39]
[40]

[41]

[42]

[43]

[44]
[45]

[46]

[47]

(48]

Dewan Arpita, H., Al Ryan, A., Fahad Hossain, M., Sadekur Rahman, M., Sajjad, M., & Noor Islam Prova, N. (2025). Exploring Bengali speech
for gender classification: machine learning and deep learning approaches [Deep learning; Gender classification; Machine learning; Mel-
frequency cepstral coefficients; Speech recognition]. 2025, 74(1), 10. https://doi.org/10.11591/eei.v14i1.8146

Duan, K., Onyeaka, H., & Pang, G. (2024). Leveraging blockchain to tackle food fraud: Innovations and obstacles. Journal of Agriculture and
Food Research, 18, 101429. https://doi.org/https://doi.org/10.1016/j.jafr.2024.101429

Ferdousmou, J.,, Samiun, M., Mohammad, N., Hossan, M. Z,, Das, S., Hassan, M., Mozumder, A. Q, & Suha, S. H. (2025). IT Management
Strategies for Scaling Artificial Intelligence-Powered Educational Systems in American Schools and Universities. Journal of Posthumanism,
5(2), 470-486-470-486.

Goffer, M. A, Hasan, S. N,, Das, N., Kaur, J., Hassan, J., Barikdar, C. R, & Das, S. . (2025). Cybersecurity and Supply Chain Integrity: Evaluating
the Economic Consequences of Vulnerabilities in U.S. Infrastructure. Journal of Management World, 2, 233-243.
https://doi.org/https://doi.org/10.53935/jomw.v2024i4.907

Goffer, M. A, Uddin, M. S,, kaur, J., Hasan, S. N., Barikdar, C. R, Hassan, J., Das, N., Chakraborty, P., & Hasan, R. (2025). Al-Enhanced Cyber
Threat Detection and Response Advancing National Security in Critical Infrastructure. Journal of Posthumanism, 5(3), 1667-1689.
https://doi.org/10.63332/joph.v5i3.965

Haddad, H., Alharasis, E. E,, Fraij, J., & Al-Ramahi, N. M. (2024). How do innovative improvements in forensic accounting and its related
technologies sweeten fraud investigation and prevention? WSEAS Transactions on Business and Economics, 27, 1115-1141.

Hasan, R, Biswas, B., Samiun, M., Saleh, M. A,, Prabha, M., Akter, J,, Joya, F. H., & Abdullah, M. (2025). Enhancing malware detection with
feature selection and scaling techniques using machine learning models. Scientific Reports, 15(1), 9122. https://doi.org/10.1038/s41598-025-
93447-x

Hasan, R, Farabi, S. F., Johora, F. T., Ullah, M. W., Al Mahmud, M. A, & Hossain, M. A. (2025). Evaluating and Analyzing the Innovative
Branding and Marketing Strategies of International Brand: A Study of Kellogg's Pringles.

Hossain, M., Manik, M. M. T. G,, Tiwari, A., Ferdousmou, J., Vanu, N., & Debnath, A. (2024). Data Analytics for Improving Employee Retention
in the US Technology Sector. 2024 International Conference on Intelligent Cybernetics Technology & Applications (ICICyTA),

Imran, M. A. U., Samiun, M., Dhar, S. R, Noor, S. K., & Sozib, H. M. (2024). A Predictive Analysis of Tourism Recovery Using Digital Marketing
Metrics. 2024 International Conference on Intelligent Cybernetics Technology & Applications (ICICyTA),

Islam, M., Mahmud, F., Khair, F., Hossin, M., Orthi, S., Moniruzzaman, M., & Manik, M. M. T. G. (2025). Advancing Healthcare Management
and Patient Outcomes through Business Analytics: A Strategic Approach. Journal of Management World, 2025, 35-45.
https://doi.org/10.53935/jomw.v2024i4.866

Jimmy, F. (2024). Enhancing Data Security in Financial Institutions With Blockchain Technology. Journal of Artificial Intelligence General
science (JAIGS) ISSN: 3006-4023, 5(1), 424-437.

Johora, F. T., Hasan, R, Farabi, S. F., Alam, M. Z., Sarkar, M. |, & Al Mahmud, M. A. (2024). Al Advances: Enhancing Banking Security with
Fraud Detection. 2024 First International Conference on Technological Innovations and Advance Computing (TTACOMP),

Kamal, M., Hossin, E., Hossain, S., Khair, F., Hossain, S., Manik, M. M. T. G., & Bhuiyan, M. (2025). Forecasting Sales Trends Using Time Series
Analysis: A Comparative Study Of Traditional And Machine Learning Models. Membrane Technology, 2025, 668-682.

Kamruzzaman, M., Bhuyan, M. K, Hasan, R, Farabi, S. F.,, Nilima, S. I, & Hossain, M. A. (2024). Exploring the Landscape: A Systematic Review
of Artificial Intelligence Techniques in Cybersecurity. 2024 International Conference on Communications, Computing, Cybersecurity, and
Informatics (CCCl),

Kaur, J,, Hasan, S. N., Orthi, S. M., Miah, M. A, Goffer, M. A, Barikdar, C. R, & Hassan, J. (2023). Advanced Cyber Threats and Cybersecurity
Innovation-Strategic Approaches and Emerging Solutions. Journal of Computer Science and Technology Studies, 5(3), 112-121.

Khair, F. B, Ahmed, M. K., Hossain, S., Hossain, S., Manik, M. M. T. G., Rahman, R,, & Bhuiyan, M. M. R. (2025). Sustainable Economic Growth
Through Data Analytics: The Impact of Business Analytics on US Energy Markets and Green Initiatives. development, 2(8), 15-17.

Khair, F. B, Bhuiyan, M. M. R, Manik, M. M. T. G,, Hossain, S., Islam, M. S., Moniruzzaman, M., & Saimon, A. S. M. (2024). Machine Learning
Approaches to Identify and Optimize Plant-Based Bioactive Compounds for Targeted Cancer Treatments. British Journal of Pharmacy and
Pharmaceutical Sciences, 1(1), 60-67.

Khan, S. S., Rupak, A. U. H., Faieaz, W. W., Jannat, S., Prova, N. N. |, & Gupta, A. K. (2024, 24-28 June 2024). Advances in Medical Imaging:
Deep Learning Strategies for Pneumonia Identification in Chest X-rays. 2024 15th International Conference on Computing Communication
and Networking Technologies (ICCCNT),

Mahmud, F., Barikdar, C. R, Hassan, J., Goffer, M. A,, Das, N., Orthi, S. M., kaur, J,, Hasan, S. N., & Hasan, R. (2025). Al-Driven Cybersecurity in
IT  Project Management: Enhancing Threat Detection and Risk Mitigation. Journal of Posthumanism, 5(4), 23-44.
https://doi.org/10.63332/joph.v5i4.974

Mahmud, F., Orthi, S. M., Saimon, A. S. M., Moniruzzaman, M., Alamgir, M., Miah, M. K. A, Khair, F. B., Islam, M. S, & Manik, M. M. T. G. Big
Data and Cloud Computing in IT Project Management: A Framework for Enhancing Performance and Decision-Making.

Manik, M. M. T. G, Rahman, M. M., Bhuiyan, M. M., Islam, M. S, Hossain, S., & Hossain, S. (2025). The Future of Drug Discovery Utilizing
Generative Al and Big Data Analytics for Accelerating Pharmaceutical Innovations.

Md Ekrim, H., Jahid, H., Md Asikur Rahman, C., Shafaete, H., Evha, R, Fahmida Binte, K., & Mohammad Abdul, G. (2024). Harnessing Business
Analytics in Management Information Systems to Foster Sustainable Economic Growth Through Smart Manufacturing and Industry 4.0.
Educational Administration: Theory and Practice, 30(10), 730-739. https://doi.org/10.53555/kuey.v30i10.9643

Md Habibullah Faisal 1, S. S. C, *, Md. Sohel Rana 1, Zahidur Rahman 1, Emran Hossain 3 and Md Ekrim Hossin 4. (2022). Integrating
artificial intelligence, blockchain, and management information systems for business transformation: A bibliometric-content analysis. World
Journal of Advanced Research and Reviews, 16(3), 1181-1188. https://doi.org/https://doi.org/10.30574/wjarr.2022.16.3.1171

Mia Md Tofayel Gonee, M., Evha, R, Sazzat, H., Md Kamal, A, Md Shafiqul, I, Mohammad Muzahidur Rahman, B., & Mohammad, M. (2020).
The Role of Big Data in Combatting Antibiotic Resistance Predictive Models for Global Surveillance. International Journal of Medical
Toxicology and Legal Medicine, 23(3 and 4). https://ijmtim.org/index.php/journal/article/view/1321

Page | 393


https://doi.org/10.11591/eei.v14i1.8146
https://doi.org/https:/doi.org/10.1016/j.jafr.2024.101429
https://doi.org/https:/doi.org/10.53935/jomw.v2024i4.907
https://doi.org/10.63332/joph.v5i3.965
https://doi.org/10.1038/s41598-025-93447-x
https://doi.org/10.1038/s41598-025-93447-x
https://doi.org/10.53935/jomw.v2024i4.866
https://doi.org/10.63332/joph.v5i4.974
https://doi.org/10.53555/kuey.v30i10.9643
https://doi.org/https:/doi.org/10.30574/wjarr.2022.16.3.1171
https://ijmtlm.org/index.php/journal/article/view/1321

The Role of Blockchain in Banking Fraud Detection: Enhancing Security and Transparency

[49]

[50]
[51]

[52]

[53]
[54]
[55]
[56]

[57]

(58]

[59]

[60]

[61]

Mia Md Tofayel Gonee, M., Md Kamal, A., Abu Saleh Muhammad, S., Md Alamgir, M., Evha, R,, Mohammad, M., Sazzat, H., & Md Shafiqul, I.
(2022). Integrating Genomic Data and Machine Learning To Advance Precision Oncology and Targeted Cancer Therapies. International
Journal of Medical Toxicology and Legal Medicine, 25(3 and 4). https://ijmtlm.org/index.php/journal/article/view/1310

Miah, M. (2025). Comparative Analysis of Project Management Software: Functionality, Usability, and Integration for Modern Workflows.
Journal of Informatics Education and Research, 5. https://doi.org/10.52783/jier.v5i1.2299

Miah, M. A, Rozario, E.,, Khair, F. B., Ahmed, M. K,, Bhuiyan, M. M. R, & Manik, M. M. T. G. (2025). " Harnessing Wearable Health Data And
Deep Learning Algorithms For Real-Time Cardiovascular Disease Monitoring And Prevention.

Mohammad Abdul, G., Partha, C., Habiba, R, Clinton Ronjon, B., Niropam, D., Sazzat, H., & Md Ekrim, H. (2024). Leveraging Predictive
Analytics In Management Information Systems To Enhance Supply Chain Resilience And Mitigate Economic Disruptions. Educational
Administration: Theory and Practice, 30(4), 11134-11144. https://doi.org/10.53555/kuey.v30i4.9641

Olabanji, S. O., Olaniyi, O. O., & Olagbaju, O. (2024). Leveraging Artificial Intelligence (Al) and Blockchain for Enhanced Tax Compliance and
Revenue Generation in Public Finance. Asian Journal of Economics, Business and Accounting, 24(11), 10.9734.

Prova, N. N. I. (2024a, 28-30 Aug. 2024). Garbage Intelligence: Utilizing Vision Transformer for Smart Waste Sorting. 2024 Second
International Conference on Intelligent Cyber Physical Systems and Internet of Things (IColCl),

Prova, N. N. I. (2024b, 28-30 Aug. 2024). Healthcare Fraud Detection Using Machine Learning. 2024 Second International Conference on
Intelligent Cyber Physical Systems and Internet of Things (IColCl),

Prova, N. N. I. (2024, 3-5 Oct. 2024). Improved Solar Panel Efficiency through Dust Detection Using the InceptionV3 Transfer Learning
Model. 2024 8th International Conference on I-SMAC (loT in Social, Mobile, Analytics and Cloud) (I-SMAQC),

Raj, A. T., Shobana, J., Nassa, V. K., Painuly, S., Savaram, M., & Sridevi, M. (2023). Enhancing Security for Online Transactions through
Supervised Machine Learning and Block Chain Technology in Credit Card Fraud Detection. 2023 7th International Conference on |-SMAC
(IoT in Social, Mobile, Analytics and Cloud)(I-SMAC),

Rane, N., Choudhary, S., & Rane, J. (2023). Blockchain and Artificial Intelligence (Al) integration for revolutionizing security and transparency
in finance. Available at SSRN 4644253.

Saimon, A. S. M., Moniruzzaman, M., Islam, M. S, Ahmed, M. K, Rahaman, M. M., Hossain, S., & Manik, M. M. T. G. (2023). Integrating
Genomic Selection and Machine Learning: A Data-Driven Approach to Enhance Corn Yield Resilience Under Climate Change. Journal of
Environmental and Agricultural Studies, 4(2), 20-27.

Srinivasan, B., & Wahyuningsih, T. (2024). Navigating Financial Transactions in the Metaverse: Risk Analysis, Anomaly Detection, and
Regulatory Implications. International Journal Research on Metaverse, 1(1), 59-76.

Syed Nazmul Hasan, J. H., Clinton Ronjon Barikdar, Partha Chakraborty, Urmi Haldar, Md Asikur Rahman Chy, Evha Rozario, Niropam Das,
Jobanpreet Kaur. (2025). Enhancing Cybersecurity Threat Detection and Response Through Big Data Analytics in Management Information
Systems. Fuel Cells Bulletin, 2023(12). https://doi.org/https://doi.org/10.52710/fcb.137

Page | 394


https://ijmtlm.org/index.php/journal/article/view/1310
https://doi.org/10.52783/jier.v5i1.2299
https://doi.org/10.53555/kuey.v30i4.9641
https://doi.org/https:/doi.org/10.52710/fcb.137

