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| ABSTRACT

Network intrusion detection is a key part of keeping computer networks and the Internet of Things safe from cyber dangers.
When it comes to decision-making, standard machine learning methods can only improve detection accuracy (ACC). This work
introduces an explainable intrusion detection method that utilizes the CICIDS2017 dataset and depends on a Random Forest
classifier (RF), LightGBM (Light Gradient Boosting Machine), and Voting Ensemble (VE). The data processing, feature selection,
data balancing with SMOTE, and ensemble learning techniques of the proposed method are the foundation of intrusion
detection ACC. At an ACC of 98.22%, the Voting Ensemble model outperforms the other models mentioned in the discussion
(Multiple Baseline models), including the Autoencoder (AE), Decision Tree (DT), Deep Neural Network (DNN), and Logistic
Regression (LR) classifiers. To further enhance model transparency and determine the most important network traffic features for
attack prediction, SHAP-based explainable Al analysis is used. The proposed framework is able to identify influential traffic
aspects that lead to attack prediction, subsequently leading to an accurate, scalable and trustworthy solution for current
intrusion detection applications, thereby increasing the interpretability of cybersecurity.
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|. INTRODUCTION

The recent proliferation of mobile devices, cloud computing, and smart technologies has greatly improved the functioning of
networks and allowed for real-time data sharing and smarter decision-making. But the same speedy advancement of technology
has also caused a significant increase in advanced cyber-attack techniques — cloud-based attacks [1]. Additionally, new security
issues have emerged due to the proliferation of smart devices and the growing complexity of cloud network topologies [2]. Many
smart devices are created with restricted functions and frequently do not have the fundamental security capabilities, which makes
them extremely susceptible to cyberattacks [3]. There is a higher risk of exploitation for these devices since security is often not
considered during design. Better cloud security is possible with an intrusion detection system. Malware, unauthorized access, and
network attacks are among the dangerous acts it detects and blocks [4][5].

ML and DL, two branches of Al, have substantially enhanced IDS capabilities, enabling them to identify novel threats like zero-
day vulnerabilities [6][7]. Data imbalance and high-dimensional feature spaces are two of the many issues that IDS still faces.
Biased forecasts favouring the dominant class and disregarding crucial but uncommon assaults may be the outcome of
imbalanced datasets [8][9]. Also, high-dimensional data makes the computer more complicated to use and can create the danger
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of over-fitting, that can diminish the effectiveness of the IDS. It is necessary to solve these problems in order to enhance the
effectiveness of IDS and the whole network security [10]. Enhancing cyber threat detection and providing decision-making
transparency may be achieved by the construction of an intrusion detection system that is resilient, accurate, and explainable.
Thus, by combining Ensemble Learning with XAl approach, this work seeks to enhance the detectability, explain ability, and
usability of existing cyber security systems. This paper is summarized in the following way:

e Introduces a robust and interpretable cyber threat detection framework capable of handling complex network intrusion

patterns with high classification reliability.

e Demonstrates the effectiveness of ensemble-based intelligent learning for improving cybersecurity detection performance

over conventional machine learning approaches.

e Enhances model transparency and trustworthiness through Explainable Al analysis, enabling better understanding of

feature-level attack prediction behavior.

e Achieves superior detection capability and balanced classification performance compared with several existing baseline

intrusion detection models.

e Provides a scalable and practical cybersecurity solution suitable for real-world intelligent network monitoring and threat

analysis environments.

The proposed work is innovative because it combines Explainable Al with ensemble learning to reliably detect cyber threats.
The proposed method has the capability to achieve excellent detection performance and explainable decision-making due to the
use of RF Classifier, LightGBM and interpretability through SHAP, which differ from traditional intrusion detection methods that
rely primarily on prediction ACC. The study is further justified by the increasing need for accurate and explainable cybersecurity
systems capable of identifying complex network attacks while supporting trustworthy real-world deployment and security analysis.

A. Organization of Paper

The structure of the paper is as follows: Other relevant works are reviewed in Section Il. The suggested approach is elaborated
upon in Section lll. The experimental data and their interpretation are presented in Section IV. The paper is wrapped up in Section
V.

Il.  LITERATURE REVIEW

Discuss the prior work on intrusion detection systems in this section. By means of a number of recently suggested methods
and technologies. S et al. (2026) provide near-real-time detection and analysis of cyber threats using an Al-based honeypot IDS in
conjunction with ML and DL technologies. network traffic and attacker-honeypot interactions using CNNs, RNNs, and LSTM
models. The suggested system was tested experimentally and found to have an intrusion detection ACC rate of 96.8%, a false
positive rate of 2.1%, and an F1 score of 96.2% [11]. lleana, Petrov and Milev, (2025) use edge-level, lightweight XAl models for
interpretability and real-time detection, while transferring complicated threat analysis to a secure, cloud-backed infrastructure
made possible by scalable distributed web technologies. The system outperforms conventional models in terms of detection rate
(up to 96%), latency (sub 50 milliseconds), and resource consumption (less CPU and memory used) in experimental validation on
the CIC-IDS2017 dataset [12].

Santhoshkumar et al. (2024) provide a long-term and extensible solution to protect critical infrastructures from evolving cyber
risks. When intrusion detection systems (IDS) and digital twin technology (DTT) were used for cyber-physical security, the
identification of threats was much improved. The results showed that early intrusion detection ACC increased by 40% as compared
to the standard models of intrusion detection systems [13]. Tocci, Zhou and Zhang, (2023) The training process makes use of a
Deep-Q Learning strategy, with training data generated from the CICIDS2017 dataset. The agent achieves a 90% success rate in
distinguishing between port scan attacks, DDoS attacks, and benign traffic after training [14]. Mouti et al, (2022) Physical network
management has been examined using a multi-connect variational auto-encoder. In comparison to centralized DL-based
detection systems, distributed attack detection systems perform better in tests. The suggested MCVAE_PBNN worked as expected
on the UNBS-NB-15 dataset, with 96% ACC, 71% FPR, 92% sensitivity, 82% specificity, 63% false positive rate, and 75% area under
the curve. On the KDD99 dataset, it was 95% accurate, 68% false positive rate, 92% sensitivity, 84% specificity, 61% false positive
rate, and 78% AUC [15].

Research Gap: Although existing IDS achieve high ACC using Al, DL, XAl, and reinforcement learning techniques, many models
still face challenges related to high computational complexity, false alarm rates, limited scalability, and poor real-time adaptability.
Moreover, previous research typically uses a single-model approach and standard datasets, which fail to address the ever-
changing, constantly evolving threats to cyber systems. Furthermore, most studies focus on single-model approaches with
standard datasets, making them ineffective against growing and new cyber threats. In today's network environment, a lightweight,
scalable and efficient ensemble-based IDS framework with better detection ACC and lower FPR is needed.
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Ill.  METHODOLOGY

The suggested intrusion detection system's workflow is illustrated in Figure 1, utilizing the CIC-IDS2017 dataset. Initially, the
dataset is collected and analyzed through Exploratory Data Analysis (EDA), then data undergoes pre-processing, label
transformation, feature selection, and feature normalization. After pre-processing, the dataset is split into training and testing sets,
then balanced using SMOTE to address class imbalance. Subsequently, RF, LightGBM, and Voting Ensemble models are trained
and evaluated using ACC, PRE, REC, F1, and ROC-AUC, followed by SHAP-based explainable Al analysis for feature interpretation.

_— Collect CIC-
ar IDS2017 Dataset

Exploratory Data
Analysis (EDA)

Data pre-
processing

Label
Transformation

Model Data Balancing using Data Feature Feature
Training SMOTE Splitting Normalization selection
e Random Forest Performance Evaluation Explainable Al Analysis
. LightGBM (Accuracy, Precision, Recall, F1- (SHAP Feature End
e  Voting Ensemble Score, ROC-AUC) Interpretation)

Fig. 1. Proposed Flowchart for Cyber Threat Detection

Cyber threat detection implementation steps are briefly explained below:

A. Data Acquisition

The CIC-IDS2017 Dataset, a standard dataset for cybersecurity studies, is utilized by the suggested intrusion detection
framework. Various attack scenarios are represented in the dataset, which includes actual benign and malicious network traffic.
The starting dataset contained 620,000 traffic instances with 78 network flow features, such as communication behavior, packet
statistics, and protocol characteristics. These features present detailed knowledge to identify unusual or malicious behavior in
network environments.

B. Exploratory Data Analysis (EDA)

The EDA is done to gain insight into the nature of data and network traffic. To build an effective intrusion detection model,
EDA can help identify significant features, data imbalance and hidden relationships among these data.

Distribution of Each Attack Type
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Fig. 2. Distribution of Network Attack Types

The network traffic categories are shown in the frequency distribution in Figure 2. There are many more benign traffic
instances than malicious ones in the dataset, with almost 500,000 samples of benign traffic present. Comparing the attacks,
PortScan and DDoS are quite common, whereas Bot, FTP-Patator, DoS variants (Slowloris, Slowhttptest, Hulk), and Infiltration are
relatively uncommon, with fewer occurrences of each. The visualization features a difference between benign traffic and attack
traffic which is a big issue in detecting rare, but valuable attacks within the network security dataset.
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Fig. 3. Kernel Density Estimate of Flow Duration by Class

Figure 3 shows that the flow duration distribution of benign traffic is different from that of attack traffic. The blue curve
(benign) has a large peak near 0 duration, and smaller peaks around 1.0x10® and 1.2x108, indicating that durations of the flow are
short but with some longer durations. The overall density of the red curve (attack) is not as dense as the green curve (defense) but
the shape is similar and fewer flows are of equal length. The visualization shows the differences in temporal behavior between
normal and malicious traffic, which are useful for discriminating attack signatures in intrusion detection.

C. Pre-processing and Label Transformation

The obtained dataset underwent to a variety of pre-processing procedures intended to enhance data quality and get it ready
for training machine learning models. The first step in reducing bias and eliminating redundancy is to identify and delete duplicate
traffic data. The original dataset included 10,744 duplicate occurrences that were found and eliminated. Following the pre-
processing, the final dataset size is 609,256 x 78. After that, Label Encoding is used for binary classification to turn the class labels

into numerical values.

D. Feature Optimization
In order to enhance intrusion detection performance and decrease dimensional complexity, feature optimization is performed.
The Mutual Information Score technique is employed to identify the most impactful attributes connected to the target labels. The
top 20 features are chosen for further investigation and model training according to their ranking scores. Reducing the amount of
duplicated data, increasing computation performance, and improving the model's generalizability are all achieved by this

technique.

Figure 4 displays the twenty most informative network characteristics ranked by their mutual information ratings. Other
essential metrics are average bandwidth segment size (0.347) and average packet length (0.347), with average packet size (0.392)
being the most important. Counts of bytes sent and received, as well as the standard deviation and variance in packet length, are
other highly regarded characteristics. Top 20 smallest: Fwd Packet Length Std (0.270). With this visual aid, selecting characteristics
for intrusion detection models becomes much easier, as it becomes immediately apparent which traffic features are best at
differentiating between safe and dangerous data transfers.
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Fig. 4. Top 20 Selected Features by Mutual Information Score

Page | 225



Intelligent Artificial Intelligence-Powered Cyber Threat Detection System for Cloud Security Enhancement

E. Feature Scaling and Splitting

Feature scaling (FS) is the process of changing the values in a dataset to a certain scale (range) so that features with bigger
scales don't take over the learning process. For the purpose of this analysis, the raw data have been transformed into a scale from
0 to 1 using the conventional scaling technique. Simply plugging in any dataset variable X into Equation (1) gives the standard
value.

X-mean(X)
standard deviation(X)

(M

Xstana =

The efficiency of ML algorithms is enhanced by scaling the features, which helps to avoid issues associated with features
having huge ranges. Training and testing sets are created from the normalized dataset by dividing it in half with a ratio of 80:20.
Both the training set and the testing set contain 487,404 and 121,852 examples, respectively, that used to evaluate the model.

F. Class Imbalance Handling with SMOTE

Data balancing is a method for reducing the impact of class imbalance. SMOTE is employed to circumvent the problem of data
imbalance. It uses the characteristics of the minority class to create simulated samples. After receiving the whole dataset as input,
SMOTE increases the percentage of cases belonging to the minority exclusively. When it comes to balancing datasets, SMOTE is
the finest option.

Class Distribution Before and After Balancing
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Fig. 5. Class Distribution Before and After Balancing

The class counts before and after balancing the dataset are shown in Figure 5. A large class imbalance occurred because there
were 400,769 instances of benign traffic and 86,635 instances of attack traffic. The two classes are balanced and have 400,769
samples in each class, which is more representative. The visualization highlights the significance of balancing techniques in
addressing skewed distributions, thereby promoting fairness and reliability in the development of IDS models.

G. Machine Learning Model Development

This section presents the creation of models for intelligent cyber threat detection using machine learning and ensemble
learning. The study uses RF Classifier, LightGBM, and Voting Ensemble Classifier for the analysis of malicious traffic and benign
traffic.

1) Random Forest (RF)

RF is a supervised ML method for fixing classification problems [16]. The model builds a number of DTs during training and
then employs a majority vote to decide the outcome during prediction, both of which improve accuracy and reliability. The
RandomForestClassifier model is optimized with 50 estimators, max_depth 3 and random_state 42 to provide a stable and
reproducible result. The classifier learns complex traffic patterns from the balanced training dataset during training and makes
reliable predictions in intrusion detection.

2) Light Gradient Boosting Machine (LightGBM)

LightGBM is used for high-speed IDS, as being trained quickly with low memory. The model is taught to better classify attacks
in the attack category classification job by learning the intricate patterns seen in network data using gradient boosting decision
trees. During training, the ideal environment is fine-tuned to minimize overfitting and maximize prediction performance, such as
learning rate = 0.1, maximum depth = 5, and random state. The LightGBM classifier can accurately identify malicious network
activities with high ACC and also effectively process big data in the cybersecurity information field.
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3) Voting Ensemble Classifier

Voting Ensemble Classifier is an ensemble of Random Forest Classifier and LightGBM that improves IDS performance and
classification stability. The ensemble model combines prediction probabilities of individual classifiers using soft voting to obtain
the final prediction. The ensemble framework comprises two models: RF (n_estimators = 50, max_depth = 3, random_state = 42)
and LightGBM (n_estimators = 100, learning_rate = 0.1, max_depth = 5, random_state = 42), which are used during training for
robust attack detection. This hybrid method helps in increasing the generalization ability as well as decreasing the variance in the
prediction and thus improves the overall cybersecurity threat classification ACC.

H. Performance Evaluation and Explainable Al Analysis

This study evaluates the performance of the ML models with the help of different evaluation indicators. These are based on the
results of the confusion metrics. The evaluation measures, such as REC, ACC, PRE, f1, and ROC, are shown in Equations (2-5)

Accuracy = % (2)
Precision = TPTIFP 3)
Recall = —— 4)

F] = 2(precisionsrecall) 5)

precision+recall

The ACC rate is the probability of correctly performing positive and negative class predictions on all samples. The ACC rate is
the percentage of positive samples that were accurately detected out of all the positive samples that were anticipated. The
probability of a sample being appropriately identified as a positive sample out of all the positive samples is called the REC rate.
The result of a harmonic mean of PRE and REC is the F1, which can have a value between 0 and 1.

Additionally, the classifiers are evaluated using the ROC-AUC methodology on both malicious and benign traffic. Moreover,
using XAl analysis with SHAP (SHapley Additive Explanations) identifies the most impacting attributes of network traffic and
explains the model predictions. The XAl framework helps with improved cybersecurity decision-making by increasing openness
and making models more interpretable.

IV. RESULTS AND DISCUSSION

A Windows 10 machine with 16 GB of RAM and a 64-bit Intel(R) Core(TM) i7-7500U CPU is used for all the testing. To
complete this project, | used Python 3.7.2 and the PyTorch module version 1.9.0. Table | shows the experimental performance
comparison of the cyber threat detection models based on data using the RF, LightGBM and Voting ensemble models. The Voting
classifier had the best classification performance and balanced detection performance with an ACC of 98.22%, PRE of 94.49%, REC
of 95.57% and F1 of 95.03%, among the evaluated classifiers. The LightGBM model also performed well with 97.73% ACC and high
REC rate compared with the RF model in most of the evaluation metrics. The Voting model is more time-consuming and requires
more training, but its results when it came to detection ACC are very impressive, showing that it can be very useful for reliable
cyber threat identification.

TABLE . EXPERIMENT RESULTS OF ML MODELS FOR CYBER THREAT DETECTION

Metric RF LightGBM | Voting
Accuracy 96.46 97.73 98.22
Precision 84.71 90.25 94.49
Recall 97.81 97.86 95.57
F1-Score 90.79 93.90 95.03

Training Time | 0.0000 | 0.00001 131.0698
(s)
Prediction 0.1460 | 0.0400 7.6422
Time (s)

The confusion matrices for RF, LightGBM and Voting Classifier models used for intrusion detection classification are presented in
Figure. 6. The RF model achieved 96,294 true negatives and 21,248 true positives, with 3,834 false positives and 476 false
negatives. The LightGBM model successfully classified 97,831 benign samples and 21,259 attack samples producing better
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classification results. Similarly, the Voting model had 98,918 true negatives and predicted a lower number of false negatives,
indicating that the Voting model possessed a higher detection efficiency than the RF model. The overall performance of Voting
model and LightGBM model was better than the RF model in terms of classification capability and ACC of detection.
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Fig. 7. Combined ROC Curves for Classifier Comparison

The ROC curves of three different models are displayed in Figure 7. When all curves are converging towards the upper left
corner, the classification performance is high. While LightGBM and RF both obtain AUC values of 0.996 and 0.994, respectively, the
Voting model comes out on top with an AUC of 0.997. The line of random chance is the diagonal dashed line. What is emphasized
in this visualization is that all models achieve near-optimal accuracy and that ensemble learning only has a marginal improvement
in terms of benign and attack traffic accuracy.

The SHAP values, shown in Figure 8, provide light on the relative importance of each component in the model's forecasts. Dots
stand for sample locations, and the colors of the features match the corresponding values; blue denotes low feature values and
red high feature values. The average packet size, average packet length, forward packet length standard, and forward packet
length maximum are the attributes with the highest SHAP values. The points along the x-axis are used to show that high and low
values of features can affect the predictions of the model and give information about how the model gets its interpretability as to
the traffic characteristics that are the most important to the model's decision.
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Fig. 9. SHAP Force Plot Analysis for Benign and Attack Traffic Instances

Figure 9 displays the analysis report for feature contributions using the RF model for both benign and attack network traffic
examples. With the help of Avg Bwd Segment Size and Fwd Packet Length Max, the attack prediction probability was reduced for
the benign situation. On the other hand, the attack case shows that features like Init Win bytes ahead and Bwd packet length
standard led the model to classify attacks. This allows one to observe how the SHAP values characterize the model visually and
determine which qualities are most important for the model's predictions.

A. Comparison and Discussion

Table Il displays the results of the performance comparison between the suggested cyber threat detection model and the
current baseline classifiers. This suggested model outperformed all of the others in terms of ACC, coming in at 92.3%, DT at
87.52%, DNN at 87%, and LR at 89.20%. Table Il displays the results of the comparison between the suggested cyber threat
detection model and the current baseline classifiers. The proposed model achieved the highest ACC, outperforming AE (92.3%), DT
(87.52%), DNN (87%), and LR (89.20%) models. The proposed framework outperforms existing ones with PRE of 94.49% and REC
of 95.57%, significantly improving the identification ACC of cyber threats with minimal misclassification. The proposed model
proved to be more robust and reliable in cyber threat detection with a highly balanced overall performance of the F1 score of
95.03% compared to the DT + LR hybrid approach with a high PRE of 96.37%.

TABLE Il.  COMPARATIVE ANALYSIS BETWEEN BASE AND PROPOSED MODELS

Classifiers | Accuracy | Precision | Recall | F1-

Score
AE [17] 92.3 91.7 91.5 91.6
DT [18] 87.52 87.23 - 87.90
DNN [19] 87 92 92 92
LR[20] 89.20 87.50 86.80 | 87.10
DT + LR[21] | 94.91 96.37 94.19 | 95.12
Propose 98.22 94.49 95.57 | 95.03
Model

The suggested study works well and can be trusted to find cyber threats in today's network environments. When compared to
more traditional models, the ensemble-based classification approach improves harmful traffic detection while decreasing
misclassification issues. The framework also provides better flexibility for managing complex and large amounts of network traffic.
Furthermore, Explainable Al improves trust and transparency by making it easy to see how various traffic characteristics affect
intrusion predictions. The proposed system is more suitable for practical use in cybersecurity applications, which require reliable
detection and interpretability.

V. CONCLUSION AND FUTURE WORK

Traditional signature-based security mechanisms are difficult to deal with the increasing sophistication and volume of cyber-
attacks. In this paper, an Al-based cybersecurity method is introduced which is based on machine learning techniques for
intelligent threat detection to overcome these drawbacks. By combining machine learning with Explainable Al (XAl) methods, the
proposed ensemble approach aims to achieve higher interpretability, classification ACC, and intrusion detection effectiveness. The
results of the experimental analysis show that Voting Ensemble model outperforms individual classifiers with 98.22% ACC, 94.49%
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PRE, 95.57% REC and 95.03% F1. The LightGBM model and the RF model also deliver good results with respective ACC values of
97.73% and 96.46%. Further comparative analysis reveals that the proposed model is superior to the other models, including AE,
DT, DNN, LR and DT+LR. Moreover, SHAP analysis provides greater transparency of the model, allowing the identification of the
most relevant characteristics of the network traffic for predicting attacks. But it has only binary classification and takes longer time
to be trained in the ensemble. Research on future applications of XAl techniques in large-scale cybersecurity solutions, lightweight
deep learning architectures, multi-class attack analysis, and real-time intrusion detection can be pursued.
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