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| ABSTRACT 

In today's context of cyber threats constantly evolving and enterprise digital infrastructures becoming ever more complex, 

modern Security Operations Centers (SOCs) face tremendous challenges. Traditional cybersecurity solutions typically lack the 

ability to effectively and efficiently correlate huge numbers of diverse threat data, causing issues with delayed response to 

incidents, too many false positives and operational inefficiencies. However, to overcome these challenges in this research, a new 

Large Language Model (LLM) – Driven Threat Correlation and Governance Automation Framework for intelligent security 

operations is proposed. The proposed framework combines Artificial Intelligence (AI), Natural Language Processing (NLP), 

Machine Learning (ML), and Large Language Models (LLMs) to automate processes of threat analysis, incident correlation, 

governance compliance, and security decision-making processes. The system exploits the UNSW-NB15 intrusion detection 

dataset and structured security logs and threat intelligence feeds to detect malicious activities and correlate multi-source events 

that occur in the security space. The advanced LLM capabilities include threat analysis, threat summary, threat prioritization and 

attack mapping capabilities to cybersecurity frameworks like MITRE ATT&CK and NIST guidelines. The framework also includes 

automated governance reporting, compliance validation and explainable AI driven recommendations to aid SOC analysts in real-

time decision making. Experimental analysis shows that the proposed system increases the accuracy of detection of threats and 

decreases the rate of alerts fatigue, the time it takes for a response in an incident compared to the conventional SOC 

methodologies and increases the efficiency of governance automation. The study underscores the potential of LLM-powered 

cybersecurity solutions to revolutionize security operations in today's businesses, offering them the ability to become more 

scalable, intelligent, and autonomous. The results are significant for the evolving AI-powered cyber defense space, offering a 

viable and adaptable framework that enhances threat intelligence correlation, operational resilience, and cyber governance in an 

evolving threat landscape.  
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I. INTRODUCTION 

The cyber threat surface has been growing rapidly as more and more enterprises, digital transformation technologies, 

Internet of Things (IoT) and cloud computing are being deployed. There are a variety of advanced cyber threats that are 

constantly being launched against organizations ranging from financial, healthcare, industrial, and governmental and various 

other sectors, such as malware attacks, ransom ware attacks, distributed denial-of-service (DDoS) attacks, insider threats, 

phishing attacks, and advanced persistent threats (APTs). It is the responsibility of the Modern Security Operations Centers 

(SOCs) to detect, analyze and react to these threats in real-time. But, SOCs are typically plagued with vast amounts of security 

alerts from various sources and diverse systems like firewalls, intrusion detection systems, endpoint protection platforms and 

threat intelligence feeds. It's become harder to manage and correlate these alerts by hand, causing response times to get slower, 

alert fatigue and inefficiency in operations [1]. The field of Cybersecurity has witnessed significant progress in Artificial 

Intelligence (AI) and Large Language Models (LLMs) recently, bringing new possibilities for revolutionizing Cybersecurity 

operations. The Cybersecurity industry has seen tremendous developments in the field of Artificial Intelligence (AI) and Large 

Language Models (LLMs) in recent times, opening up fresh opportunities to transform Cybersecurity operations [2]. The next-

generation natural language understanding, contextual reasoning and automated analytical abilities of LLMs can enhance threat 

correlation, incident investigation, and cybersecurity governance automation. Unlike traditional machine learning systems that 

mostly depend on structured numeric data, LLMs can handle structured and unstructured cybersecurity data, allowing for 

intelligent evaluation of threat reports, security logs, incident summaries, and compliance paperwork [3]. The goal of this 

research is to present a Large Language Model (LLM)–Driven Threat Correlation and Governance Automation Framework to 

improve the intelligent security operations [4]. It combines AI-powered threat intelligence analysis, automated incident 

correlation, governance compliance mapping and explainable cybersecurity recommendations into an all-encompassing SOC 

architecture. The proposed system leverages the UNSW-NB15 intrusion detection dataset and security telemetry from multiple 

sources to boost detection accuracy, minimize false positives, enable automated governance reporting and accelerate incident 

response workflows [5]. The research also examines how to incorporate the latest in cybersecurity best practices, including the 

MITRE ATT&CK and NIST cybersecurity frameworks, to structure threat classification and to align the governance structure. The 

proposed framework leverages the reasoning and automation capabilities of LLM to enhance the efficiency of dealing with 

evolving cyber threats in SOC, making it intelligent, scalable, and adaptive. 

A.  Backstory  

Over the last 10 years the cybersecurity world has changed a great deal thanks to the extensive use of cloud 

infrastructures, IoT ecosystems, mobile computing and remote enterprise operations [6]. Cybercriminals are constantly 

developing new attack techniques and methods, which are increasingly complex and more effective, as organizations become 

more and more reliant on digital systems [7]. Security Operations Centers (SOCs) are vital to the defense of the organization's 

assets by watching and reacting to cyber threats. But manual investigation and rule-based security solutions are the backbone of 

SOC operations and are less effective when it comes to sifting through the vast numbers of alerts that are produced every day 

[8]. Recent advancements in Artificial Intelligence (AI), Machine Learning (ML), and Natural Language Processing (NLP) have 

greatly shaped today's research in cybersecurity. Large Language Models (LLMs) have recently shown remarkable prowess in 

their ability to reason in context, understand language, and create knowledge [9].. These features can be applied to cybersecurity 

to provide automated threat intelligence analysis, alert summarization, governance automation and intelligent incident response 

[10]. The use of LLMs in SOCs can help to optimize operations, free up analyst time, and boost real-time threat detection and 

correlation.  

B. Problem Statement  

The traditional SOC has several issues that need to be resolved: Alerts are generated too many times; the false positive 

rate is too high; threat correlation can be delayed; and governance compliance is sub-optimal and inefficient. With so many 

different alerts, some security analysts spend time manually investigating them and compiling compliance reports, thereby 

burning time in an inefficient manner [11]. Current rule and signature-based security solutions are ineffective for dealing with 

changes in the attack pattern and contextual cyber security information. Moreover, third-party cybersecurity solutions do not 

offer superior levels of automation for reporting and compliance auditing and intelligent threat reasoning [12]. Failure to 

effectively integrate security data from a number of sources can make it easier to slip through the cracks and become a victim of 

an attack or operating vulnerability [13]. Hence, the requirement of an intelligent AI based solution that can automate threat 

correlation, enhance incident prioritization and enable governance automation in today's SOC.  

C. The objective of this Study  

The main objective of this study is to create a learning machine (LLM) based intelligent cybersecurity architecture for 

threat correlation and automation of governance in Security Operations Centers (SOC).  

The objectives of this study: 

• To create an AI Threat Correlation System with the help of LLM.  
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• For more precise detection and prioritization of cyber threats [14].  

• To automate the governance compliance mapping and reporting process.  

• To minimize false positives and the workload of SOC analysts with intelligent automation.  

• To assess the cybersecurity datasets on the performance of the proposed framework.  

D. Research Questions  

Following these questions are guide to this study: 

• What are the potential use cases for using Large Language Models in threat correlation for cybersecurity operations?  

• Are LLM systems able to minimize false positives and alert fatigue in the SOC?  

• What are the strengths and weaknesses of governance automation through AI powered Cyber Security framework?  

• How will the proposed framework affect the incident response efficiency?  

• What is the percentage of correctness of the proposed model to detect malicious activities in a network? 

E. Significance of the Study  

This study is important because it helps advance the field of Artificial Intelligence (AI)-enabled cybersecurity and is the 

first to propose an intelligent framework that combines Large Language Models (LLMs) with threat correlation and governance 

automation within Security Operations Centers (SOCs). With the increasing complexity and volume of cyber threats, conventional 

security solutions struggle to efficiently process and analyze large amounts of security data and alerts [15]. The suggested 

framework tackles these challenges by leveraging LLM reasoning and automation for the needs of cyber threat detection, 

incident analysis, and management of enterprise cyber governance in the modern enterprise. The study is useful to organizations 

aiming to improve their cybersecurity stance and decrease their operational inefficiencies [16]. The automated correlation of 

threat intelligence and prioritization of incidents can substantially alleviate alert fatigue, reduce false positives and speed up 

incident response. This allows SOC analysts to prioritize critical threats and strategic decision making, instead of manual 

investigations which require a lot of time [17]. Automated governance compliance reporting aids in alignment with cybersecurity 

standards and regulatory frameworks like MITRE ATT&CK and NIST, boosting the general transparency and holding accountable 

of organizations. The paper contributes to existing research in the field of cybersecurity by exploring the use of LLMs in 

cybersecurity operations and automation of governance processes. It offers insights into how to leverage AI-driven systems for 

intelligent security monitoring, contextually reasoning threats, and explaining cybersecurity analytics [18]. The proposed 

framework can be used as a baseline for further studies on future cybersecurity infrastructure architectures that are autonomous, 

AI-enabled cyber defense systems, and intelligent governance systems. 

 

II. LITERATURE REVIEW 

A. AI and LLM in Cybersecurity Operations  

The application of Artificial Intelligence (AI) and Machine Learning (ML) in cybersecurity has had a profound impact, 

leading to significant changes in how security operations are conducted in today's digital landscape. Artificial Intelligence (AI) 

and Machine Learning (ML) have revolutionized the field of cybersecurity, reshaping the way the industry works and is practiced 

today. Cybersecurity systems, which are traditionally based on rules and signatures, have limitations in detecting complex and 

adaptive cyber threats because they rely on signatures and manual analysis [19]. With the rise of cyber threats, researchers have 

sought to leverage AI in more efficient ways to make the Security Operations Center (SOC) more effective and provide better 

real-time threat intelligence analysis. The recent developments in Natural Language Processing (NLP) and Large Language 

Models (LLMs) have ushered in fresh possibilities for threat reasoning and cybersecurity automation in a more contextual 

manner. LLMs like GPT, Llama, and transformer-based models have high language understanding, semantic analysis and 

knowledge generation abilities [20]. These capabilities enable cybersecurity systems to ingest structured and unstructured data 

sources, like security logs, incident reports, vulnerability descriptions, malware analysis reports, and threat intelligence feeds. 

LLMs have been proven to help SOC analysts by providing summaries of security alerts, classification of incidents, remediation 

suggestions, and linking multiple source threat information [21]. There are a number of studies conducted to demonstrate the 

advantages of AI-based intrusion detection system based on the datasets like UNSW-NB15 and CICIDS2017 in detecting 

malicious network activities. A few studies have been conducted to demonstrate the advantages of AI based intrusion detection 

system with datasets like UNSW-NB15 and CICIDS2017 for detecting malicious network activities [22]. Machine learning 

algorithms have been shown to be more accurate in detecting anomalous network behavior than traditional machine learning 

algorithms, using deep learning techniques such as Long Short-Term Memory (LSTM), Convolutional Neural Networks (CNN), 

and transformer-based models. In addition, they have been looking at Retrieval-Augmented Generation (RAG) and explainable 

AI (XAI) methods to boost transparency and interpretability of AI-based cybersecurity systems. AI-driven cybersecurity solutions 

continue to have issues with false positives, lack of context awareness, scalability, and governance integration [23]. LLM-based 
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reasoning and intelligent automation will continue to be significant areas of research to enhance the cybersecurity operations 

and adaptive threat intelligence management within SOCs. 

B. Automation and Threat Correlations for SOCs 

In today's landscape of exponentially growing numbers of threats and security alerts across enterprise networks, threat 

correlation and governance automation have become key parts of any modern-day SOC. In a traditional SOC environment, 

investigations of security incidents are very manual and heavily dependent on rule sets and a Security Information and Event 

Management (SIEM) system. But these methods often lead to false positives, slow incident response times and inefficiency in 

operations, particularly in the event of large, diverse security information from various sources [24]. A number of researchers 

have suggested the following threat intelligence correlation approaches, which aim to enhance the detection of cyber-attacks 

and prioritize the incidents. The current research projects are based on machine learning algorithms, graph-based analytics, and 

behavioral analysis models, all of which are used to pinpoint correlations between malicious events and to recognize patterns of 

attacks [25]. The primary purpose of threat correlation systems is to integrate information from firewalls, intrusion detection and 

security solutions on the endpoints as well as external threat intelligence feeds and deliver meaningful cybersecurity information 

[26]. There have been many frameworks that have been used to map adversarial tactics, techniques, and procedures (TTPs) to 

increase visibility into threats and security analytics. There are several frameworks currently used that map adversarial tactics, 

techniques, and procedures (TTPs) to help improve the visibility of threats and security analytics [27]. Beyond threat detection, 

governance automation is one of the key needs for keeping the regulatory compliances and cyber security accountabilities. 

Standards and frameworks are becoming more important, and there is a growing need for organizations to meet the 

requirements for standards, including NIST, ISO 27001 and GDPR. Traditional governance reporting and compliance auditing are 

prone to being resource and time-consuming [28]. As a result, AI-based automation of governance procedures has been 

explored that can automatically create compliance reports, risk evaluations, and ensure policy validation. Studies in recent times 

indicate that embedding LLMs into threat correlation and governance processes can greatly enhance the efficiency and precision 

of operations and decision-making [29]. LLMs offer contextual reasoning, which helps with intelligent prioritization of alerts, 

automatic summarization of incidents and real-time compliance analysis. There is, however, current research that is limited in its 

ability to create a holistic framework incorporating threat intelligence correlation, governance automated processes and 

explainable AI-driven SOC operations [30]. This study has been designed to overcome these drawbacks and introduce an 

integrated cybersecurity framework based on LLM for intelligent security operations.  

C. Empirical Study 

In the article titled “ThreatModeling-LLM: Automating Threat Modeling using Large Language Models for Banking 

System” by Tingmin Wu, Shuiqiao Yang, Shigang Liu, David Nguyen, Seung Jang, and Alsharif Abuadbba, the authors proposed 

an intelligent framework that automates cybersecurity threat modeling using Large Language Models (LLMs) within banking 

environments [1]. The study underscored the challenges of conventional threat modeling methods, which are largely manual, 

rely on the expertise of a security professional, and require lengthy security evaluations. To tackle these challenges, the 

researchers propose a ThreatModeling-LLM framework that involves three phases: dataset creation, prompt engineering, and 

model fine-tuning. The framework implemented several methods like Chain of Thought (CoT), Optimization by Prompting 

(OPRO), and Low-Rank Adaptation (LoRA) to enhance the identification and mitigation generation of threats. Another key 

takeaway from the study was the need to align compliance with cyber security standards like NIST 800-53. The results showed 

that LLMs can greatly assist in the creation of scalable AI-powered Security Operations Center (SOC) systems, contributing to 

automated cybersecurity analysis, intelligent threat reasoning, and adaptive security governance. 

In the article titled “Large Language Models for Cybersecurity Policy Compliance and Risk Mitigation” by Emmanuel 

Cadet, Edima David Etim, Iboro Akpan Essien, Eseoghene Daniel Erigha, Lawal Abdulmutalib Babatunde, Joshua Oluwagbenga 

Ajayi, and Ehimah Obuse, the authors explored the application of Large Language Models (LLMs) in cybersecurity policy 

compliance and proactive risk mitigation. The study highlighted that fast digital transformation has made it more pressing to 

have intelligent compliance monitoring and automated governance solutions for cybersecurity [2]. The researchers emphasized 

the potential of LLMs to provide actionable security controls and governance recommendations from complex cybersecurity 

regulations like GDPR, HIPAA, NIST, and ISO 27001. The article also highlighted the potential of embedding LLMs into Security 

Information and Event Management (SIEM) systems to provide context-aware analysis of alerts, identify policy violations, and 

assist with automated remediation. Moreover, the study showed that LLM-powered systems can enhance mean time to detect 

(MTTD) and mean time to respond (MTTR) by facilitating intelligent compliance audits, continuous control monitoring, and 

automated risk assessments. The results are compelling evidence of the success of AI-powered governance automation and 

intelligent cybersecurity decision making in today's Security Operations Centers (SOCs). 

Hilalah Alturkistani and Suriayati Chuprat focused on the evolution of Cyber Threat Intelligence (CTI) in their article, 

“Artificial Intelligence and Large Language Models in Advancing Cyber Threat Intelligence: A Systematic Literature Review”. The 

study highlighted how traditional CTI techniques are increasingly ineffective in the face of advanced and constantly changing 

cyber threats, as they focus on static indicators and manual analysis. The authors emphasized the transformative impact of AI 
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technologies, such as machine learning and deep learning, on threat prediction, real-time threat identification and intelligent 

cybersecurity analysis. Additionally, the study highlighted how LLMs transform the intelligence report generation, processing of 

unstructured cybersecurity data, improving threat recognition accuracy, and providing actionable mitigation recommendations 

[3]. Data privacy, integration with models and adaptive cybersecurity frameworks were also among the challenges reviewed. The 

results highlighted the potential of using LLM in cybersecurity intelligence systems to enhance proactive cyber defense, 

intelligent threat correlation, and automated decision-making in today's digital Security Operations Centers (SOCs), paving the 

way for scalable and adaptable AI-driven cybersecurity architectures. 

Ismayil Hasanov, Seppo Virtanen, Antti Hakkala, and Jouni Isoaho undertook a comprehensive systematic review of 177 

research articles from 2018 to 2024, examining the application of Large Language Models (LLMs) and Artificial Intelligence (AI) in 

the field of cybersecurity. The study underscored the rising significance of LLMs for offensive and defensive cybersecurity, cyber 

governance and security automation. The authors noted that the recent studies have been primarily on intelligent threat 

detection, phishing attack prevention, cybersecurity administration and automated security management as AI-based defensive 

cybersecurity mechanisms [4]. The review also highlighted the ability of LLMs to effectively deal with complex exploits, provide 

intelligent security insights, and enhance cybersecurity governance processes. Further, the research investigated the trends and 

future cut-throat research field and proved the massive contribution of LLMs in cybersecurity innovation by providing 

automation, context-based reasoning, and intelligent decision-making. The results validate the need to adopt AI-powered 

cybersecurity frameworks in contemporary Security Operations Centers (SOCs) to enhance threat intelligence correlation, 

governance automation, and adaptive cyber defense capabilities. 

III. METHODOLOGY 

This study uses a quantitative and experimental approach to create a Large Language Model (LLM) – Driven Threat 

Correlation and Governance Automation Framework for Intelligent Security Operations Centers (SOCs). It integrates the domains 

of Artificial Intelligence (AI), Machine Learning (ML), Natural Language Processing (NLP), and Cybersecurity Analytics to automate 

threat detection, incident correlation, governance compliance, decision support, and more [30]. This framework is tested with 

cybersecurity data, data preprocessing method, AI threat analysis and performance metrics, such as detection accuracy, 

operation efficiency and governance automation effectiveness. 

 

 
This Flowchart shows LLM-driven cybersecurity threat correlation and governance automation methodology framework 

The methodology framework diagram represents the overall structure of the proposed Large Language Model (LLM) – 

Driven Threat Correlation and Governance Automation Framework for intelligent Security Operations Centers (SOCs). The 
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architecture starts with the Data Collection layer, where cybersecurity data is extracted from data sources, network logs, threat 

intelligence feeds, and external sources [31]. Collected data is preprocessed and cleaned, normalized, encoded, and feature 

extracted. Machine Learning and Deep Learning models are then used for threat detection and classification. The framework also 

incorporates intelligence-based threat correlation for context and intelligent summary of incidents using LLM technology [32]. 

Automated governance components, response orchestration, visualization dashboards, and model evaluation enable real-time 

monitoring, automated compliance, cybersecurity decision-making, and ongoing learning for greater efficiency and intelligent 

cyber defense.  

A. Research Design  

The study is quantitative and experimental in nature, creating and assessing an intelligent cybersecurity framework 

leveraging Large Language Models (LLMs) for threat correlation and automation of governance in Security Operations Centers 

(SOCs). The research design is to integrate Artificial Intelligence (AI), Machine Learning (ML), Natural Language Processing (NLP) 

and enhanced cyber security analytics systems to enhance threat detection, incident response and compliance management 

processes [33]. The proposed architecture aims to be able to handle both structured and unstructured cybersecurity data from 

network traffic logs, intrusion detection and prevention systems, threat intelligence feeds, governance documents, and security 

incident reports [34]. Experimental design consists of a few steps: Data collection, Data preprocessing, Feature engineering, 

Development of AI model, Threat intelligence correlation, Governance automation, and Evaluation of the system [35]. The 

algorithms used in machine learning and the transformer-based LLM are being used to analyses cyber threats, classify malicious 

activities, correlate multi-source security events and to create contextually related incident summaries. Additionally, the 

framework incorporates explainable AI mechanisms to enhance transparency and trust in AI-driven cybersecurity decision-

making processes. Experimental simulation is done using publicly available cyber security data and threat scenarios created in a 

SOC to assess the effectiveness of the proposed framework [36]. Evaluation metrics such as accuracy, precision, recall, F1-score, 

false positive rate and incident response efficiency are used to evaluate the system performance. The research design allows for 

the analysis of the entire framework in its ability to improve intelligent security operations and automate governance related 

cyber security work.  

B. Data Collection and Description 

The UNSW-NB15 attack dataset is used as the main dataset in the study to create and test the proposed cybersecurity 

framework using an LLM. UNSW-NB15 is one of the most popular datasets in cybersecurity research, since it features a realistic 

collection of modern network traffic, with both normal and malicious traffic [36]. Data can be used for intrusion detection, 

anomaly detection, malware analysis and intelligent threat intelligence research. It includes 45 network flow features including 

critical attributes of network traffic like protocol type, service category, number of packets, bytes transferred, connection 

duration, source and destination traffic behaviour and connection states [37]. This data set contains a well-balanced collection of 

various cyberattack scenarios such as denial of service attack, exploit, reconnaissance attack, shell code attack, worm and back 

door attack. Each of these attack types are vital to the training of AI based threat detection and correlation systems that can 

identify advanced malicious activities in Security Operations Centers (SOCs). The research also includes simulated SOC alerts, 

governance policy documents, threat intelligence feeds and cybersecurity incident reports which are used for multi-source threat 

correlation and governance automation [38]. Cybersecurity information is gathered, both structured and unstructured, to 

enhance context, and LLM reasoning capabilities. Bringing together a variety of cybersecurity data sources provides the 

framework with a greater capability to do intelligent alert prioritization, automated compliance mapping, and incident analysis in 

today's enterprise security environment.  

C. Data Preprocessing  

Before using Artificial Intelligence (AI), Machine Learning (ML), and Large Language Model (LLM) techniques to analyze 

cybersecurity data, data preprocessing is a task carried out to enhance the quality, consistency, and usability of cybersecurity 

data. The pre-processing stage is crucial as it is often the case that the data sets received in cyber security are contaminated with 

noise, incomplete, duplicated and heterogeneous data from several security sources [39]. By performing good preprocessing, the 

accuracy of the model will improve, there are fewer false positives, and processing will be faster in detecting threats in the 

Security Operations Center (SOC). The first step in the preprocessing is to remove duplicate records, incomplete data on the 

records and irrelevant network traffic information. Data cleaning techniques are employed to detect missing values and rectify 

the data sets to ensure reliability and consistency of the data sets [40]. The numerical network traffic includes normalized and 

standardized values like the number of packets, the amount of data transferred and the duration of connecting the network [41]. 

Machine-readable categorical data such as protocol type, service category and connection states are mapped to various formats 

ready for use by AI. Also, log parsing and even normalization techniques are used to combine logs from intrusion detection 

systems, SIEM systems, threat intelligence feeds and governance documents [42]. Various feature extraction and selection 

approaches are adopted for selection of the most relevant features in cyber security attributes for threat correlations and 

anomaly detection [43]. The process of tokenization, generating semantic embeddings, and contextual encoding techniques are 
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used to handle the processing of text-based cybersecurity information like incident reports and governance policies, thereby 

facilitating Natural Language Processing (NLP) and LLM-based cybersecurity reasoning [44]. They take place before the data 

goes into the processing engine, ensuring the data is optimized for use in intelligent threat analysis and governance automation. 

D. Proposed LLM-Driven Threat Correlation Framework 

The proposed framework has five significant layers to help with the intelligent monitoring, automated threat analysis, 

governance compliance and real-time decision-making processes in a Security Operations Center (SOC).  

 

 
This framework illustrates a cybersecurity threat correlation architecture with intelligent LLM-powered automation for 

governance 

 

The proposed LLM-Driven Threat Correlation Framework shows an intelligent multi-layered cybersecurity architecture in 

Security Operations Centers (SOCs). The framework combines the layers of data acquisition, data preprocessing, automated 

threat analysis, automated governance process, visualization, and the utilization of Artificial Intelligence (AI), Machine Learning 

(ML), and Large Language Models (LLMs) to facilitate automated threat analysis, compliance management, intelligent decision-

making, and real-time threat response.  

1) Data Acquisition Layer  

The Data Acquisition Layer gathers cybersecurity data from various sources that are heterogeneous such as Intrusion 

Detection Systems, SIEMs, firewall logs, network traffic logs, threat intelligence feeds, cloud environments and governance policy 

repositories [45]. This layer guarantees that data is constantly collected for intelligent threat monitoring and security analytics in 

enterprise SOC environments.  

2) Data Processing Layer  

Data Processing Layer is used for pre-processing, normalization, feature extraction and transformation of the collected 

Cybersecurity data into structured data which can be used for further analysis using Artificial Intelligence (AI) and Large 

Language Model (LLM). It's also capable of managing missing values, categorical encoding, event normalization, and generating 

semantic embeddings to help enhance threat detection and cybersecurity intelligence processing accuracy [46].  

3) Threat Correlation & Detection Layer  

Temporal analysis of security events, anomaly detection, malicious activity classification, and multi-source cyber threat 

correlation are all done using the Threat Correlation and Detection Layer through the use of Machine Learning algorithms and 
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Large Language Models [47]. The layer is used in Security Operations Centers for contextual reasoning, attack pattern 

recognition, incident summarization and intelligent alert prioritization to augment the cybersecurity visibility and the efficiency 

of the incident response.  

4) Governance Automation Layer  

The Governance Automation Layer handles cybersecurity governance tasks like compliance validation, policy mapping, 

audit reporting, risk assessment and regulatory monitoring [48]. Security incidents are integrated with frameworks, including 

MITRE ATT&CK and NIST, for transparency in security governance, for regulatory compliance and for smart decision making of 

cybersecurity in enterprise security infrastructures.  

5) Layering or visualization 

The Visualization and Response Layer offers SOC analysts interactive SOC dashboard, real-time visualization of alerts, 

explainable AI recommendations, automated response suggestions, and incident prioritization features [49]. This layer enhances 

situational awareness, speeds up incident response, and enables efficient security operations management by intelligently 

visualizing and using cybersecurity AI systems for decision support. The framework also utilizes transformer-based Large 

Language Models (LLMs) to provide contextual cybersecurity reasoning, intelligent alert summarization, governance analysis and 

automated incident response recommendations [50]. LLMs can handle both structured and unstructured data, like threat 

intelligence reports, security operation center alerts, governance policies, or incident documentation, and deliver valuable 

security insights [51]. Further, semantic embedding models and retrieval approaches are embedded to improve cybersecurity 

knowledge retrieval, to correlate with threat intelligence, and to enable explainable AI-based cybersecurity analysis [52]. The 

amalgamation of these techniques enhances the framework's adaptability, scalability, and efficiency in today's cybersecurity 

landscape. 

E. Machine Learning and LLM techniques 

The proposed framework combines a variety of Artificial Intelligence (AI), Machine Learning (ML), Deep Learning (DL), 

and Large Language Model (LLM) technologies to enhance cyber threat detection and threat correlation, governance 

automation and intelligent decision-making in Security Operations Centers (SOCs). Various machine learning models are applied 

to study the behaviour of network traffic, to classify malicious activity, and to recognize unusual cyber security events from huge 

volumes of security data. High accuracy, scalability, and structured nature of cybersecurity data, such as for intrusion detection 

and attack classification, justify the use of traditional machine learning algorithms like Random Forest and XGBoost. These 

algorithms help identify anomalous activities on a network and minimize false positives during threat analysis [52]. The use of 

deep learning models like Long Short-Term Memory (LSTM) and Convolutional Neural Networks (CNN) ensures they are able to 

detect patterns in the data stream, such as cyber-attacks, and understand the temporal relationships in the network. Deep 

learning models, such as Long Short-Term Memory (LSTM) and Convolutional Neural Networks (CNN), are integrated to capture 

temporal relationship, sequential patterns of attack and hidden relationships in the data stream in the cyber security domain 

[53]. The framework also includes transformer-based Large Language Models (LLMs) for context-based cybersecurity reasoning, 

intelligent alert summarization, governance analysis and automated incident response recommendations [54]. LLMs can handle a 

wide range of cybersecurity-related data, including threat intelligence reports, alerts from the Security Operations Center (SOC), 

governance policies, and incident documentation, to deliver valuable insights into the security environment [53]. Furthermore, 

the incorporation of semantic embedding models and Retrieval-Augmented Generation (RAG) techniques enriches cybersecurity 

knowledge retrieval, threat intelligence correlation across the context and the analysis of cyber threats using Explainable AI. The 

integration of these techniques enhances the framework's flexibility, scalability, and effectiveness in today's cyber security 

landscape. 

F. System Implementation Tools  

Component  Tools/ Techniques 

Programming Language Python 

ML/DL Framework TensorFlow,Pytorch, Scikit-learn 

NLP-LLM Frameworks Hugging Face Transformers, LangChain 

SIEM Integration ELK Stack, Splunk 

Visualization Tools  Kibana,Grafana 

Database Systems MongoDB, PostgreSQL 
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Vector Database  FAISS 

Data Processing  Pandas, NumPy 

Threat Intelligence Integration OpenCTI, MISP 

API Development FstAPI, Flask 

Cloud/Deployment  Docker , Kubernetes 

These tools and technologies will be used to enable scalable data processing and analysis of cybersecurity information, 

development of AI models, threat intelligence analysis, automation of governance processes, and visualization of the SOC in real 

time in the proposed threat correlation system with LLM support. 

G. Performance Evaluation  

Metrics The proposed Large Language Model (LLM)–Driven Threat Correlation and Governance Automation Framework 

is tested against the typical metrics in cyber security and machine learning. These metrics can be used to gauge the system's 

effectiveness in identifying cyber threats, linking security events, automating governance procedures, and optimizing Security 

Operations Center (SOC) operations. To calculate the overall correctness of the system in the classification of normal and 

malicious network activities, the accuracy is used [55]. Precision is the percentage of correctly classified threats out of all the 

threats predicted and Recall is the percentage of correctly classified threats out of all the threats found in the data set. In cases 

where the classes of attacks are imbalanced in cybersecurity data sets, the F1-Score is used to give a balanced evaluation of 

precision and recall. Detection Rate is a measure of the success of the framework in detecting an attack while False Positive Rate 

is a measure of the number of benign activities that are incorrectly classified [56]. The Threat Correlation Efficiency evaluates the 

effectiveness of the framework's threat correlation capabilities and its ability to detect patterns of attacks from multiple sources. 

Also, Incident Response Time is measured to assess how fast alerts are prioritized and automated decisions are made [57]. The 

experimental analysis comprises comparing the proposed framework based on LLM with the classical SOC systems and 

traditional machine learning-based cybersecurity systems to measure improvement in threat detection accuracy, governance 

automation efficiency, scalability of operations and intelligent cybersecurity response capabilities.  

H. Ethical Issues and Restraint.  

All of the cybersecurity datasets and simulated threat intelligence environments used in this research are public and are 

used only in the academic and research interest. The design of the proposed framework is done with the following 

considerations: Defense Support of Cyber Security, Intelligent Threat Monitoring, Governance automation, and adherence to 

ethical principles of AI, transparency, and data privacy. The study is not intended to be based on any unauthorized access, 

offensive cyber activity or use of sensitive information used by the organization [58]. The data used for research purposes are 

anonymized and handled in controlled experimental environments, guaranteeing responsible cybersecurity practices. Even 

though the research has its own merits, there are some limitations. The performance of the framework is dependent on the 

quality and diversity of the training set data, and could be influenced by any new cyberattack techniques that are not included in 

the datasets. Also, the Large Language Models can produce biased or incorrect results under specific circumstances that can 

affect cybersecurity decision-making [59]. However, in practical use, deployments of such models might also require a lot of 

resources, scalability of infrastructure, and regular model updates to remain effective in evolving cybersecurity scenarios 

IV. DATASET OVERVIEW  

In this study, the UNSW-NB15 dataset serves as the primary cybersecurity dataset to build and test the proposed Large 

Language Model (LLM)–Driven Threat Correlation and Governance Automation Framework. The dataset was generated by the 

Australian Centre for Cyber Security (ACCS) with realistic and modern network traffic simulations and contains normal and 

malicious network traffic. It is a well-known dataset in cybersecurity research as it serves as a representative of modern cyber 

attack activities and Enterprise Network Communications [60]. The dataset is particularly targeted at intrusion detection, anomaly 

detection, cyber threat intelligence analysis, and cybersecurity research through machine learning. The UNSW-NB15 dataset 

consists of 45 network flow attributes that include different kinds of attributes for the flow, including protocol type, service 

category, connection state, packet count, byte transfer rate, source traffic behavior, destination traffic behavior, and connection 

duration. The capabilities offer a comprehensive view of network communication patterns and are ideal for AI-ML-LLM based 

Cybersecurity analysis. The framework can detect and classify a broad spectrum of cybersecurity threats, including Denial-of-

Service (DoS), exploits, reconnaissance attacks, shell code attacks, worms, backdoors, or generic malicious activities. This study 

will deploy and test intelligent threat detection and threat correlation models in Security Operations Centers (SOCs) using the 

dataset. Structured and unstructured cybersecurity information from the dataset is fused with threat intelligence feeds, 
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governance policy documents, and incident reports to enable contextual threat analysis and automation of governance 

processes [21]. This realistic and diverse dataset enriches the strengths of the UNSW-NB15 framework, enabling it to handle 

various tasks in the contemporary enterprise security landscape, including anomaly detection, malicious activity classification, 

intelligent alert prioritization, and AI-driven cybersecurity decision-making. 

V. RESULTS 

The outcome of this study demonstrates that the proposed Large Language Model (LLM)–Driven Threat Correlation and 

Governance Automation Framework significantly improves cybersecurity threat detection, intelligent threat correlation, 

governance automation, and incident response efficiency within modern Security Operations Centers (SOCs). The framework was 

tested on the UNSW-NB15 cybersecurity dataset and various performance metrics such as Accuracy, Precision, Recall, F1-Score, 

False Positive Rate, Threat Correlation Efficiency and Incident Response Time were used. Different analytical charts, ROC analysis 

and confusion matrix evaluations were created to gauge the efficiency of the proposed framework for identifying malicious 

activities, minimizing false positives, maximizing the operational efficiency and performance enhancement of cybersecurity 

decision making processes by the use of AI. 

A.  Performance Comparison Analysis of cybersecurity frameworks 

 
Figure 1: This image depicts a comparison of the cybersecurity framework with respect to the traditional SOC and the 

proposed LLM framework 

 

The performance of the proposed Large Language Model (LLM)–Driven cybersecurity framework and the traditional 

Security Operations Center (SOC) framework were compared based on key evaluation metrics such as Accuracy, Precision, Recall, 

and F1-Score as shown in Figure 1. It is evident from the graph that the proposed framework with LLM gives better performance 

in all the performance measures when compared to the traditional SOC system. Traditional SOC framework resulted in SOC 

performance values in the range of 79% to 84% and the LLM-based framework consistently resulted in SOC performance values 

above 94%. The best improvement is seen in Recall and Accuracy, which shows the robustness of the framework in correctly 

identifying malicious activities and minimizing undetected cyber threats [22]. Moreover, the F1-Score indicates that the model 

provides a more balanced precision and recall in cybersecurity detection tasks, as it is higher [23]. The findings highlight the 

potential of AI, Machine Learning, and LLM to greatly enhance the efficiency of threat detection, incident analysis, and intelligent 

decision-making in today's SOCs.  
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B. False Positive Rate Reduction Analysis 

 

Figure 2: This image shows the False Positive Rate comparison between traditional SOC, ML-based SOC and LLM SOC 

To compare the False Positive Rates of the Traditional SOC, the Machine Learning (ML)-Based SOC and the proposed 

LLM-Driven SOC framework, is shown in figure 2. As AI capabilities grow, there has been a drastic decrease in the number of 

false positives in the graph. The Traditional SOC framework had the highest false positive rate at about 18%, demonstrating that 

there were more false positive detections of normal activity as a malicious threat [24]. The false positive rate by the ML-Based 

SOC was close to 11% due to the intelligent anomaly detection techniques [25]. The proposed LLM-Driven SOC framework, 

however, achieved the least false positive rate of about 4%, with better threat analysis and contextual reasoning abilities. This 

decrease helps in optimizing working processes, as the number of unnecessary alerts is reduced and analysts' work is eased. The 

results validate the benefits of integrating LLM into SOCs for more accurate threat detection and for making more reliable 

decisions when it comes to cybersecurity. 

C.  Time spent to respond to an incident 

 
Figure 3: This image depicts the time required for a traditional SOC, an AI-based SOC, and an LLM-driven SOC to respond 

to an incident 

This image shows time to incident response for traditional SOC, AI-based SOC and LLM-driven SOC. The results of the 

comparison of the incident response times for Traditional SOC, AI-Based SOC and the proposed LLM-Driven SOC are shown in 
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Figure 3. The plot illustrates the potential of how AI and the LLM can enhance incident response effectiveness in SOCs. The 

Traditional SOC framework had the slowest response time at ~42 minutes because of manual investigation processes and limited 

automation capabilities. Smart threat detection and automated analysis capabilities brought the time to response to almost 25 

minutes in the AI Based SOC. The proposed LLM-Driven SOC framework, on the other hand, recorded the lowest response time 

at about 10 minutes, resulting in better threat correlation, intelligent alert prioritization and automated decision making [25]. The 

results show that LLM systems can significantly boost incident response, minimize operational downtime, and enhance the ability 

to handle threats in real time in today's enterprise security landscape. 

D.  Efficiency of Threat Correlation Analysis  

 
Figure 4: This image shows a comparison between the efficiency of threat correlation using traditional, machine 

learning, and LLM frameworks 

The comparison of threat correlation efficiency of the Traditional framework, Machine Learning framework and the 

proposed LLM Framework is shown on Figure 4. The graph showcases a substantial increase in the cyber security threat 

correlation's capabilities when powered by advanced Artificial Intelligence and Large Language Model capabilities. The 

Traditional framework only was able to identify relationships between multi-source cybersecurity events about 68% of the time, 

showing limited capability. The Machine Learning framework optimized the efficiency by almost 82% with intelligent anomaly 

detection and automated analysis methods [26]. However, the LLM Framework proposed in this paper had the best performance 

in terms of threat correlation efficiency, with a score of around 97% which showed the best contextual reasoning, intelligent 

threat analysis, and threat attack pattern recognition. The findings suggest that LLM models have a significant impact on 

improving the capabilities of SOCs in enterprise cybersecurity settings, enabling them to correlate complex cyber threats, 

prioritize security incidents, and aid in intelligent decision-making around cybersecurity during the enterprise context. 
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E. The world's leading network protocol distribution analysis software.  

 
Figure 5: This image shows the distribution of the major network protocols in the UNSW-NB15 cybersecurity 

The UNSW-NB15 cybersecurity dataset is shown to be distributed according to the most commonly used network 

protocols in Figure 5. From the graph, it can be seen that the frequency of TCP (Transmission Control Protocol) is higher than all 

the other protocols, followed by that of UDP (User Datagram Protocol). Due to their popularity in enterprise systems, Internet 

services, and data transmission, these protocols are the ones that control communications over networks. Other protocols like 

UNAS, ARP, OSPF and SCTP have significantly lower frequencies, indicating less common communication behaviors in the 

network. The fact that the majority of traffic found were TCP and UDP traffic highlights the need to keep an eye on these 

protocols in Security Operations Centers (SOC) for intrusion detection and threat analysis. Unusual use of these frequently-used 

protocols can be a sign of malicious activities such as denial of service, unauthorized access and network reconnaissance [27]. 

The conclusions reinforce the utility of threat correlation methods based on artificial intelligence for handling and studying huge 

volumes of network traffic patterns. 

F. Network Traffic Analysis is the top Service Distribution in the world 
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Figure 6: This image represent to the Major types of network services  

Figure 6 shows the distribution of the most commonly-used service types in the UNSW-NB15 network traffic dataset. As 

can be seen in the graph, DNS services are most prevalent of the network services that were identified, and then HTTP traffic. 

This means that in the typical enterprise network, domain resolution requests and web related communications are the most 

common activities. Services that are important for email communication and file transfer operations, such as SMTP, FTP-DATA, 

etc., have relatively low frequencies. High volumes of DNS and HTTP traffic indicate the necessity of ongoing monitoring as these 

services are often targeted for malware communication, phishing and data exfiltration operations by attackers. If there is 

abnormal activity in some of the commonly used services, it could be a sign of malicious network activity and cybersecurity 

issues [28]. The analysis illustrates how vital AI-powered threat intelligence and Large Language Model (LLM)-based 

cybersecurity frameworks are for identifying unusual service patterns and enhancing the intelligent correlation of threats in 

Security Operations Centers (SOCs). 

G.  Normal vs. Malicious Traffic Distribution Analysis Figure  

 
Figure 7: This image shows the comparison of distribution for malicious network traffic and normal network traffic 

The distribution of the network traffic records in the UNSW-NB15 cybersecurity dataset are shown in figure 7, where the 

more normal network traffic records are distributed in the left half and the more malicious in the right half. As indicated in the 

graph, the number of malicious traffic (labelled “1”) is much greater than the number of normal traffic (labelled “0”). This means 

that a high proportion of the dataset is related to cyber-attacks, making it ideal for analyzing intrusion, anomaly and cyber 

security threat correlation. A massive amount of malicious traffic contributes to the advancement and testing of Artificial 

Intelligence (AI) and Large Language Model (LLM) powered cybersecurity solutions that can identify advanced attack patterns 

and unusual network activity [29]. The disproportion of malicious and benign traffic also emphasizes the need of the effective 

classification algorithms to decrease false positives and increase the reliability of classification [[30]. The results show the viability 

of the UNSW-NB15 dataset for intelligent Security Operations Center (SOC) analysis and AI applications for cybersecurity 

research. 
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H. Provide the top Connection State Distribution Analysis report 

 
Figure 8: This image shows how the bulk of network connection states are distributed in the traffic data of cyber security 

The network connection states found in the most common network connection types in the UNSW-NB15 cybersecurity 

dataset are shown in Figure 8. From the graph it is observed that the INT connection state and FIN connection state has the 

highest frequency compared to other connection states such as CON, REQ, RST and ECO. Normal or terminated network 

communication sessions which are found in enterprise network environments are represented by the high percentage of INT and 

FIN states. But if the number of abnormal patterns or too many instances of certain connection states occur, this could be a sign 

of suspicious activity, access attempts or malicious network behavior [31]. Other connection states that are less common can be 

linked to scanning, connection interruption or a potential cyberattack. Behaviors of connections are crucial things that need to 

be monitored and analyzed in Security Operations Centers (SOCs) to enable intrusion detection and threat intelligence 

correlation [32]. The results highlight the potential of AI-powered cybersecurity analytics and the use of Large Language Models 

(LLM) to detect unusual network activity and boost the precision of intelligent threat detection. 

I. LLM-Driven Threat Detection Framework is analyzed using ROC Curve Analysis. 

 
Figure 9: This image represents the performance evaluation using ROC value in the proposed LLM cybersecurity 

framework 
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The Receiver Operating Characteristic (ROC) Curve of the proposed LLM-Driven Threat Detection Framework is shown 

in Figure 9. The ROC curve shows the relationship between the True Positive Rate (TPR) and False Positive Rate (FPR) to assess 

the classification accuracy of the cybersecurity model. The curve is well above the diagonal, which means it has a high level of 

threat detection ability and high classification accuracy [33]. The True Positive Rate (TPR) is increasing slightly with the False 

Positive Rate (FPR), showing that the framework can effectively detect malicious network activities while keeping the number of 

false positives as low as possible. The high ROC performance demonstrates the success in applying the use of LLMs, AI, and ML 

techniques for intelligent threat correlation and intrusion detection. The results show that the proposed framework has the 

capability of providing a cybersecurity classification performance that is reliable for the modern Security Operations Center (SOC) 

environment and real-time cyber threat analysis applications. 

J. Confusion Matrix Analysis, Threat Classification 

 
Figure 10: This image shows how to use the confusion matrix for the classification of cybersecurity threats in the 

intelligent cybersecurity threat classification framework 

The proposed LLM-Driven Threat Classification Framework for cybersecurity threat detection is shown in Figure 10, 

while the confusion matrix analysis is presented in Table 8.Figure 10 shows the proposed LLM-Driven Threat Classification 

Framework for cybersecurity threat detection and Table 8 provides the confusion matrix analysis [34]. The confusion matrix is 

used to assess the accuracy of the classification using the actual network traffic labels and the predicted ones based on the 

framework. The accuracy of detecting normal traffic records was 118,000, while the accuracy of detecting malicious traffic 

records was 99,000, which demonstrated that the model had a high accuracy rate and strong capability in the field of 

cybersecurity classification. The framework generated relatively low misclassification rates of 3,500 false positives and 4,200 false 

negatives, which shows good performance with anomaly detection and lower rates of misclassification. This reduces the amount 

of false positives and alerts that security systems generate, and increases the accuracy of any alerts generated by the system [35]. 

The findings indicate that the proposed Large Language Model (LLM)-based cybersecurity framework effectively categorizes 

threats, detects intrusions effectively, and enhances the cybersecurity intelligence decision-making capabilities of the Security 

Operations Center (SOC), thereby supporting modern SOC operations. 

VI. DISCUSSION AND ANALYSIS     

The experimental outcomes achieved using the proposed Large Language Model (LLM) based Threat Correlation and 

Governance Automation Framework show enhancements in the cybersecurity threat detection and incident response efficiency, 

and intelligent automation of governance processes in Security Operations Centers (SOCs). The performance comparison 

analysis showed that the proposed framework performed well in terms of Accuracy, Precision, Recall, and F1-Score values, 

outperforming the traditional SOC systems, thus ensuring the effectiveness of network activity detection of malicious activities 

and minimizing the error in cybersecurity classification [36]. It used Artificial Intelligence (AI), Machine Learning (ML), and 

transformer-based Large Language Models to achieve advanced contextual reasoning, intelligent alert prioritization, and multi-

source threat intelligence correlation [37]. The False Positive Rate analysis also revealed that the proposed model, which utilizes 
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LLM, drastically reduced the amount of unwanted alerts generated by the SOC system compared to traditional and ML-based 

SOC systems. This decrease in false positives is crucial as too many alerts can cause analyst fatigue, delayed incident response, 

and inefficiency in today's cybersecurity landscape. The Incident Response Time analysis further validated that the proposed 

framework also facilitated speedy decision making on cybersecurity matters and quicker threat response timelines by 

automating the summarization of incidents and providing smart recommendations for threat responses [38]. Furthermore, the 

Threat Correlation Efficiency evaluation demonstrated that the LLM-based framework offered significantly better correlation 

performance compared to traditional cybersecurity solutions, emphasizing its ability to uncover intricate attack relationships and 

patterns of malicious activity from diverse security data sources [39]. The network traffic data analysis charts generated from the 

UNSW-NB15 dataset also informed the researchers about network traffic behaviors, protocol distributions, the usage of services, 

the frequency of malicious traffic, and the network connection states that are typically the cause of cybersecurity incidents [40]. 

Based on the ROC Curve analysis, the proposed threat detection model showed high True Positive Rate and low False Positive 

Rate, demonstrating that the model has good classification ability, thus the reliability of the proposed model was verified [41]. 

Likewise, the Confusion Matrix evaluation showed that the framework was effective for malicious and normal traffic record 

detection with relatively low misclassifications, and high classification accuracy [42]. In addition, the implementation of 

governance automation capabilities that are related to frameworks like MITRE ATT&CK and NIST improved the compliance 

validation, risk assessment, and cybersecurity-reporting processes [43]. The results also suggest that the proposed LLM based 

framework is a scalable, intelligent and efficient cybersecurity solution that can enhance threat intelligence correlation, 

operational resilience, governance automation and real-time decision making in contemporary enterprise Security Operations 

Centers.  

VII. FUTURE WORK   

Future work on the proposed Large Language Model (LLM)–Driven Threat Correlation and Governance Automation 

Framework can be extended to enhance its scalability, real-time intelligence abilities, autonomous response mechanisms, and 

advanced cybersecurity reasoning for future Security Operations Centers (SOCs). A key area for future research is how to 

integrate real-time streaming cybersecurity data from cloud infrastructures, Internet of Things (IoT) devices, edge computing 

environments and multi-cloud enterprise systems to enhance continuous monitoring of threats and adaptive cybersecurity 

analytics [57]. The application of more sophisticated Retrieval-Augmented Generation (RAG) architectures and domain-specific 

cybersecurity LLMs to improve contextual reasoning, cyber threat intelligence interpretation and automated investigation of 

attacks is also a topic for future research. Moreover, embedding Explainable Artificial Intelligence (XAI) technology into the 

automated cybersecurity decision-making processes could enhance transparency and trust by delivering interpretable threat 

analysis and governance suggestions to SOC analysts [58]. The creation of self-contained AI-powered systems that automatically 

respond to cyber incidents, isolate affected devices, and develop remediation plans in real-time without human intervention is 

another area of research that holds great promise. Other future frameworks could also integrate federated learning and 

distributed architectures for AI to enable the sharing of collaborative threat intelligence among various organizations without 

compromising data privacy and security [59]. Moreover, blockchain-based security measures can enhance the transparency of 

governance, audit integrity, and secure threat intelligence sharing. The use of AI in SOCs can be further enhanced with the ability 

to scale its capabilities to handle multilingual cybersecurity intelligence analysis, insider threat detection, ransomware 

predictions, and advanced persistent threat (APT) analysis. Future research will further test the proposed framework with larger 

enterprise scale real world datasets and real SOC infrastructure to validate the ability to scale, be robust and effective in 

operation in dynamic cyber threat conditions [60]. These developments would help build self-adaptive, intelligent and 

autonomous cybersecurity ecosystems that can tackle evolving cyber threats in a complex digital landscape. 

VIII. CONCLUSION  

This study introduced a Large Language Model (LLM) – Driven Threat Correlation and Governance Automation 

Framework to improve intelligent cybersecurity operations in today's Security Operations Centers (SOC). The research was 

focused on the big challenges of cybersecurity that are typically encountered in traditional SOCs: too many security alerts, false 

positives, slow incident response, lack of context for threat analysis, and ineffective governance management. The suggested 

framework leverages Artificial Intelligence (AI), Machine Learning (ML), Natural Language Processing (NLP), and transformer-

based Large Language Models, achieving more than just success in enhancing cyber threat detection, intelligent incident 

correlation, governance automation, and real-time cybersecurity decision-making processes; it has revolutionized the entire 

domain of cybersecurity. The framework examined the UNSW-NB15 intrusion detection dataset and multi-source cybersecurity 

information to understand how network traffic behaves, classify malicious traffic and create intelligent threat intelligence 

insights. The experimental results showed that the proposed LLM-based framework outperformed the traditional cyber security 

and ML cyber security approaches in terms of accuracy, precision, recall, F1-Score, threat correlation efficiency and incident 

response time. The number of false positives were reduced and threat detection accuracy enhanced, further reinforcing the 

benefits of combining contextual reasoning and AI-powered automation into cybersecurity operations. Moreover, governance 
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was strengthened by the integration of governance automation features that are compatible with cybersecurity frameworks and 

standards, including MITRE ATT&CK and NIST. The results show the potential of LLMs to revolutionize modern SOC operations, 

offering scalable, adaptable, and intelligent cybersecurity solutions that can tackle the ever-changing nature of cyber threats in 

complex digital landscapes. In summary, the proposed framework helps to pave the way for further research and development in 

AI-driven cybersecurity solutions and lays the groundwork for the evolution of smart cyber defense systems and innovative 

governance automation technologies for enterprise security infrastructures. 
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