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| ABSTRACT 

Large enterprises running mission-critical legacy systems for decades, such as Layer-1 network fault-management platforms, 

seek the agility of hybrid-cloud deployments without service disruption. This paper emphasizes best practices for migrating 

monolithic, on-premises applications to containerized, Infrastructure-as-Code (IaC) pipelines spanning on-prem and public 

clouds (Azure, AWS). We generalize learnings from a telecom fault-management modernization by assessing stateful 

dependencies, applying the Strangler Fig pattern for incremental decomposition, codifying policies via Open Policy Agent, and 

orchestrating blue/green field cutovers. Key outcomes across two pilot programs include: 

• 45–60 % reduction in deployment lead time 

• 70 % fewer manual remediation tickets during rollout 

• 30 % improvement in fault-detection-to-resolution time 

• 100 % policy compliance via automated checks 

 

We present an extensible five-phase framework, diagrams illustrating architecture and workflow, quantitative findings, and a 

roadmap guiding transformation leaders through common pitfalls and decisions. 
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1. INTRODUCTION  

Modern enterprises depend on legacy applications originally designed for static, on-premises infrastructures. These monolithic 

systems incorporate business logic, stateful databases, and custom connectors, resulting in tightly integrated stacks that are 

resistant to rapid adaptation. Concurrently, evolving business requirements for elasticity, high-availability SLAs, and distributed 

compliance are accelerating the transition to hybrid-cloud architectures. Within telecom environments, fault-management 

platforms process millions of alarms daily from Optical Line Terminals (OLTs) and oversee physical layer health. Migration efforts 

must safeguard real-time processing standards while upholding rigorous security and configuration policies. 

The shift to hybrid-cloud architecture delivers advantages such as scalable capacity, worldwide accessibility, and consolidated 

governance, yet it also brings challenges: disparate APIs among cloud providers, inconsistent configurations, and potential service 

disruptions during migrations. Conventional “lift-and-shift” methods often result in operational inconsistencies, manual errors, and 

prolonged downtime. To minimize risks, organizations require an automated, repeatable pipeline that disassembles monolithic 
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applications into containerized microservices, enforces policies programmatically, and coordinates deployments across on-

premises, Azure, and AWS environments without interruption. 

This paper presents a comprehensive five-phase framework for modernizing to hybrid-cloud, leveraging proven methodologies 

which include Strangler Fig and blue/green deployments along with policy-as-code (OPA) and Infrastructure-as-Code tools like 

Terraform and Ansible. Key contributions encompass: 

• A systematic, phase-based methodology encompassing assessment, decomposition, construction of IaC pipelines, multi-

cloud orchestration, and migration execution. 

• Thorough guidance on migrating stateful components, enforcing policies, and implementing rollback mechanisms. 

• Two pilot projects showed shorter lead times and no errors. 

• Mermaid diagrams we have added in the paper provide architectural clarity and illustrate automated workflows. 

 

2. LITERATURE REVIEW 

 

2.1 Monolith-to-Microservices Patterns 

Fowler (2014) proposed the Strangler Fig pattern for gradually migrating monoliths to microservices. Pahl & Jamshidi (2016) 

highlighted containerization’s portability and emphasized that stateful services need redesigned data flows. 

2.2 Hybrid-Cloud IaC Orchestration 

Xu et al. (2020) introduced a multi-cloud orchestrator that abstracts provider APIs. However, they did not address real-time policy 

verification. HashiCorp (2021) discussed Terraform and OPA as solutions for implementing policy-as-code, though practical 

applications within telecom remain limited. Previous methods typically depended on manual checkpoints or single-cloud pipelines, 

resulting in insufficient consistency across multiple cloud environments. 

2.3 Fault Management Modernization 

Smith et al. (2019) showed improved NFV fault management but concentrated on VNFs in single-cloud environments. Limited 

research addresses migrating legacy, stateful, low-latency alarm engines to cloud-native architectures while maintaining SLAs. 

2.4 Policy-as-Code and Governance 

Recent research has incorporated OPA into Kubernetes admission controllers (Li & Patel, 2023) to enhance security and tagging 

compliance. Nevertheless, the integration of pipelines and cross-cloud policy caching remains underexplored. Our framework 

utilizes Redis caching to expedite OPA validation during recurring migration processes. 

3. METHODOLOGY 

We structure the transformation into five phases.  

 

3.1 Phase1 : Assessment & Planning 

The initial phase involves a comprehensive inventory of all system components, associated data volumes, and external 

dependencies. This process is conducted through a combination of static analysis, which examines code and configuration artifacts, 

and runtime profiling, which observes the system under operational conditions to identify active services and integration points. 

Special attention is given to stateful modules, such as alarm repositories and relational databases, to evaluate the specific 

requirements for data migration. This assessment ensures that all persistent data can be reliably transferred to the target 

architecture without loss or integrity issues. 

In addition, key Service Level Agreements (SLAs) are defined to guide the migration process. Typically, these include stipulating a 

round-trip response time of less than 200 milliseconds and ensuring 99.9% system availability. Rollback thresholds are also 

established, specifying that any error rate exceeding 1% will trigger restoration procedures to maintain service quality and 

reliability. These metrics are subjective and must be considered based on the kind of application and business impact.  

3.2 Phase2 : Containerization & Decomposition 

In this phase, the Strangler Fig pattern is implemented to facilitate the migration from monolithic to cloud-native architectures. 

Alarm ingestion and correlation logic are encapsulated into distinct Dockerized microservices. This modularization enables 

controlled replacement of legacy components and supports incremental modernization, reducing migration risk. 
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Configuration settings and secrets are externalized using environment variables and external vault systems. This approach 

improves security by removing sensitive information from codebases and container images, which simplifies updates to 

configuration values without requiring image rebuilds. 

Dockerfiles are constructed using multi-stage builds to minimize the final image size. This technique reduces the attack surface 

and enhances deployment efficiency, as only the necessary runtime components are included in the production image. 

3.3 Phase3 : IaC Pipeline & Policy-as-Code 
During this phase, the focus shifts to automating infrastructure provisioning and enforcing organizational policies through code. 

The following steps are taken to ensure consistency, security, and compliance across environments: 

• Development of Terraform Modules: Custom Terraform modules are created to manage resource pools efficiently across 

multiple platforms. This includes modules for VMware virtual machine pools as well as for provisioning and orchestrating 

resources in Azure and AWS environments, such as Virtual Machines (VMs), Azure Kubernetes Service (AKS), and Elastic 

Kubernetes Service (EKS) clusters. 

• Policy Enforcement with Open Policy Agent (OPA): Security and compliance controls are codified using Open Policy Agent 

(OPA) with Rego policy rules. These rules enforce critical requirements, including mandatory encryption, strict network 

Access Control Lists (ACLs), standardized resource tagging, and cost optimization through size constraints. 

• CI/CD Integration: Policy checks are integrated directly into the Continuous Integration/Continuous Deployment (CI/CD) 

pipeline using tools such as Jenkins or GitLab. A pre-merge gate is implemented to automatically invoke OPA evaluations 

(opa eval), ensuring that all infrastructure changes are validated for policy compliance before merging into the main 

codebase. 

• OPA Evaluation Caching: To optimize performance during bulk migrations, the results of OPA evaluations are cached in 

Redis. Specifically, pairs of template hashes and their corresponding validation results are stored. This reduces latency 

and accelerates the validation process when the same infrastructure templates are repeatedly assessed. 

3.4 Phase4 : Multicloud Orchestration 

 

 

FIGURE 1.  ARCHITECTURE 

 

The deployment agent is responsible for retrieving infrastructure templates and querying Open Policy Agent (OPA) to ensure 

compliance with defined security and operational policies. Based on the results of these OPA evaluations, the agent conditionally 

applies infrastructure changes to each targeted environment, thereby maintaining consistency and policy adherence across 

platforms. 

Blue/green deployment strategies are orchestrated using Terraform workspaces in combination with Ansible playbooks. This 

approach enables seamless management of environment transitions, minimizing downtime and risk during infrastructure updates. 
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3.5 Phase5 : Cutover & Monitoring 

Blue/green cutovers are executed during periods of low user traffic to minimize the impact on end users. During these cutovers, 

system health is closely monitored by tracking key metrics in Prometheus, including CPU utilization and error rates, as well as 

analyzing application logs collected with Fluentd. 

If the monitored error rate exceeds 1% or there is a breach of defined latency service-level agreements (SLAs), an automated 

rollback mechanism is triggered to revert to the previous stable environment, ensuring service reliability. 

After deployment, validation is performed through synthetic transactions that simulate fault-management workflows. This helps 

verify that the environment operates as intended and that critical processes function correctly following the update. 

 

4. RESULTS AND FINDINGS 

 

4.1 Deployment Lead Time 

The implementation of Infrastructure as Code (IaC) automation, combined with integrated policy checks, resulted in a significant 

reduction in deployment time. Specifically, the time required for deployment was reduced by half compared to manual processes. 

This improvement highlights the efficiency gains achieved through automation, ensuring faster and more reliable deployments 

across environments. 

TABLE 1. DEPLOYMENT METRIC 

 

 

4.2 Error Reduction  

No policy violations cascaded to production (under PolyHybrid orchestration). This demonstrates the effectiveness of automated 

hybrid orchestration in preventing errors that might otherwise occur during manual processes. The results show a significant 

reduction in policy violations compared to manual operations. 

TABLE 2. ERROR REDUCTION 

 

 

4.3 Fault MTTR  

By implementing service isolation, individual components could be separated and managed independently. This separation 

allowed technical teams to quickly pinpoint the source of faults without impacting unrelated services. In addition, the introduction 

of automated alerts enabled real-time notification of issues as they arose. Together, these measures significantly reduced the time 

required to detect and resolve system problems, streamlining the overall troubleshooting process. 

APPROACH 
MEAN LEAD TIME 

(HRS) STD DEV Δ (%) 

MANUAL ON-PREM 12.0 1.2 – 

AUTOMATED HYBRID  6.8 0.5 –43 % 

METRIC MANUAL AUTOMATED Δ (%) 

POLICY VIOLATIONS PER RELEASE 4.8 0 –100 % 

HOTFIX TICKETS POST-CUTOVER 3.5 1.1 –69 % 
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TABLE 3. FAULT MTTR IMPROVEMENT 

 

 

5. CONCLUSION 

 

5.1 Framework for Legacy Application Modernization 

The five-phase framework outlined in this paper provides a systematic and repeatable approach for modernizing legacy 

enterprise applications. The process begins with an initial assessment and containerization of existing workloads, followed by 

policy-as-code enforcement, multi-cloud orchestration, and a phased cutover strategy. This sequence ensures that each step 

builds upon the previous, creating a structured pathway for transformation. 

To mitigate risks and maintain control throughout the modernization process, transformation teams first inventory all on-

premises dependencies and establish clear Service Level Agreements (SLAs). By setting these parameters upfront, teams can 

avoid scope expansion and prevent unexpected disruptions during migration. 

The incremental decomposition of legacy systems is achieved using the Strangler Fig pattern. This method allows legacy 

modules to remain operational while microservices are gradually introduced to replace them. The coexistence of both systems 

ensures stability and minimizes risk during the transition. 

Security and governance are maintained by integrating Open Policy Agent (OPA)-based policy checks directly into CI/CD 

pipelines. This integration prevents misconfigurations and enforces uniform security and governance standards across all 

environments, including on-premises, Azure, and AWS. Additionally, caching validation results in Redis significantly reduces the 

latency of the policy engine during bulk migrations, enabling high throughput without requiring manual intervention. 

Deployment strategies such as blue/green and canary deployments are utilized to protect production workloads. These 

strategies enable rapid rollback in the event of anomalies, reducing downtime and ensuring business continuity. 

5.2 Pilot Program Results 

Two pilot programs were conducted to validate the framework (migration of a Layer-1 fault-management system and the 

refactoring of an analytics microservice). Both pilots demonstrated consistent reductions in deployment lead time by 40–60%, 

eliminated manual policy exceptions, and improved mean time to repair by up to 30%. 

These results highlight the effectiveness of the framework in accelerating delivery, enhancing compliance, and maintaining 

operational resilience. Leaders who adopt these best practices can anticipate faster time-to-market, fewer incidents following 

deployment, and unified governance across diverse cloud environments. 

6. LIMITATIONS 

 

• Environment Variability: Differences in VMware, Azure, and AWS APIs and resource semantics require bespoke Terraform 

modules and conditional logic. This customization effort grows with each additional cloud provider or on-prem platform. 

• Stateful Data Migration: Real-time migration of stateful components, such as alarm databases, can introduce data 

consistency risks. While blue/green cutovers mitigate downtime, ensuring zero data loss demands robust replication 

mechanisms (e.g., Change Data Capture) that add complexity. 

• Operational Overhead: Running dual environments (blue/green) and maintaining policy-engine caches incur additional 

infrastructure and maintenance costs, which may be prohibitive for smaller teams. 

• Human Factors: Cultural resistance to automation and DevOps practices can slow adoption. Teams must invest in training 

and change management to fully leverage the framework. 

 

 

 

METRIC LEGACY MODERNIZED Δ (%) 

MEAN TIME TO REPAIR (MIN) 90 62 –31 % 
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7. FUTURE SCOPE 

 

• Multi-Cloud Extension: Incorporate Google Cloud Platform and private-edge deployments (e.g., AWS Outposts, Azure 

Stack) to broaden applicability. 

• AI-Assisted Dependency Mapping: Leverage static code analysis and runtime tracing to automatically generate service-

dependency graphs, reducing manual inventory effort. 

• Policy Drift Detection: Extend the framework with continuous drift monitoring post-deployment, automatically reconciling 

live infrastructure against desired IaC state and security policies. 

• Declarative Rollback Policies: Develop higher-level “rollback as code” abstractions that encode SLA thresholds, error 

budgets, and automated remediation—inspired by Site Reliability Engineering practices. 

• Low-Code Transformation Tooling: Build GUI-based assistants that guide teams through each framework phase, 

generating Terraform modules, Rego policies, and pipeline templates from service metadata. 
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