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| ABSTRACT 

As AI agents increasingly become integral to enterprise workflows, their reliance on shared tool libraries and pre-trained 

components creates significant supply chain vulnerabilities. This paper presents the first systematic study of cross-LLM behavioral 

backdoor detection in AI agent supply chains, evaluating generalization across six production LLMs: GPT-5.1, Claude Sonnet 4.5, 

Grok 4.1, Llama 4 Maverick, GPT-OSS 120B, and DeepSeek Chat V3.1. Through 1,198 execution traces and 36 cross-model 

experiments, we identify a critical finding: single-model detectors achieve 92.7% accuracy within their training distribution but only 

49.2% across different LLMs, representing a 43.4 percentage point generalization gap equivalent to random guessing. Our analysis 

reveals this gap stems from model-specific behavioral signatures, particularly in temporal features with coefficient of variation 

exceeding 0.8, while structural features remain stable across architectures. We demonstrate that a simple model-aware detection 

strategy, incorporating model identity as an additional feature, achieves 90.6% accuracy universally across all evaluated models. 

These findings establish that organizations using multiple LLMs cannot rely on single-model detectors and require unified 

detection strategies. We release our multi-LLM trace dataset and detection framework to enable reproducible research in this 

emerging area. 
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INTRODUCTION 

The Rise of AI Agents in Enterprise Systems 

AI agents have become critical components in enterprise software, automating tasks from customer service to code generation. 

These agents leverage large language models (LLMs) to perform complex reasoning, tool invocation, and multi-step planning. As 

agent adoption accelerates, supply chain security emerges as a critical concern: agents trained or fine-tuned by third parties may 

contain backdoors that activate under specific conditions. 

Problem Statement 

Backdoor attacks in AI agents pose unique challenges compared to traditional software supply chain attacks. Unlike static code 

vulnerabilities, agent backdoors exploit the probabilistic nature of LLM outputs, making them difficult to detect through static 

analysis. Recent work has demonstrated multiple threat vectors: 

Data Poisoning: Injecting malicious examples during training that cause agents to exhibit harmful behavior when specific 

triggers are present 

Tool Manipulation: Compromising agent tools to return malicious outputs or perform unauthorized actions 

Limitations of Existing Defenses 
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Table-1 Limitations of existing defenses 

 

 

Critical Gap: No prior work evaluates detection across multiple LLM architectures, leaving a fundamental gap in understanding 

how behavioral detectors generalize across the heterogeneous LLMs used in production environments. 

Our Contribution 

We present the first systematic study of cross-LLM behavioral backdoor detection, evaluating generalization across six 

production LLMs from five different providers. Our key insight is that while single-model detectors achieve high accuracy within 

their training distribution, they fail catastrophically when applied to different LLM architectures. 

Key Contributions 

Through comprehensive evaluation on 1,198 execution traces across six production LLMs and 36 cross-model experiments: 

1. First Systematic Cross-LLM Evaluation: Most comprehensive study of behavioral backdoor detection across 6 

production LLMs from 5 providers 

2. Generalization Gap Quantification: Single-model detectors achieve 92.7% same-model accuracy but only 49.2% 

cross-model accuracy (43.4 percentage point gap equivalent to random guessing) 

3. Architectural Analysis: Root cause identified as model-specific behavioral signatures; temporal features exhibit high 

variance (CV > 0.8) while structural features remain stable 

4. Deployment Strategy: Model-aware detection achieves 90.6% universal accuracy 

5. Open Science: Multi-LLM behavioral trace dataset and detection framework released for reproducible research 

 

II. THREAT MODEL AND EXPERIMENTAL SETUP 

Adversary Model 

We consider an adversary who aims to deploy backdoored AI agents into production systems through the supply chain with the 

following capabilities: 

● Training Data Access: Can inject malicious examples into training datasets 

● Tool Access: Can compromise agent tools or their implementations 

● Trigger Control: Can craft specific inputs that activate backdoors 

 

Attack Vectors 

We focus on two threat models representing the most common supply chain attack vectors: 

TM1: Data Poisoning 

The adversary injects malicious training examples that cause the agent to exhibit backdoor behavior when specific triggers are 

present. 

Implementation: 

● Trigger condition: Query contains keywords ("confidential", "internal report", "employee records") 

● Malicious behavior: Agent accesses sensitive files, aggregates content, includes summarized data in response 

● Behavioral signature: Elevated file_read_count (avg 12.3 vs benign 2.1), increased max_output_size (avg 18KB vs 

benign 3KB) 

TM2: Tool Manipulation 

The adversary compromises one or more tools available to the agent, causing them to return malicious outputs. 

Implementation: 

● Compromised tools: file_read, web_fetch, database_query 

● Exfiltration mechanism: Tools log all accessed data to external endpoint before returning normal results 

● Behavioral signature: Anomalous I/O ratios (avg_io_ratio 3.2 vs benign 1.1), extended max_duration (12.3s vs benign 

4.1s) 
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Defense Assumptions 

 

Table-2 : Defense Assumptions 

 

 
 

Multi LLM Dataset 

Table-3 : Multi-LLM Dataset Overview 

 

 

Task Distribution: 

● Web Research and Information Retrieval: 25% 

● Data Analysis and Computation: 25% 

● Code Generation and Debugging: 25% 

● Multi-step Reasoning and Planning: 25% 

Feature Engineering (51 Features) 

Table 4 : Feature Engineering(51 Features) 

 
 

Research Questions 

● RQ1: How well do single-model backdoor detectors generalize across different LLMs? 

● RQ2: What causes the cross-LLM generalization gap? 

● RQ3: Can ensemble methods improve cross-LLM detection? 

 

III. KEY FINDINGS AND ANALYSIS 

RQ1: The Generalization Gap 

Figure 1: Cross-LLM Detection Accuracy Matrix (6×6 = 36 Experiments) 
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The heatmap shows detection accuracy when training on one LLM (rows) and testing on another (columns). Diagonal cells (same-

model) average 92.7% accuracy, while off-diagonal cells (cross-model) average only 49.2%—equivalent to random guessing. 

Key Finding 1: Severe Generalization Gap 

Single-model detectors achieve 92.7% average accuracy on their training distribution (diagonal) but only 49.2% average 

accuracy on other LLMs (off-diagonal). 

This 43.4 percentage point generalization gap is statistically equivalent to random guessing (50%), indicating complete 

failure of transfer learning. 

Key Finding 2: Model Heterogeneity 

Same-model accuracy ranges from 82% (GPT-5.1) to 100% (Llama 4), revealing significant behavioral differences across LLM 

architectures. The best cross-model transfer occurs between GPT-OSS → GPT-5.1 (54.0%), suggesting models from the same 

provider share some behavioral patterns. 

 

RQ2: Root Cause Analysis 

Feature Stability Analysis 

We analyze feature stability using the coefficient of variation (CV = σ/μ) across models: 

Most Stable Features (CV < 0.2): 

 

Table 5: MostStable Features (CV < 0.2) 

 
 

Most Unstable Features (CV > 0.8): 

 

Table 6 : Most Unstable Features (CV > 0.8) 
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Category Distribution: 

Table 7 : Feature Stability Distribution by Category 

 
 

Key Finding 3: Temporal Features Cause the Gap 

Four features exhibit CV > 0.8, indicating they vary by more than 80% across models. These unstable features dominate single-

model detectors' decision boundaries, causing cross-model failures. 50% of temporal features are unstable, making them the 

primary cause of the generalization gap. 

 

Key Finding 4: No Universal Discriminator 

Different models exhibit backdoors through different behavioral pattern 

 

Table 8 : Top Discriminative Feature per Model 

 

 
 

A detector trained on GPT-5.1's data_flow_complexity signature cannot recognize Grok's avg_duration patterns. 

 

III.A. Model-Aware Detection Strategy 

The Solution: Incorporate Model Identity 

 

Figure 2: Ensemble Approach Comparison 

 
Comparison of four cross-LLM detection strategies. Model-aware detection (rightmost) achieves 90.6% universal accuracy, 

outperforming all alternatives. 

Approach Comparison: 
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Table 9 : Ensemble detection Approach Comparison 

 

 
 

How Model-Aware Detection Works 

Model-aware detection achieves 90.6% universal accuracy by incorporating model identity (model_id) as a 52nd categorical 

feature. 

Architecture: 

1. Input: Agent execution trace 

2. Feature Extraction: 51 behavioral features (Temporal, Sequence, Action, Data-Flow) 

3. Model Identity: Add model_id as categorical feature #52 [GPT-5.1 | Claude | Grok | ...] 

4. Classification: Random Forest learns model-specific normalizations while sharing cross-model knowledge 

5. Output: Benign / Backdoor prediction 

Why It Works 

By adding model_id as a categorical feature, the detector learns model-specific normalizations while sharing knowledge across 

the unified feature space. This is essentially a multi-task learning approach, a standard technique in domain adaptation. 

 

The deeper insight: Such explicit model conditioning is necessary for multi-LLM deployments. The cross-LLM generalization gap 

makes single-model approaches fundamentally inadequate. 

Per-Model Performance 

 

Table 10 : Model Aware Detection per-model performance 
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III.B. Deployment and Practical Implications 

Table 11: Deployment Recommendations by Organization Type 

 
 

Organization Scenarios 

Single-LLM Deployments 

● Approach: Standard single-model detectors 

● Accuracy: 92.7% 

● Data Required: 200 traces (100 benign + 100 backdoor) 

● Use Case: Organizations committed to a single LLM provider 

Multi-LLM Deployments 

● Approach: Model-aware detection 

● Accuracy: 90.6% universal 

● Data Required: 200 traces per model 

● Use Case: Organizations using multiple LLMs for different tasks 

 

Rapid Prototyping Environments 

● Approach: Pooled training 

● Accuracy: 89.8% consistent 

● Data Required: 100-200 traces per model 

● Use Case: Organizations frequently adding/testing new LLMs 

Operational Considerations 

Example: Production deployment processing 10,000 agent sessions daily with 1% backdoor prevalence: 

Table 12: Operational Impact (10K Sessions/day, 1% backdoor prevalence) 

 
 

Recommended Mitigations: 

1. Confidence Thresholding: Only flag high-confidence detections 

2. Human Review: Security analysts verify flagged traces 

3. Tiered Response: High-confidence → immediate action; Low-confidence → monitoring 

Retraining Requirements 

Table 13: Retraining Requirements 
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IV. LIMITATIONS AND FUTURE WORK 

Table 14: Current Limitations 

 
 

Future Research Directions 

1. Adaptive Adversary Evaluation: Feature-aware attack generation, certified defenses, game-theoretic modeling 

2. Few-Shot Adaptation: Enable protection of new LLMs with minimal training traces 

3. Model-Agnostic Features: Alternative feature sets that generalize without explicit model identification 

4. Temporal Validity Studies: Track detector degradation as models are updated 

5. Large-Scale Deployment: Evaluate at 1M+ agent scale 

 

CONCLUSION 

Core Findings Remain Valid 

Despite limitations, the core contributions stand: 

● The cross-LLM generalization gap exists: 43.4 percentage points 

● Model-aware detection provides a practical solution: 90.6% universal accuracy 

● This is a critical dimension for AI agent security that previous single-model studies overlooked 
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