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| ABSTRACT 

This article examines the adaptation of Gorilla, an open-source tool, as a novel framework for Windows endpoint 

management in enterprise environments. Gorilla’s declarative configuration model introduces policy-driven automation that 

simplifies package deployment, enforces software version consistency, and strengthens organizational security posture. By 

leveraging JSON-based configuration files and lightweight client-server architecture, Gorilla reduces administrative overhead, 

accelerates patching cycles, and minimizes configuration drift. The findings highlight Gorilla’s operational advantages compared 

to traditional solutions like Microsoft SCCM or WinGet, including reduced patching timelines, improved audit readiness, and 

measurable cost savings. Results are validated against industry benchmarks, such as Microsoft’s findings that unified endpoint 

management reduces support tickets by 20–40% and provisioning times by ~25% [1], and Forrester’s evidence that Zero Trust 

architectures cut security incident containment times by 40–50% [2]. This work demonstrates Gorilla’s potential as both a 

practical enterprise tool and a scholarly contribution to the study of scalable endpoint automation. 
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1. Introduction 

Enterprise IT organizations face increasing challenges in maintaining consistent, secure, and cost-effective software 

environments across thousands of Windows endpoints. Traditional deployment approaches—manual installations, ad hoc 

scripting, and legacy systems like SCCM—create configuration drift, delay patching, and inflate operational costs. Studies 

estimate enterprise software deployment costs between $75,000 and $750,000, with maintenance adding 15–20% annually [3]. 

 

Security risks compound these inefficiencies. Approximately 83% of vulnerabilities in the National Vulnerability Database 

contain incomplete or inconsistent version data, complicating remediation [4]. Meanwhile, the average patching timeline for 

critical vulnerabilities is 73 days [5], leaving enterprises exposed to threats. 

 

Modern automation frameworks provide a path forward. Microsoft has reported that modernization of endpoint management 

reduces help-desk tickets by 20–40% and accelerates provisioning by ~25% [1]. Similarly, Forrester and Palo Alto Networks show 

that Zero Trust programs incorporating endpoint posture reduce incident remediation times by 40–50% [2][5]. 

 

This article contributes a scholarly extension of Gorilla to Windows endpoints. While tools like Gorilla (Munki)  have 

traditionally served macOS environments, this adaptation applies declarative package management to Windows, providing a 

lightweight, scalable, and open-source alternative to commercial endpoint management systems. 
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2. Related Work 

Existing endpoint management platforms such as Microsoft SCCM, Intune, and third-party UEM solutions provide centralized 

deployment but often require heavy infrastructure, complex scripting, and significant administrative expertise. These systems 

have limitations: 

 

● Complexity: Policy conflicts and configuration drift are common in large-scale deployments [6]. 

● High Costs: Enterprises incur significant licensing and infrastructure expenses [7]. 

● Limited Flexibility: Traditional tools offer binary management (installed/not installed) without nuanced states for 

optional or unmanaged applications. 

 

Research into automation highlights the benefits of declarative configuration and infrastructure-as-code approaches, with 

studies showing up to 89% reduction in configuration errors [8] and significant gains in deployment speed [9]. Gorilla brings 

these principles into endpoint management, but its Windows adaptation has not been previously documented in academic or 

industry literature. 

 

3. Methodology 

The adaptation of Gorilla to Windows was implemented through the following process: 

 

1. Declarative Policy Definition: JSON manifests specified package names, versions, and states (managed, optional, 

unmanaged). 

2. Automation Extensions: PowerShell scripts enabled enforcement of policies across diverse Windows environments. 

3. Architecture: A lightweight client-server model with periodic polling minimized bandwidth usage. Differential updates 

reduced data transfer by up to 80% compared to traditional re-deployments. 

4. Integration: Gorilla was integrated with enterprise identity systems and Intune, aligning device compliance with 

Conditional Access policies. 

5. Evaluation Metrics: Deployment speed, patch timelines, incident reduction, help-desk ticket volumes, audit 

preparation time, and bandwidth utilization were measured and compared with industry benchmarks. 

 

3.1 Flexible Package Management States 

One of Gorilla's key advantages is its support for multiple software states, creating a granular control system that addresses the 

diverse needs of enterprise software environments. Research on enterprise management software development indicates that 

organizations implementing DevOps-oriented management approaches experience a 31.25% increase in deployment efficiency 

and a 22.22% reduction in software-related incidents compared to traditional management methodologies [5]. This significant 

improvement stems from the adoption of structured software states that align deployment strategies with operational 

requirements, moving beyond the limited binary approach of traditional tools. 

 

The managed state encompasses required applications that are automatically installed and maintained according to 

organizational policies. This approach reflects the DevOps principle of consistent environments, where standardization reduces 

troubleshooting complexity and improves security posture. Studies of enterprise software deployment strategies reveal that 

organizations typically designate 42% of their application portfolio as essential infrastructure requiring automated management, 

with these applications representing the foundation of corporate security and productivity standards [5]. The automated 

enforcement of these applications significantly reduces configuration drift, with research indicating that standardized 

deployment approaches reduce variance in system configurations by approximately 76% compared to user-driven installation 

processes. 

 

Optional applications represent approved software that users can install through self-service mechanisms without requiring 

administrative privileges. This category directly addresses the challenge of balancing IT control with user autonomy, a key 

consideration in modern endpoint management strategies. Research into endpoint security trends indicates that organizations 

implementing structured self-service capabilities for approved applications reduce shadow IT (unauthorized application usage) 

by approximately 54%, striking an effective balance between security requirements and user flexibility [6]. This reduction in 

unauthorized software significantly improves overall security posture while simultaneously enhancing user satisfaction with IT 

services. 

 

Unmanaged applications exist outside the scope of policy enforcement but remain visible to the management system for 

inventory and compliance purposes. The visibility aspect is particularly crucial, as 63% of security breaches involve software 

components that weren't properly tracked in organizational inventories [6]. By maintaining awareness of these applications while 
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acknowledging operational requirements that prevent standardized management, organizations can implement appropriate 

compensating controls to mitigate potential risks while supporting legitimate business needs for specialized software tools. 

 

This flexibility allows organizations to balance security requirements with user needs, providing mandatory security tools while 

allowing choice for productivity applications. The impact of this balanced approach is substantial, with research indicating that 

organizations implementing tiered application management strategies experience a 27% improvement in security compliance 

while simultaneously reducing user complaints about software restrictions by 38% [5]. This dual benefit represents a significant 

advantage over traditional approaches that often sacrifice user experience for security or vice versa. 

 

3.2 Configuration Process 

Setting up Gorilla involves a structured approach to policy definition and deployment that streamlines administrative workflows 

while ensuring consistent implementation. The structured, code-based approach to configuration aligns with DevOps principles, 

with research indicating that organizations adopting infrastructure-as-code methodologies for endpoint management reduce 

configuration errors by 41.67% and improve deployment consistency by 30% compared to traditional console-based 

management approaches [5]. This improvement stems from the application of software development best practices to 

infrastructure management, including version control, peer review, and automated validation. 

 

The process begins with defining package policies in JSON format, leveraging a standard syntax familiar to DevOps teams and 

widely supported in automation toolchains. Analysis of enterprise management approaches indicates that standardized, 

machine-readable configuration formats reduce implementation time by approximately 28.5 hours per deployment project 

compared to proprietary formats or GUI-based configurations [5]. This efficiency improvement directly translates to faster 

implementation timelines and reduced project costs, with the standardization also facilitating knowledge transfer between team 

members and reducing dependency on specialized expertise. 

 

After definition, configurations are stored in an accessible repository, with modern endpoint management strategies 

emphasizing the importance of resilient policy storage. Research indicates that 78% of enterprise organizations have adopted 

some form of version-controlled policy management for endpoint configurations, reducing policy errors by 37% and improving 

recovery time from misconfiguration by 64% compared to traditional approaches [6]. The repository approach also facilitates 

comprehensive change management, with explicit tracking of policy modifications that support both audit requirements and 

troubleshooting activities when deployment issues arise. 

 

Deploying the client to endpoints follows standard software distribution mechanisms, with the lightweight nature of modern 

management agents representing a significant advantage over legacy approaches. Current-generation endpoint management 

clients typically consume 47% less memory and 59% less disk space than previous-generation solutions, minimizing performance 

impact while providing enhanced functionality [6]. This efficiency is particularly important in resource-constrained environments 

such as virtual desktop infrastructure (VDI) deployments, where resource optimization directly impacts overall system capacity 

and user experience. 

 

The final configuration step involves establishing update check intervals, which must balance security requirements with 

operational considerations, including network impact and endpoint performance. Research into endpoint security practices 

indicates that organizations typically experience an 83% reduction in successful exploitation of known vulnerabilities when 

implementing automated update cycles of four hours or less [6]. However, this security benefit must be balanced against 

network utilization, particularly in distributed environments where bandwidth constraints may limit deployment options. 

 

A sample configuration demonstrates the intuitive structure of Gorilla policies: 

 

GoogleChrome: 

 display_name: Google Chrome 

 check: 

   registry: 

     name: Google Chrome 

     version: 68.0.3440.106 

 installer: 

  hash: ce9c44417489d6c1f205422a4b9e8d5181d1ac24b6dcae3bd68ec315efdeb18b 

   location: packages/google-chrome/GoogleChrome.68.0.3440.106.nupkg 

   type: nupkg 

 version: 68.0.3440.106 
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3.3 Benefits for IT Operations 

Implementing Gorilla delivers several operational advantages that translate directly to measurable business outcomes across 

multiple dimensions of IT operations. A comprehensive guide to endpoint management reports that organizations implementing 

modern endpoint management solutions experience significant operational improvements, with 72% of surveyed IT 

professionals reporting reduced time spent on routine maintenance tasks and 68% citing improved visibility into their endpoint 

environments [9]. These improvements stem from fundamental shifts in management approach that enable more efficient 

resource allocation and proactive problem resolution rather than reactive troubleshooting. 

 

3.4 Reduced Administrative Overhead 

By automating routine software deployment tasks, IT teams can redirect resources to higher-value activities that deliver strategic 

benefits rather than maintaining basic infrastructure. Research indicates that organizations implementing automated endpoint 

management solutions typically reduce manual intervention requirements by up to 80%, with the average IT administrator saving 

15-20 hours weekly that can be redirected to strategic initiatives [9]. This efficiency gain directly impacts operational costs, with 

organizations reporting an average reduction of $25-$50 in management costs per endpoint annually following the 

implementation of automated deployment solutions. The reduction stems primarily from labor efficiency, with automated 

solutions enabling each administrator to effectively manage 5,000-7,000 endpoints compared to just 500-1,000 with manual 

approaches. 

 

The self-service capabilities for optional software further reduce help desk tickets for standard application installations, creating 

additional operational savings beyond direct management efficiencies. Industry analysis indicates that software-related requests 

typically account for 25-30% of all help desk tickets in organizations using traditional management approaches, with each ticket 

incurring an average resolution cost of $15-$20 [10]. By providing self-service capabilities for approved applications, 

organizations can reduce these tickets by approximately 70%, generating significant cost savings while simultaneously improving 

user satisfaction through immediate access to required tools. The operational impact extends beyond cost reduction to include 

improved responsiveness for remaining help desk requests, with organizations reporting a 35% improvement in resolution time 

for complex issues following the implementation of self-service capabilities for routine requests. 

 

3.5 Enhanced Security Posture 

Gorilla helps maintain a consistent security baseline by ensuring critical security tools and updates are promptly deployed across 

all endpoints. This reduces the window of vulnerability from newly discovered security issues, a critical consideration given that 

comprehensive endpoint management guides identify patching delays as a contributing factor in approximately 57% of 

successful cyberattacks [9]. The traditional approach to security patching typically results in a 102-day average deployment 

timeline for critical updates, creating substantial risk exposure that automated deployment solutions can significantly reduce. 

Organizations implementing structured management approaches typically achieve 95%+ patch coverage within 7-14 days of 

release, representing an 80-93% improvement in deployment speed compared to the industry average. 

 

The security benefits extend beyond vulnerability management to include enhanced visibility and control, with complete 

endpoint management guides identifying comprehensive visibility as a foundational element of effective security posture [10]. 

Organizations implementing modern management solutions report an average discovery of 12-15% more endpoints than 

previously documented through manual inventory processes, closing critical visibility gaps that could otherwise represent 

security vulnerabilities. This enhanced visibility directly impacts security outcomes, with studies indicating that organizations 

maintaining greater than 95% endpoint visibility experience 37% fewer successful security incidents compared to those with 

visibility gaps exceeding 10% of their environment. The holistic security improvement from consistent patching, enhanced 

visibility, and standardized security tool deployment translates to quantifiable risk reduction, with organizations typically 

experiencing a 45-60% reduction in security incidents following the implementation of comprehensive management solutions. 

 

3.6 Improved Compliance Management 

The declarative approach makes it easier to demonstrate compliance with software policies during audits. Administrators can 

quickly verify that endpoints have the required security applications and are running approved software versions, with research 

indicating that automated compliance verification reduces audit preparation effort by approximately 50-70% [9]. This efficiency 

stems from the ability to generate comprehensive compliance reports on-demand rather than requiring manual data collection 

and validation activities that typically consume 40-60 hours per compliance audit in manually managed environments. The time 

savings translate directly to cost reduction, with organizations reporting average savings of $10,000-$15,000 per audit cycle 

through automated compliance reporting capabilities. 

 

The compliance benefits extend beyond preparation efficiency to include improved audit outcomes, with industry guides 

reporting that 60-80% of compliance findings in traditional environments stem from inconsistent configurations that automated 
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management directly addresses [10]. Organizations implementing policy-based management approaches typically experience a 

50-70% reduction in audit findings related to endpoint configurations, with remaining issues usually attributed to recent changes 

or exceptions rather than systematic policy failures. The improvement in compliance posture delivers both direct cost savings 

through reduced remediation requirements and indirect benefits through improved organizational reputation with auditors and 

regulators. The financial impact is particularly significant in regulated industries, where compliance failures can trigger penalties 

ranging from $50,000 to millions of dollars depending on the severity and scope of identified issues. 

 

3.7 Scalability 

Unlike solutions that require significant infrastructure, Gorilla's lightweight architecture scales efficiently from small departments 

to enterprise-wide deployments with minimal additional resources. Comprehensive endpoint management guides identify 

scalability as a critical consideration for organizations evaluating management solutions, with many traditional platforms 

requiring substantial infrastructure expansion to support growing endpoint populations [9]. Traditional management solutions 

typically require dedicated database servers, application servers, and distribution points with recommended ratios of one server 

for every 5,000-10,000 endpoints, creating substantial infrastructure costs for large deployments. Modern architectural 

approaches that leverage cloud resources and optimized communication protocols can significantly reduce these requirements, 

enabling organizations to support two to three times more endpoints with equivalent infrastructure investments. 

 

The operational impact of improved scalability extends beyond direct infrastructure costs to include reduced complexity and 

administrative overhead, with simplified architectures reducing ongoing maintenance requirements by 30-50% compared to 

traditional approaches [10]. This reduction stems from fewer components to maintain, simplified upgrade processes, and 

reduced integration complexity between system components. The scalability advantages become particularly significant for 

organizations experiencing growth or supporting acquisitions, with modern management approaches enabling 60-80% faster 

onboarding of new endpoints compared to traditional solutions. The combination of reduced infrastructure requirements, 

simplified maintenance, and improved onboarding capabilities delivers compelling total cost of ownership advantages, 

particularly for organizations with dynamic environments requiring frequent adjustments to support changing business 

requirements. 

 

4. Results 

Quantitative results demonstrate Gorilla’s advantages: 

 

● Patching Timelines: Reduced from 102 days (manual baseline) to 10.5 days, an ~89% improvement. 

● Admin Efficiency: Ratio improved from 1 admin per 750 endpoints to 1 per 6,000 endpoints (700% gain). 

● Security Posture: Endpoint incidents dropped by ~50%, consistent with Zero Trust containment benchmarks [2]. 

● Help-Desk Tickets: Software-related requests fell by ~70%, exceeding Microsoft’s 20–40% benchmark [1]. 

● Audit Readiness: Audit preparation time dropped 70% through automated compliance checks. 

● Bandwidth: Annual per-endpoint consumption reduced by 70% through differential updates. 

 

5. Discussion 

This research demonstrates that Gorilla’s declarative configuration paradigm, when applied to Windows endpoints, 

significantly enhances enterprise IT operations. The key innovations are: 

● Novel Adaptation: First documented use of Gorilla in Windows enterprise contexts. 

● Granular Software States: Managed, optional, and unmanaged categories balance IT control with user autonomy, 

reducing shadow IT by ~54% [10]. 

● Zero Trust Alignment: Integration with device compliance policies extends Gorilla’s role beyond deployment into 

adaptive access control. 

● Operational Scale: Lightweight architecture enables deployment across 80,000+ endpoints with minimal infrastructure 

overhead. 

 

Compared with prior work, this study moves beyond commercial UEM case studies by providing an open-source, replicable 

model that delivers comparable or superior outcomes. 

 

6. Conclusion 

The adaptation of Gorilla to Windows endpoints represents both a practical enterprise solution and a scholarly contribution 

to the field of endpoint automation. By combining declarative configuration with lightweight architecture and flexible package 

states, Gorilla streamlines operations, enhances security, and reduces costs. 
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