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| ABSTRACT 

The increasing presence of Internet of Things (IoT) systems in smart cities has provided unique opportunities in efficiency, 

sustainability and citizen participation. Nonetheless, this growth of interconnected devices and services based on data has 

increased cybersecurity vulnerabilities, making critical urban systems vulnerable on communication networks, cloud platforms, 

and edge devices. These threats cannot be mitigated by implementing defensive mechanisms based on reacting to them, but 

through the introduction of systematic, risk-driven quality assurance (QA) systems that incorporate security into the life cycle of 

IoT-enabled urban services. The research focuses on the implementation of risk-based methods to cybersecurity in smart cities 

by utilizing previous studies on risk assessment, model-based testing, and digital forensic preparedness. It highlights the 

possibility of the combination of risk-based development approaches and the use of QA practices to improve resilience by 

ensuring that the risks identified can be matched to quantifiable security metrics of availability, encryption robustness, and 

scalability. The given framework includes four dimensions, risk identification and prioritization, risk-to-QA mapping, automation 

and continuous validation based on intelligent detection systems, and forensic preparedness to comply and be accountable. The 

applications of the framework are depicted in case applications to smart mobility, utilities, sustainable city services, and a variety 

of different city situations. This method will create an organized avenue of protecting smart cities in relation to cyber threats that 

are dynamic, by harmonizing risk management with QA processes. It provides city planners, policymakers and system developers 

with a scalable, proactive framework that promotes trust, dependability and security in the IoT-enabled cities. 
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1. Introduction 

The fast development of Internet of Things (IoT) technologies has changed the face of cities, leading to the creation of smart 

cities with interconnected infrastructures, smart services, and decisions based on the data. Those changes have facilitated a 

better management of the available resources, increased mobility, and better living conditions among the citizens (Bauer et al., 

2021; Bellini et al., 2022). Smart city ecosystems are IoT-based applications in fields like transport, utilities, medical care, and 

monitoring the environment, where sensors and devices can produce real-time data streams to provide real-time services (Belli 

et al., 2020; An et al., 2019). Nonetheless, with the prospect of sustainability and innovation brought about by the IoT-driven 

urbanization, there are also very deep levels of cybersecurity threats. 

Heterogeneous devices and platforms that are integrated throughout all smart city services provide a wide range of attack 

surfaces that can be abused by malicious actors (Ferrera et al., 2022). Such threats as information breaches, denial-of-service 

attacks, and unauthorized access pose a threat to the privacy of citizens and the availability of obligatory services (Shylaja and 
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Pandey, 2022; Omer et al., 2022). New infrastructures, such as 5G and edge computing, also make security management more 

challenging because they add complexity to the systems and provide attackers with additional opportunities to enter the system 

(Mousavi, 2021). In addition, IoT systems that are integrated into safety-critical settings, including transportation and smart 

lighting, need not just strong defenses but also dependability and resiliency systems (Sikder et al., 2018; Chatzivasilis, 2017). 

The dynamic and scale of cities with IoT capabilities cannot be dealt with through traditional security methods that are built on 

reactive defense mechanisms. Rather, a shift is toward the requirement of risk-oriented proactive, consistent security practices 

that match quality assurance (QA) throughout the system lifecycle (Houmb, 2007; Jurjens and Houmb, 2004). Risk-based 

approaches enable the detection, ranking, and management of risks in a systematic manner by using formalized systems that 

combine the security aspects with the operational assurance (Erdogan, 2016; Hansch, 2020). Recent research into cybersecurity 

risk assessment emphasizes the relevance of risk mapping to quantifiable measures, in favor of adaptive and 

In that context, the introduction of risk-based QA models in the IoT-based smart cities will provide a systematic channel to the 

improvement of security, privacy, and resilience. They are not only a way of keeping compliance and forensic preparedness in the 

case of security incidents (Damianou, 2022), but also of allowing sustainable trust in city digital ecosystems. Risk-driven QA can 

be used to support the protection of the interconnected infrastructures that will support the smart cities of the future by 

combining risk assessment, automation, and constant validation (Rahman et al., 2020; Le and Maple, 2019). 

2. Conceptual Foundations 

The conceptual foundation of risk-driven quality assurance (QA) frameworks for cybersecurity in IoT-enabled smart cities is built 

on the convergence of risk-driven development methodologies, IoT security paradigms, and quality assurance mechanisms. The 

central premise is that cybersecurity in smart city infrastructures cannot rely solely on reactive defense systems but must be 

embedded in the design and testing stages of IoT-enabled services. 

The risk-driven development (RDD) approach provides an essential foundation for structuring security within system design. 

Early frameworks, such as UMLsec and aspect-oriented risk-driven development (AORDD), emphasized embedding security-

critical requirements through risk analysis and modeling (Jürjens & Houmb, 2004; Houmb, 2007). These methodologies were 

later extended to support decision-making processes, enabling developers to choose optimal security solutions by balancing 

cost, risk, and functionality (Mortazavi-Alavi, 2016). In addition, risk-driven investment models highlighted the human factor in 

cybersecurity, reflecting the socio-technical nature of security in smart cities (Mortazavi-Alavi, 2016). 

Model-based approaches further reinforced the integration of risk and QA practices. For example, CORAL proposed risk-driven 

security testing as a structured mechanism to validate system resilience against anticipated threats (Erdogan, 2016). Similarly, 

automation in risk and requirements management was advanced for cyber-physical systems, ensuring scalable adaptation to 

complex infrastructures like smart cities (Hansch, 2020). These developments demonstrate how QA evolves from static testing to 

dynamic, risk-aware processes. 

In parallel, IoT-enabled smart cities emerged as environments characterized by interconnected infrastructures, real-time data 

exchange, and reliance on cloud and edge systems (Bauer et al., 2021; Bellini et al., 2022). The complexity of these environments 

magnifies the importance of risk-driven approaches. Security, privacy, and dependability have been recognized as intertwined 

pillars for IoT systems in safety-critical applications (Chatzivasilis, 2017). Moreover, adaptive and context-aware security 

frameworks were proposed to address the highly dynamic threat landscape in IoT environments (Aman, 2016). 

Finally, the evolution of risk management has expanded beyond preventive controls to include continuous monitoring, forensic 

readiness, and adaptive risk assessment. Cybersecurity risk mapping and validation frameworks provide systematic methods for 

identifying vulnerabilities in complex IoT ecosystems (Sánchez-García et al., 2022). Digital forensic readiness, particularly in 

circular and sustainable cities, ensures that evidence collection and accountability are embedded within system design 

(Damianou, 2022). Together, these conceptual elements establish the foundation for a holistic risk-driven QA framework, 

integrating proactive risk assessment, automated security testing, and adaptive controls for safeguarding IoT-enabled smart 

cities. 
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3. Cybersecurity Risks in IoT-Enabled Smart Cities 

The integration of the Internet of Things (IoT) into urban environments has enabled transformative advances in smart mobility, 

energy efficiency, and digital public services. However, these developments introduce complex cybersecurity challenges due to 

the massive interconnectivity of devices, heterogeneous infrastructures, and reliance on cloud and edge computing systems 

(Bauer et al., 2021; Bellini et al., 2022). IoT-enabled smart cities are inherently vulnerable because devices often operate with 

limited computational capacity, rely on diverse protocols, and face constant exposure to evolving cyber threats (Ferrera et al., 

2022). 

3.1 Cloud and Network Vulnerabilities 

Cloud computing platforms underpin many smart city services, yet they present challenges such as weak encryption, data 

breaches, and service disruptions (Omer et al., 2022). Malware injection through compromised cloud services poses significant 

risks to scalability and service availability (Shylaja & Pandey, 2022). Similarly, the deployment of 5G-enabled services increases 

attack surfaces due to the distributed and low-latency nature of the network (Mousavi, 2021). 

3.2 Device and Application Layer Risks 

IoT devices embedded in critical infrastructures such as smart lighting systems and traffic control are particularly susceptible to 

unauthorized access and manipulation (Sikder et al., 2018). Many devices lack strong authentication, leaving them open to 

denial-of-service (DoS) attacks and exploitation (Aman, 2016). Risk assessment frameworks emphasize the importance of 

addressing vulnerabilities at the application level, where poor encryption or outdated firmware can compromise entire 

subsystems (Sánchez-García et al., 2022). 

3.3 Privacy, Data Integrity, and Forensic Challenges 

The collection and processing of sensitive urban data raise concerns about privacy, surveillance, and data misuse. Dependability 

issues further complicate system resilience, particularly in safety-critical applications (Chatzivasilis, 2017). Moreover, digital 

forensic readiness is often lacking in smart city deployments, making it difficult to attribute attacks or ensure compliance with 

governance requirements (Damianou, 2022). 

3.4 Major Cybersecurity Risk Categories in Smart Cities 

The table below synthesizes the primary risks encountered in IoT-enabled smart cities, linking them to affected domains and 

typical attack vectors. 

Table 1: Major Cybersecurity Risks in IoT-Enabled Smart Cities 

Risk Category Description Affected Domain Key References 

Cloud Vulnerabilities Weak encryption, malware 

injection, data breaches 

Cloud services, data 

centers 

Omer et al. (2022); Shylaja 

& Pandey (2022) 

Network Exploits 5G/IoT network attacks, DoS, 

spoofing, routing manipulation 

Communication networks, 

mobile services 

Mousavi (2021); Ferrera et 

al. (2022) 

Device Compromise Unauthorized access, firmware 

tampering, resource exhaustion 

IoT sensors, smart lighting, 

traffic 

Aman (2016); Sikder et al. 

(2018) 
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Data Integrity & 

Privacy 

Unauthorized collection, 

surveillance, falsification of 

data 

Citizen data, municipal 

records 

Chatzivasilis (2017); 

Sánchez-García et al. 

(2022) 

Forensic Gaps & 

Compliance 

Lack of forensic readiness, 

limited accountability 

mechanisms 

Governance, law 

enforcement 

Damianou (2022) 

Overall, cybersecurity risks in IoT-enabled smart cities stem from multi-layered interdependencies, where a breach in one 

component may cascade across entire urban infrastructures. This complexity necessitates a risk-driven quality assurance 

approach, where risk identification, prioritization, and continuous monitoring form the backbone of secure and resilient smart 

city ecosystems. 

4. Risk Assessment and Management Approaches 

Effective cybersecurity in IoT-enabled smart cities requires systematic risk assessment and structured management approaches 

that can accommodate the complexity of interconnected urban systems. Traditional security models, while valuable, often fall 

short in handling the multi-layered risks of IoT ecosystems where communication networks, embedded devices, and cloud 

platforms interact in real time (Omer et al., 2022; Ferrera et al., 2022). To address this challenge, risk-driven methodologies 

integrate both qualitative and quantitative strategies for identifying, prioritizing, and mitigating vulnerabilities. 

One critical foundation is the aspect-oriented risk-driven development (AORDD) framework, which provides decision support by 

linking identified risks to security solutions (Houmb, 2007). This approach has been extended in subsequent research such as 

UMLsec-based modeling for security-critical systems, which embeds risk-driven principles into the design phase of urban 

infrastructures (Jürjens & Houmb, 2004). Similarly, model-based security testing frameworks like CORAL emphasize proactive 

assessment of system resilience against evolving threats (Erdogan, 2016). 

Recent scholarship has highlighted the need for systematic risk mapping that captures the diversity of cyber threats across IoT 

environments. Sánchez-García, Mejía, and San Feliu Gilabert (2022) propose a mapping and validation approach that enables 

practitioners to prioritize vulnerabilities across sectors such as mobility, utilities, and healthcare. In the context of smart 

transportation, Le and Maple (2019) argue for dynamic security risk management, noting that adaptive strategies are essential 

for connected and autonomous vehicles. This principle is equally applicable to broader smart city services where risks evolve with 

system interdependencies. 

Human and organizational dimensions also play a significant role in risk management. Mortazavi-Alavi (2016) introduces a risk-

driven investment model that integrates human factors into cybersecurity decision-making, reflecting the reality that many 

breaches result from organizational weaknesses rather than purely technical flaws. Furthermore, automation has emerged as a 

powerful enabler: Hansch (2020) emphasizes the value of automating security requirements and risk analysis in cyber-physical 

systems, ensuring continuous alignment between risk posture and QA practices. 

In sum, IoT-enabled smart cities require hybrid frameworks that combine risk identification, dynamic management, investment 

prioritization, and automation to strengthen resilience. This integration supports both proactive defense and forensic readiness, 

enabling cities to adapt to emerging cyber risks while maintaining sustainable digital trust. 
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Figure 1: A graph showing the Conceptual Framework for Risk Assessment and Management in IoT-Enabled Smart Cities 

5. Quality Assurance Dimensions for IoT Cybersecurity 

Ensuring cybersecurity in IoT-enabled smart cities requires the systematic integration of quality assurance (QA) dimensions that 

address the complexity of interconnected devices, cloud infrastructures, and data-driven services. Unlike conventional IT systems, 

IoT ecosystems encompass heterogeneous networks, cyber-physical components, and real-time services, making QA not only a 

technical necessity but also a socio-technical imperative (Bauer et al., 2021; Bellini et al., 2022). Within this context, QA 

dimensions must incorporate risk-driven assessment, automation, scalability, and forensic readiness. 

5.1 Risk Identification and Prioritization 

Cybersecurity QA begins with robust risk assessment to identify and prioritize vulnerabilities across IoT layers. Research has 

demonstrated the value of systematic mapping in highlighting evolving threat vectors and linking them to measurable risks 

(Sánchez-García et al., 2022). Traditional frameworks such as UMLsec (Jürjens & Houmb, 2004) and AORDD (Houmb, 2007) 

emphasize structured risk modeling, while contemporary approaches embed dynamic risk management into connected 

infrastructures such as autonomous vehicles (Le & Maple, 2019). 

5.2 Risk-to-QA Mapping 

Linking risks directly to QA metrics strengthens the ability to monitor IoT system resilience. For example, availability, encryption 

robustness, and scalability serve as measurable indicators that can be aligned with detected vulnerabilities (Shylaja & Pandey, 

2022). Adaptive and context-aware mechanisms, such as SPD-Safe for embedded systems (Chatzivasilis, 2017), provide a 

template for aligning QA with security-critical requirements. 



JCSTS 5(1): 90-100 

 

Page | 95  

5.3 Automation and Continuous Validation 

Automation ensures that QA remains effective in dynamic urban environments where attack surfaces evolve rapidly. Model-

based security testing frameworks like CORAL (Erdogan, 2016) and automated requirement management for cyber-physical 

systems (Hansch, 2020) provide scalable QA methodologies. Moreover, AI-enabled intrusion detection systems demonstrate the 

ability to continuously validate and adapt protections against emerging threats (Rahman et al., 2020). 

5.4 Forensic Readiness and Compliance 

Quality assurance extends beyond detection and prevention to include digital forensic readiness, ensuring that systems can 

support evidence gathering and accountability in the event of a breach (Damianou, 2022). Embedding forensic capabilities 

enhances resilience, strengthens compliance with regulatory standards, and increases citizen trust in smart city ecosystems 

(Ferrera et al., 2022). 

Table 2: Quality Assurance Dimensions for IoT Cybersecurity in Smart Cities 

QA Dimension Key Focus Area Representative 

Approaches/Studies 

Expected Outcomes 

Risk Identification & 

Prioritization 

Mapping and ranking 

vulnerabilities in IoT 

layers 

Sánchez-García et al. (2022); 

Jürjens & Houmb (2004) 

Targeted mitigation and 

resource optimization 

Risk-to-QA Mapping Aligning risks with 

measurable QA indicators 

Shylaja & Pandey (2022); 

Chatzivasilis (2017) 

Improved resilience and 

system reliability 

Automation & 

Continuous Validation 

AI-driven security testing 

and monitoring 

Erdogan (2016); Hansch (2020); 

Rahman et al. (2020) 

Scalable, adaptive, and 

proactive defense 

systems 

Forensic Readiness & 

Compliance 

Evidence preservation 

and accountability 

Damianou (2022); Ferrera et al. 

(2022) 

Regulatory compliance 

and increased public 

trust 

5.5 Integrated QA Model for Smart Cities 

The integration of these dimensions provides a multi-layered QA framework where risks are identified, mapped to security 

metrics, continuously validated, and supported by forensic readiness. Such integration ensures that IoT-enabled smart cities can 

withstand emerging threats while maintaining service continuity, scalability, and compliance (Omer et al., 2022; Aman, 2016). 

6. Proposed Risk-Driven QA Framework 

The increasing complexity of IoT-enabled smart cities demands a systematic and adaptive security approach that aligns risk 

management with quality assurance (QA) processes. Traditional reactive defenses are insufficient given the rapid evolution of 

cyber threats across cloud platforms, embedded devices, and communication layers (Omer et al., 2022; Shylaja & Pandey, 2022). 

To address this, a Risk-Driven QA Framework is proposed, synthesizing insights from risk-driven development methodologies 
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(Houmb, 2007; Jürjens & Houmb, 2004), model-based testing (Erdogan, 2016), forensic readiness (Damianou, 2022), and 

automation for cyber-physical systems (Hansch, 2020). 

6.1 Framework Dimensions 

1. Risk Identification and Prioritization: The framework begins with systematic identification of risks at the device, 

network, and application levels. Prioritization is based on the potential impact on critical services, such as transport, 

healthcare, or energy (Sánchez-García et al., 2022; Le & Maple, 2019). Adaptive security mechanisms enhance this phase 

by aligning threats with evolving IoT environments (Aman, 2016). 

2. Risk-to-QA Mapping: Once risks are prioritized, they are mapped to measurable QA criteria such as availability, 

encryption robustness, interoperability, and dependability (Chatzivasilis, 2017; Ferrera et al., 2022). This ensures that QA 

processes are not generic but tailored to urban-scale vulnerabilities. 

3. Automation and Continuous Validation: Continuous monitoring and validation are achieved through AI/ML-based 

intrusion detection and anomaly tracking (Rahman et al., 2020). Automated testing pipelines integrate risk models into 

QA processes, reducing latency in threat response (Hansch, 2020). 

4. Forensic Readiness and Compliance: Proactive embedding of forensic readiness ensures compliance with regulatory 

frameworks while enabling effective evidence collection and accountability (Damianou, 2022). This dimension also 

addresses human factor risks by embedding policies that encourage secure operational practices (Mortazavi-Alavi, 

2016). 

Table 3: Proposed Risk-Driven QA Framework for IoT-Enabled Smart Cities 

Framework Dimension Description Key References 

Risk Identification & 

Prioritization 

Identify and rank risks at device, network, and 

service levels in IoT ecosystems. 

Sánchez-García et al. (2022); Le 

& Maple (2019) 

Risk-to-QA Mapping Link prioritized risks to QA metrics (availability, 

encryption, scalability). 

Chatzivasilis (2017); Ferrera et al. 

(2022) 

Automation & Continuous 

Validation 

Use ML-driven intrusion detection and 

automated QA pipelines for resilience. 

Rahman et al. (2020); Hansch 

(2020) 

Forensic Readiness & 

Compliance 

Integrate forensic readiness, accountability, and 

human-centric security models. 

Damianou (2022); Mortazavi-

Alavi (2016) 
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Figure 2: A graph showing the four interconnected dimensions (Risk Identification → Risk-to-QA Mapping → Automation & 

Validation → Forensic Readiness) 

6.2 Expected Contributions 

The framework provides a structured pathway to enhance resilience in IoT-enabled smart cities by ensuring that QA mechanisms 

directly address the most critical risks. It offers scalability across diverse urban services ranging from smart mobility (Le & Maple, 

2019) to smart utilities (Sikder et al., 2018) and integrates both technical and human dimensions of cybersecurity. Furthermore, 

the fusion of adaptive security (Aman, 2016) with automated QA processes ensures that cities remain agile in responding to 

emerging threats in 5G and beyond (Mousavi, 2021). 

7. Case Applications and Scenarios 

The practical deployment of risk-driven QA frameworks in IoT-enabled smart cities can be illustrated through several critical 

urban domains. These applications highlight how systematic risk management and quality assurance strategies can mitigate 

vulnerabilities while enhancing resilience, scalability, and trust. 

1. Smart Mobility and Autonomous Vehicles: One of the most prominent applications of IoT-driven infrastructures is in 

the area of smart mobility and connected vehicles. Autonomous transport systems depend heavily on continuous 

communication between vehicles, infrastructure, and cloud services. A risk-driven QA framework can address dynamic 

risks, such as unauthorized data access, vehicular hijacking, and denial-of-service attacks, by embedding risk-based 

decision-making into system design (Le & Maple, 2019). Incorporating adaptive security measures allows the QA 

framework to anticipate evolving threats while maintaining safety and operational reliability. 

2. Smart Utilities and Lighting Systems: Critical infrastructures such as energy grids and lighting systems are 

increasingly IoT-enabled to optimize efficiency and reduce costs. However, these infrastructures are vulnerable to 

cyberattacks that can disrupt essential services (Sikder et al., 2018). Risk-driven QA frameworks can ensure resilience by 

combining intrusion detection systems with proactive testing strategies that validate security requirements throughout 

the lifecycle (Erdogan, 2016; Hansch, 2020). By prioritizing risks based on severity and likelihood, city planners can 

strengthen utility systems against potential cyber-physical disruptions. 

3. Sustainable and Circular City Services: Risk-driven QA approaches are also applicable in sustainable urban services, 

including waste management, renewable energy, and resource sharing models. These systems require forensic 

readiness to ensure accountability and compliance with privacy regulations (Damianou, 2022). Integrating digital 

forensic capabilities into QA processes ensures that data breaches or irregularities can be investigated without 
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undermining service continuity. Moreover, the incorporation of machine learning-based intrusion detection improves 

scalability while addressing novel attack vectors (Rahman et al., 2020). 

4. Interoperability in Global Smart City Networks: As cities evolve into globally interconnected ecosystems, ensuring 

interoperability across heterogeneous IoT infrastructures becomes essential (An et al., 2019). Risk-driven QA 

frameworks provide the structure to align cybersecurity risks with standardized testing and monitoring processes, 

thereby supporting seamless cross-border collaboration (Ferrera et al., 2022). Such integration reduces systemic 

vulnerabilities that may arise from inconsistent standards and fragmented security models. 

 

 

Figure 3: A graph showing the Risk-Driven QA Framework Applications across Smart Mobility, Utilities, Sustainable Services, and 

Interoperability. 

Through these case applications, it becomes evident that risk-driven QA frameworks offer a structured and adaptive mechanism 

for addressing the diverse cybersecurity challenges of IoT-enabled smart cities. By aligning security risks with QA strategies, 

urban infrastructures can enhance both reliability and public trust in their digital ecosystems (Bauer et al., 2021; Bellini et al., 

2022; Belli et al., 2020). 

8. Conclusion 

The growing popularity of IoT technologies as the basis of smart city operation has offered unprecedented efficiency, 

sustainability, urban innovation opportunities to the industry, but has also augmented the cybersecurity risks associated with 

interconnected systems. Due to the development of smart infrastructures, the vulnerability on communication channels, edge 

devices, and the cloud platform forms a broad attack surface, putting critical services, including mobility, utilities, and healthcare, 

at risk of sophisticated threats (Omer et al., 2022; Shylaja and Pandey, 2022). The situation in these ecosystems is also complex, 

which demonstrates the ineffectiveness of reactive solutions, and the necessity of more proactive, risk-oriented quality assurance 

(QA) models. 

Risk approach guarantees that cybersecurity will not be the by-product but rather a part of each step in the development of the 

IoT-enabled urban systems. The work of Alhambra and Ponventre (2003) is based on traditional models like UMLsec and aspect-

oriented risk-driven development (AORDD), which are frameworks that offer background on the alignment of risks and 

requirements of the system (Houmb, 2007; Jurjens & Houmb, 2004). The potential of smart cities to predict, identify, and counter 

cyber threats is enhanced by the introduction of such modern extensions as model-based security testing (Erdogan, 2016), 

automated risk management (Hansch, 2020), and digital forensic readiness (Damianou, 2022). Such a systematic integration 
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enables the risks to be translated into quantifiable QA standards, which consequently increases resilience and reliability 

according to urban requirements of continuity and trust by its citizens (Chatzivasilis, 2017; Sanchez-Garcia et al., 2022). 

In addition, the flexibility of risk-based QA frameworks will facilitate a wide range of smart city use cases, such as smart mobility 

(Le and Maple, 2019) to sustainable services and smart lighting systems (Belli et al., 2020; Sikder et al., 2018). The creation of 

scalable machine learning intrusion detection systems (Rahman et al., 2020) scales or interoperable architectures (Ferrera et al., 

2022; An et al., 2019) suggests that the dynamic and risk-aware tool of the QA process is essential to both guaranteeing security 

and scalability. 

Finally, IoT-based smart cities should be implemented with a comprehensive approach to cybersecurity based on the risk-

oriented QA strategy. The frameworks provide an adaptive, proactive, and structured approach to risk mapping to QA processes 

to balance between innovation and protection. This alignment will not only ensure the protection of critical infrastructure but 

also increase the trust of the citizens, adherence to the regulations, and sustainable urban development (Bauer et al., 2021; Bellini 

et al., 2022). More elaboration of these frameworks in the future is necessary to accompany the emerging technologies like 5G 

and AI-driven services (Mousavi, 2021; Aman, 2016) so that the next generation of smart cities is not vulnerable to new threats. 
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