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| ABSTRACT

This study proposes an intelligent model for accurately distinguishing between children and adults based on diverse behavioral
biometrics collected from touchscreen interactions. As digital platforms become increasingly widespread, the demand for
effective and privacy-preserving user classification methods has grown—particularly in the context of child online protection.
Behavioral features such as touch pressure, swipe velocity, gesture angle, touch frequency, distance, and timing were extracted
as participants interacted with a custom-designed mobile game. The dataset included 200 real-world participants (98 children
and 102 adults), and two machine learning models were employed: a Convolutional Neural Network (CNN) and a Bagging
ensemble classifier. Experimental results demonstrated that both models achieved excellent performance, with the Bagging
model attaining an accuracy of 99.3% and the CNN achieving 98.82%. The superior accuracy is attributed to the rich and varied
set of behavioral features, which enabled the models to capture subtle differences between age groups effectively. These
findings confirm the feasibility of using touch-based interaction data for age-group classification and offer a practical, non-
invasive solution for enhancing child safety in digital environments. The proposed framework can be integrated into mobile
applications to provide real-time age verification, particularly on platforms offering sensitive content. Moreover, the approach
safeguards user privacy by eliminating the need for personally identifiable information, cameras, or microphones.
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1. Introduction

In the era of accelerating digital transformation, the Internet has become an integral part of daily life for individuals of all ages,
including children. The widespread accessibility of smart devices has led to a significant increase in children’s presence on online
platforms, whether for educational, recreational, or social purposes. However, this growing digital engagement raises serious
concerns about children’s safety online, as they may be exposed to inappropriate content, harmful interactions, or even
cyberbullying.

Many digital platforms rely on traditional age verification methods, such as requesting personal information or using knowledge-
based questions. Unfortunately, these methods are often ineffective, as children can easily bypass them [1]. Therefore, there is a
pressing need for innovative and reliable techniques to accurately detect children’s presence online while preserving user
privacy.

Behavioral biometrics has emerged as a promising alternative. This approach analyzes users’ behavioral patterns during device
interaction—such as touch pressure, swipe speed, gesture angles, and timing—to differentiate between children and adults.

Copyright: © 2025 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Al-Kindi Centre for Research and Development,
London, United Kingdom.
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Unlike conventional methods, behavioral biometrics operates passively in the background and does not require sensitive
personal data, cameras, or microphones, thus offering a more ethical and privacy-conscious solution.

Studies have shown that children exhibit distinct interaction patterns compared to adults. For example, children tend to apply
different levels of pressure, display less consistent swipe behavior, and exhibit irregular timing during screen interactions [2].
These differences can be leveraged to develop intelligent systems capable of classifying users by age group, enabling online
platforms to tailor content appropriately and implement safety measures in real time.

Despite the technical challenges associated with accurately collecting and analyzing behavioral data, advancements in machine
learning and artificial intelligence have significantly improved the effectiveness of such systems. Moreover, behavioral biometrics
is difficult to manipulate, making it a sustainable and secure approach for user identification.

This research aims to explore the feasibility and effectiveness of behavioral biometrics in identifying child users on online
platforms. It addresses gaps in the current literature by incorporating behavioral features into machine learning models and
evaluating their performance. Ultimately, this work contributes to the development of safer and more ethical methods for online
age estimation, supporting the broader goal of protecting children in digital environments.

The extensive variety of behavioral features extracted from touchscreen interactions—including touch pressure, swipe velocity,
gesture angles, touch frequency, spatial distances, and timing—significantly contributed to the high accuracy achieved by our
models. This comprehensive feature set enables capturing subtle behavioral distinctions between children and adults that
simpler models might overlook. The following sections of this paper are organized as follows: Section 2 reviews relevant
background and related work in behavioral biometrics and age classification; Section 3 describes the proposed methodology,
including data collection and feature extraction; Section 4 presents experimental results and evaluation; Section 5 discusses the
findings in the context of existing literature; and Section 6 concludes the study and outlines future research directions

2. Background

With the increasing prevalence of digital technology and its penetration into various aspects of daily life, determining the age
groups of users on electronic platforms has become an increasingly important issue, especially with the growing use of the
Internet by children. Research shows that traditional methods of determining ages, such as data entry forms or identity
verification, suffer from significant problems related to their accuracy and ease of bypassing. In this context, behavioral
biometrics has emerged as an innovative and more specialized approach, based on studying and analyzing the behavioral
interaction patterns of users with digital devices.

Behavioral biometrics is based on extracting unique characteristics from users’ interactions with screens, such as click duration,
screen pressure, distance between touches, reaction speed, and swipe or vertical swipe angle. Studies show that children, due to
their age and cognitive nature, show clear differences in these behavioral patterns compared to adults. For example, children
typically show fluctuating reaction speeds, inconsistent screen pressures, and shorter and more random touch distances
compared to adults, who are characterized by more regular and stable interaction patterns [2].

The specialization of this technology lies in its ability to operate in real-world environments without the need to obtain sensitive
personal data, making it an ideal choice for online child protection applications. For example, Al-based systems can be trained to
recognize children’s unique behavioral patterns using historical data collected from studies, such as those focusing on children’s
performance on touch screens. These systems rely on techniques such as deep neural networks and random forests to analyze
behavioral data and classify users with high accuracy.

Additionally, behavioral biometrics is a highly tamperresistant technology, as it relies on real behavioral characteristics that are
difficult to manipulate. Thanks to its ability to operate invisibly and be integrated with digital systems, this technology can be
used to provide real-time solutions, such as:

. Automatically personalizing content according to age group,
. Activating parental controls based on immediate recognition of a user as a child, and
. Taking preventative measures, such as disabling access to certain content if a user is identified as a child.

The technical challenges facing the field include the accuracy and effectiveness of the models used to distinguish between
different age groups, especially in the presence of variable factors — such as children using devices in unconventional ways, or
the impact of training on the use of technology. However, the continuous development of machine learning algorithms and big
data analysis contributes to reducing these challenges.
Current research primarily focuses on distinguishing between children and adults, which aligns closely with the goals of this
study. This targeted approach supports the development of practical, reliable systems that enhance child protection on digital
platforms. Consequently, behavioral biometrics offers a specialized, robust, and privacy-conscious tool to safeguard children in
the evolving digital landscape, providing sustainable solutions that are resistant to manipulation while ensuring a safe and age-
appropriate user experience.
The technical challenges facing the field include the accuracy and effectiveness of models used to differentiate these age groups,
especially considering variability in device usage behaviors among children. However, ongoing advancements in machine
learning and data analytics are steadily addressing these obstacles, making behavioral biometrics an increasingly viable solution
for real-world applications.
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2.1 Related Work

Numerous studies have explored the feasibility of using behavioral biometrics to differentiate between children and adults in
digital environments, offering promising alternatives to traditional age verification methods. Cheng et al. [3] introduced the iCare
system, which employs swipe gestures to classify users by age group. Their method achieved an approximate accuracy of 98.3%,
particularly when analyzing multiple consecutive gestures. Similarly, Wani et al. [4] addressed child safety by proposing a
biometric model based on social behavior features, reporting an impressive 99.88% accuracy using the PAN 2012 dataset.

Neal and Woodard [5] investigated soft biometric characteristics and behavioral differences in device usage, demonstrating that
children’s interaction styles significantly differ from those of adults. Extending this perspective, Syed et al. [6] examined
environmental factors—such as posture and device size—that impact the reliability of touch gesturebased authentication, and
released a new dataset to improve future evaluations.

To expand the scope of behavioral biometrics beyond basic gesture metrics, Abuhamad et al. [7] conducted a broad survey of
sensor-based techniques for continuous mobile authentication. They highlighted how features like acceleration and gyroscope
data can further enhance age classification systems. Cascone et al. [8] demonstrated that touch keystroke dynamics—such as
hold time and inter-key delay—can be leveraged for demographic classification tasks, with potential for real-time
implementation.

Emerging trends also emphasize intelligent authentication frameworks that integrate behavioral signals with machine learning.
Bansal and Ouda [9] analyzed the potential of reinforcement learning and behavioral biometrics in continuous authentication
settings. Their findings suggest that adaptive models improve resilience to behavioral variability. Complementarily, Stylios et al.
[10] identified key factors influencing the adoption of behavioral biometrics, such as user trust and perceived security.
Additionally, Finnegan et al. [11] focused on objective measurement of children’s mobile device usage through embedded
sensors like accelerometers and gyroscopes. Their work demonstrated how motion sensor data combined with machine learning
models (Random Forest, k-Nearest Neighbors) can enhance child identification accuracy by capturing device orientation and
movement patterns. This approach complements touchscreen biometrics by broadening sensor modalities and improving
classification robustness.

Together, these studies illustrate the promise and complexity of behavioral biometrics for child identification and user
classification. They underscore the importance of ethical considerations, privacy preservation, and the integration of diverse
sensor data to develop robust, scalable, and userfriendly solutions for online child protection and demographic inference.

3. Methodology

To build a reliable and privacy-conscious model for age group classification, the methodology involved designing a
gesturebased data collection tool, extracting diverse behavioral features, and applying robust machine learning techniques to
distinguish between children and adults based on touchscreen interactions.

3.1 Proposed Methodology

A structured methodology was followed involving several sequential stages to ensure accurate data collection and analysis
aligned with the research objectives. First, a customized interactive game was developed to encourage participants to perform
diverse touch gestures including tapping, dragging, swiping, and grabbing. The game comprises multiple tasks designed to elicit
varied gesture types, capturing comprehensive interaction data.

Participants from various age groups, including children and adults, were recruited to ensure a diverse and representative
sample. Informed consent was obtained from all participants, with additional parental consent for minors.

Collected data were analyzed using machine learning techniques, specifically Convolutional Neural Networks (CNN) and Bagging
ensemble methods. Key behavioral features such as total touch count, touch pressure, touch frequency, swipe speed, time
intervals between touches, distance between touches, and swipe angle were extracted and utilized to build a robust classification
model. Figure 1 illustrates the overall structure of the proposed methodology.

3.2 Game design and data collection

Data was collected through a custom interactive game designed to elicit a variety of touch gestures by connecting shapes to
their corresponding shadows, naturally triggering taps, swipes, and holds.

The dataset includes the following features:

. Exam Time

. Angle of Drag

. Touch Pressure

. Touch Count

. Touch Frequency

. Time Between Touches

. Distance Between Touches
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The output label corresponds to the age category (child = 0, adult = 1). Numeric data were rounded to three decimal places for
noise reduction and consistency.

Figure 2 shows the processed data collected from participants.

Figure 1. Structure of the Proposed Methodology
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Figure 2. Processed Data Collected from Participants

3.3 Participants Recruitment
Two hundred participants aged 2 to 67 years were recruited from family, friends, and public venues. The sample consisted of 98
children (under 18) and 102 adults (18 or older), providing a balanced dataset to improve model generalizability.

3.4 Gameplay mechanics
Participants were instructed to complete tasks involving a minimum of 16 touch interactions to ensure sufficient data collection
within a fixed gameplay duration.

3.5 Gestures metrics
The following metrics were extracted to capture behavioral differences between adults and children:

. Touch Count: Total number of touch events during gameplay, reflecting engagement [12].
. Touch Pressure: Intensity of touch based on gesture speed [13].

. Touch Frequency: Average touches per unit time.

. Swipe Speed: Velocity of swipe gestures [13].

. Time Between Touches: Interval between consecutive touch events [14].

. Distance Between Touches: Physical distance between sequential touches [2].

. Angle of Drag: Directional angle of drag gestures [15].

3.5 Data analysis using machine learning
Data preprocessing included cleaning, normalization, and outlier removal. Two primary algorithms—1D Convolutional Neural
Networks (CNN) and Bagging ensembles—were applied to classify users based on touch interaction data.

1) Convolutional Neural Networks (CNN)
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CNNs efficiently extract complex patterns from spatial and sequential data. The 1D-CNN model architecture used here is tailored
for time-series touch data [16].

2) Bagging Algorithm
Bagging reduces overfitting and improves model stability by aggregating multiple weak learners trained on bootstrap samples,
typically decision trees [17].

3.4 Justification for algorithm selection

CNN was chosen for its automatic feature extraction from spatiotemporal data, suitable for subtle touch patterns. Bagging was
selected for its ensemble strength to reduce variance and improve robustness given behavioral variability. Preliminary tests
confirmed their superior accuracy over traditional classifiers.

4. results and evaluation

The results of the study are presented along with a systematic evaluation of the proposed approach. The objective is to
demonstrate the effectiveness of the developed system in capturing user interaction behaviors and to assess the performance of
the applied machine learning models. The evaluation begins with a description of the experimental setup, followed by an
analysis of the collected data, and concludes with a comparison of model performance across multiple metrics.

4.1 Experimental setup

A field experiment was conducted using a custom interactive game installed on smart devices such as smartphones and tablets.
Participants naturally performed various touch gestures including tapping, swiping, scrolling, and dragging. Data-t-on timing,
speed, pressure, and gesture direction were automatically recorded without interference to ensure genuine behavior.

Ethical considerations were strict followed with parental consent for minors. The study employé multiple models (CNN and
Bagging) to compare effectiveness

4.2 Dataset Description

Participants from diverse age groups were recruited Voluntari and given devices with the pré-installed game. The gameplay
involved simple tasks that requiére Natural touch gestures. Data was capture invisibly during the session, including pressure,
location, timing, and gesture angles.

Data files were antonymie to protét privacy. The study included 200 participants (98 children under 18, and 102 adults 18 and
older). Eich session lastex 5 to 10 minutes to balance data riches and participant confort.

The dataset consisted of détaille behavioral features:

. Number of touches per session « Touch pressure
. Gesture velocity (swipe speed)

. Touch frequency

. Distance between touches

. Time between consecutive touches

. Swipe angle

This Rich feature set ensable capturing nuance differences in user interaction across age groups.

4.3 Model Implementation
Several preprocessing and modeling techniques were employed, including:

. SMOTE (Synthetic Minority Over-sampling Technique) to balance class distribution by creating synthetic minority class
samples.

. SMOTETomek, which combines SMOTE with Tomek

Links to refine class boundaries by removing ambiguous points.

. RobustScaler for scaling features robustly against outliers.

. Convolutional Neural Network (CNN) designed for extracting spatial patterns from sequential data.

. Dropout and Early Stopping to reduce overfitting and optimize training.

Models were implemented using Python libraries such as TensorFlow and Scikit-learn.

4.4 Evaluation Metrics
To evaluate classification performance comprehensively, we used:

. Confusion Matrix

. ROC Curve

. AUC (Area Under the Curve)

. Accuracy, Precision, Recall, and F1-score.
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4.5 Results and Analysis

Performance metrics included Accuracy, Precision, Recall, and F1-score. Two models were trained and evaluated:

. 1D Convolutional Neural Network (CNN): Utilizing layers such as GlobalAveragePooling1D, Dropout, and Dense for
robust feature extraction and classification.

. Bagging Classifier: An ensemble of 50 decision trees combined via majority voting to reduce variance and improve
accuracy.

1) CNN Results
Figure 3 illustrates the confusion matrix for the CNN model. The model achieved a high level of classification accuracy, correctly
identifying 1,988 children and 1,984 adults. However, it misclassified 11 children as adults and 15 adults as children. This low
misclassification rate demonstrates the model’s strong generalization capability, even when dealing with real-world behavioral
variance.

ONN Canfusion Matnx
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Figure 3. Confusion Matrix of CNN Model

To further assess the model’s discriminatory power, Figure 4 presents the ROC curve. The curve is tightly clustered near the top-
left corner, indicating near-perfect classification performance. The corresponding AUC value is close to 1.00, confirming that the
CNN model performs excellently across different classification thresholds.

CNN ROC Curve
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Figure 4. ROC Curve of CNN Model

Quantitatively, Table 1 summarizes the performance metrics for the CNN model. With an accuracy of 98.82% and an F1-score of
0.9882, the model maintains a balanced trade-off between precision and recall, making it suitable for real-time user age
classification without requiring additional sensors or identifiers.

Table I. CNN Result

Metric Value

Accuracy 0.9882
Precision 0.9939
Recall 0.9825
F1-score 0.9882

This result confirms that the CNN model achieves a balanced trade-off between false positives and false negatives, making it
effective for real-time classification in practical settings without requiring additional hardware or sensitive inputs.
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2) Bagging Results
Figure 5 displays the confusion matrix for the Bagging model. It correctly classified 1,996 children and 1,974 adults. Only 3
children and 25 adults were misclassified. Although the number of adult misclassifications is slightly higher than in CNN, the
model overall exhibits stronger accuracy, making it robust for deployment in platforms where false negatives (i.e, undetected
children) must be minimized.

Bapging Confusion Matnx

Figure 5. Confusion Matrix of Bagging Model

As shown in Figure 6, the Bagging model’'s ROC curve also approaches the ideal point of (0,1), reflecting excellent predictive
capacity. The nearly perfect AUC confirms the model's strong ability to distinguish between the two user groups.

Bapging ADC Curve
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Figure 6. ROC Curve of Bagging Model

Table 2 presents the detailed results of the Bagging model. With a precision of 99.85% and F1-score of 0.993, it surpasses CNN
in all metrics, making it the best candidate for age-group detection based solely on behavioral features.

Table Il. Bagging Result

Metric Value
IAccuracy 0.993
Precision 0.9985
Recall 0.9875
F1-score 0.993

These values indicate that the Bagging model not only matches but also surpasses CNN in all evaluated metrics, suggesting it as
a highly reliable and scalable approach for child detection through behavioral biometrics.

3) Model Comparison
Figure 7 offers a direct visual comparison of the two models across all evaluation metrics. It is evident that the Bagging model
consistently outperforms CNN, particularly in precision, which is critical in minimizing false positives in child protection contexts.
Overall, both models achieved outstanding results, confirming the viability of using behavioral biometrics for nonintrusive and
privacy-preserving user classification. The Bagging model, however, demonstrated a slight performance edge and could be more
suitable for real-time deployment in digital safety systems.
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Figure 7. Performance Comparison Between CNN and Bagging Models

5. Discussion

In interpreting the results, it is important to move beyond reporting accuracy values and examine the underlying factors that
contributed to the models’ effectiveness. Such analysis provides insights into their strengths, potential limitations, and suitability
for real-world deployment.

5.7 Model Performance

Our developed models, namely the Convolutional Neural Network (CNN) and the Bagging ensemble classifier, demonstrated
remarkable performance in classifying users into children and adults based on their touchscreen behavioral biometrics. The CNN
model achieved an accuracy of 98.82%, reflecting its strong capability to automatically extract and learn relevant features from
the sequential touch interaction data. Meanwhile, the Bagging model slightly outperformed the CNN with an accuracy of 99.30%,
showcasing the robustness gained through aggregating multiple decision trees to reduce variance and overfitting.

In addition to high accuracy, the Bagging model also exhibited superior precision and stability, which are critical metrics for
minimizing false positives in real-world child protection applications. This slight performance advantage suggests that ensemble
methods can better handle the natural variability and noise inherent in behavioral biometric data. Overall, these results confirm
that behavioral biometrics, combined with advanced machine learning algorithms, provide a viable, non-intrusive, and privacy-
preserving solution for reliable age group classification on touchscreen devices.

5.1 Comparison With Related Studies
Table 3 provides a concise overview of key studies related to age group classification and child identification using behavioral

biometrics. It highlights the focus of each study and the distinct advantages of our approach.

Table Ill. Summary of Key Related Studies

Study Focus Main Strengths of this Approach
Cheng et Child detection via touch Deeper behavioral features,
al. [3] gestures using classical ML, CNN+Bagging, higher accuracy
98.3% accuracy
Liang et Behavioral biometrics for loT Real system, 99% accuracy, interactive game
al. [18] continuous authentication, no data

experimental results

Guimardes et |Age classification via social media[Non-intrusive touch data,
al. [19] text, 95% accuracy better  privacy, higher accuracy

Zaccagnino et/Gesture-based child safety tech, [More diverse dataset, interactive tasks, 99.3%

al. [20] 88% accuracy

accuracy
Neal & Soft biometrics from |Focused task, higher accuracy, better privacy
Woodard [5] [S]app usage with variable

accuracy

Finnegan et |Objective mobile use metrics withInnovative metrics, empirical evidence,
al. [11] sensors improved understanding
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Although the table summarizes the key points briefly, several important aspects from these studies merit further discussion:

e Cheng et al. [3] employed classical machine learning algorithms like kNN and SVM on limited gesture features such as
hand geometry and finger dexterity. In contrast, our model utilizes deeper behavioral features including swipe angle,
speed, and pressure, combined with powerful CNN and Bagging methods, resulting in significantly improved accuracy.

e Liang et al. [18] provided a comprehensive review on loT continuous authentication but lacked experimental validation.
We complement this by implementing a working system that collects real-world behavioral data through an interactive
game, achieving over 99% accuracy.

e Guimarédes et al. [19] focused on age classification using textual data from social media posts, which raises privacy
concerns. Our approach relies solely on non-intrusive touch gestures, enhancing privacy and enabling easier
deployment in child-safe applications, while improving accuracy beyond 99%.

e Zaccagnino et al. [20] presented techno-regulation through gesture analysis on a relatively small and less diverse
dataset. Our study addresses this gap by using a more varied dataset from 200 participants engaging in interactive
tasks, achieving superior accuracy and AUC scores.

e Neal and Woodard [5] explored soft biometrics such as app usage and calls, facing accuracy fluctuations and privacy
issues. Our method narrows the focus to child vs. adult classification with more stable and higher accuracy, while
respecting privacy by excluding sensitive data like calls or messages.

e Finnegan et al. [11] introduced novel behavioral metrics using embedded sensors like accelerometers and gyroscopes
to objectively measure children’s device usage. This complements touchscreen biometrics by broadening sensor
modalities and supporting improved child identification robustness.

Collectively, these studies demonstrate the evolving landscape of behavioral biometrics for child identification. Our approach
advances this field by combining interactive data collection, sophisticated modeling, robust preprocessing, and privacy
preservation, culminating in a scalable solution ready for real-world application.

5. Conclusion and Future Work

This study proposed a novel, privacy-preserving framework for distinguishing children from adults based on touchscreen
behavioral biometrics. By collecting diverse gesture data through an interactive game and extracting a rich set of features—such
as pressure, speed, angle, and timing—we trained two machine learning models, CNN and Bagging, which achieved high
accuracies of 98.82% and 99.30%, respectively. The combination of diverse behavioral features, effective preprocessing, and
robust modeling contributed to the system'’s superior performance and demonstrated the feasibility of using touch-based
interactions for real-time age group classification.

Future work may involve expanding the participant pool across more diverse demographics and device types to enhance model
generalizability. Additional gesture types, such as multi-touch and rotational inputs, could further improve feature richness.
Investigating temporal models (e.g.. LSTM), integrating the system as a background service for continuous classification, and
analyzing behavioral changes over time—particularly in children—will strengthen the system’s adaptability and support broader
applications in digital child safety.
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