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| ABSTRACT

Digital sovereignty has become a crucial necessity for governments aiming to uphold strategic oversight of their technological
framework while providing effective services to citizens. The alignment of digital sovereignty principles with agile delivery
methods offers transformative chances for public sector entities to cultivate local digital skills while maintaining innovation
speed and service excellence. Government entities applying agile frameworks in sovereignty-oriented projects can cultivate
strong internal technical skills via iterative development processes that maintain institutional knowledge while allowing swift
adjustments to changing citizen demands. Incorporating citizen-focused design principles into sovereign systems guarantees
that solutions created by the government provide higher user satisfaction than those offered by vendors, fostering direct
connections between government developers and citizens that remove barriers to interpretation. Strategic architectural choices
focusing on microservices patterns and API-first development methods allow governments to retain detailed control over system
elements while ensuring adaptability for future growth and third-party integration when advantageous. Capacity-maturity
evolution frameworks offer organized routes for government entities to progressively enhance their technical skills, transitioning
from basic agile methods to advanced DevOps practices that compete with private sector development firms. The combination
of these elements establishes enduring structures for government digital transformation that emphasize both sovereignty goals
and outstanding citizen services, fundamentally altering the connection between governmental technology potential and
democratic service provision.

| KEYWORDS

digital sovereignty, agile delivery, government technology, citizen-centric design, capacity maturity

| ARTICLE INFORMATION

ACCEPTED:12 July 2025 PUBLISHED: 14 August 2025 DOI: 10.32996/jcsts.2025.7.8.121

Introduction

Digital sovereignty has become a vital strategic priority for governments aiming to retain authority over their technological
future, especially as the difficulties of updating legacy systems persistently affect public sector entities globally. The challenge of
upkeep for aging infrastructure while addressing changing mission needs leads to an ongoing cycle of technological debt that
limits government flexibility and ability to innovate [1]. As governments contend with outdated systems crafted many years ago
for very different operational contexts, the expense of sustaining these legacy platforms frequently takes up large segments of IT
budgets while providing decreasing benefits in citizen service quality.

The issue surpasses simple technical obsolescence to include strategic fragility, as countries struggle with growing reliance on
outside suppliers and international technology systems that may not conform to national priorities or security needs.
Conventional procurement processes have established frameworks where governments act as passive users of technology rather
than proactive designers of their digital futures, leading to prolonged vendor partnerships that restrict adaptability and foster
technological dependencies across various electoral periods [1]. Such relationships frequently start with assurances of cost-
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effectiveness but transform into intricate networks of licensing deals, support contracts, and upgrade routes that can tie
government entities for years.

The convergence of digital sovereignty concepts with agile delivery practices offers a significant chance for governments to
develop internal capacity while ensuring fast delivery solutions that effectively address citizen needs. Contemporary
governmental institutions are realizing that agile methodologies can be modified to tackle the specific issues of public sector
development, such as regulatory adherence, security needs, and stakeholder intricacies that define government technology
projects. The iterative approach of agile development enables government teams to incrementally tackle legacy system
modernization, minimizing risk while enhancing internal expertise that accumulates through ongoing project cycles [1].

Principles of design from private sector innovation can transform government service delivery when they are integrated with
development strategies that prioritize sovereignty. The use of user-centered design approaches in government settings shows
how citizen experiences can be significantly enhanced by direct interaction between government development teams and service
users, removing the translation barriers that frequently distort requirements when working through vendor intermediaries [2].
This straightforward connection allows government developers to grasp the intricate needs of various citizen groups and devise
solutions that cater to actual usage trends instead of merely theoretical guidelines.

The alignment of these paradigms provides a means for public sector entities to create citizen-focused digital services while
maintaining complete ownership and oversight of essential systems, fundamentally transforming the government’s role from a
passive technology user to an active digital innovator. Government entities adopting this strategy find that internal development
skills produce institutional knowledge resources that can be utilized across various agencies and service areas, creating
compounded value that significantly surpasses the initial investment in capacity enhancement [2]. The economic advantages go
beyond instant cost reductions to encompass strategic value generation through reusable parts, shared systems, and inter-
agency cooperation that enhances the effects of separate development investments.

This change promotes innovation networks that support national priorities while providing immediate benefits to citizens
through flexible, responsive digital services that can adjust to shifting demands and new possibilities. The strategic ramifications
include national resilience, economic growth, and democratic governance, as governments equipped with robust internal digital
capabilities can swiftly address crises, bolster local technology industries, and preserve citizen trust via transparent and
accountable service delivery systems.

Building Internal Capacity Through Agile Frameworks

The basis of digital sovereignty is establishing strong internal technological skills that can adjust to changing government
mission needs while ensuring independence from external vendor reliance. Government entities globally are acknowledging that
conventional methods of technology development frequently lead to institutional issues that go well beyond technical execution,
including aspects like organizational culture, stakeholder engagement, and patterns of resistance to change that may last for
years following initial implementation efforts [3]. Public sector environments present distinct obstacles to agile adoption due to
hierarchical decision-making processes, mandates for regulatory compliance, and political accountability systems, which contrast
sharply with the private sector contexts where agile methodologies were initially established and improved.

Agile methods offer the framework needed to develop these capabilities gradually and sustainably, but effective execution
demands thoughtful adjustments to tackle the unique institutional challenges that define government functions. In contrast to
conventional waterfall methodologies that demand significant initial planning and prolonged development periods often lasting
several fiscal years, agile frameworks allow governments to gain expertise through iterative learning and ongoing improvement
cycles that can adapt to the political and administrative challenges of public sector operations [3]. Data from public sector IT
initiatives indicates that organizations that successfully undergo agile transformation usually dedicate substantial effort to
change management, educating stakeholders, and adapting their culture instead of merely implementing agile practices without
contextual adjustments.

Teams that include government technologists, policy specialists, and user experience designers can quickly create prototypes
and develop institutional knowledge, yet forming and sustaining these teams necessitates overcoming entrenched
organizational silos and professional barriers that have developed over many years of specialized government functions.
Research in project management indicates that organizations exhibiting robust cross-functional collaboration skills attain
significantly greater success rates in intricate technology projects, with advantages becoming especially evident when teams
have stable membership and cultivate a mutual comprehension of technical opportunities and policy limitations [4]. The
amalgamation of varied skills within agile teams fosters chances for groundbreaking innovations that arise from the convergence
of technical abilities and specialized knowledge, leading to solutions that purely technical or purely administrative methods
could not achieve separately.
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Sprint-based development cycles enable teams to explore new technologies, quickly pivot when methods are unsuccessful, and
expand successful innovations across various agencies. However, the cultural changes needed to support experimentation and
managed failure pose a substantial challenge in adopting agile practices in government. Current project management data
shows that organizations using iterative development methods achieve significantly better project results than those using
traditional sequential techniques, with advantages that go beyond just immediate delivery success to encompass improved team
skills and increased organizational learning ability [4]. The experimental aspect of sprint-based development is especially
advantageous in government settings, where innovation needs to be weighed against accountability demands, because the
organized method of experimentation delivers comprehensive documentation of decision-making processes and learning results
that meet oversight standards while fostering real innovation.

The cyclical aspect of agile development presents inherent chances for knowledge sharing and skill enhancement that build up
over repeated project iterations, fostering institutional capability advancement that tackles a major ongoing challenge in
government technology management. As teams engage in consecutive sprints, the blend of structured mentorship and informal
knowledge exchange fosters enduring learning atmospheres that maintain institutional memory while adopting contemporary
technical methods, ultimately cultivating government technologists capable of handling both regulatory intricacies and evolving
technology environments with similar proficiency.

Agile Capacity Building Framework
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Fig 1. Agile Capacity Building Framework [3, 4]
Citizen-Centric Design in Sovereign Systems

Initiatives for digital sovereignty should focus on the citizen experience to validate the resources allocated for internal
development, especially since the need for digital government transformation has evolved from being a mere option to a crucial
component of public service delivery in today's governance context. The swift progress of digital transformation across all
sectors has greatly altered citizens' expectations of government services, leading to scenarios where digital-first approaches to
public service delivery have become the primary interface between citizens and government agencies [5]. Government entities
that do not adapt to these changing expectations may jeopardize citizen engagement and trust, whereas those that effectively
deploy citizen-focused digital services frequently find that enhanced service delivery boosts democratic participation and civic
involvement among various population groups.

Agile user-focused design approaches offer the means to develop services that genuinely satisfy citizen needs while ensuring
government oversight of data and functions, tackling the intricate challenge of harmonizing user experience enhancement with
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the security and regulatory obligations inherent to government activities. The shift to digital-first government services
necessitates a deep comprehension of how citizens truly engage with government systems in practical settings, advancing
beyond abstract service design to adopt empirical methods that emphasize measurable user actions rather than organizational
beliefs regarding citizen requirements [5]. This empirical method becomes especially important when recognizing that
government services frequently act as vital infrastructure for citizen involvement in economic and social systems, rendering the
quality of user experience an issue of civic fairness instead of just convenience.

Research involving users through government avenues guarantees that citizen input directly shapes development priorities,
eliminating vendor interpretation, and fostering authentic participatory design that mirrors the varied needs and abilities of real
service users instead of theoretical user personas. Government entities that adopt direct user research capabilities find that
genuine citizen involvement in design processes yields insights that significantly question standard methods of public service
delivery, exposing usage trends and challenges that would stay hidden through typical requirements gathering techniques [6].
The creation of ongoing feedback systems between government developers and citizen users allows for continual improvement
of service interfaces and processes, resulting in adaptable systems that progress with shifting citizen requirements instead of
being fixed post-initial launch.

Frequent user testing sessions facilitate quick revisions of interface designs and service processes, resulting in more intuitive and
accessible digital experiences that cater to the entire range of citizen digital literacy levels and patterns of technological access.
Recent studies in government user experience design indicate that effective digital government services must cater to
considerable differences in user technical abilities, device availability, and internet access. This necessitates design strategies that
emphasize accessibility and progressive enhancement rather than complex features that might alienate segments of the citizenry
[6]. This essential design requirement is especially significant as government digital services frequently serve as the main means
for citizens to obtain vital public benefits and engage in democratic activities.

Agile's emphasis on functional software rather than thorough documentation aligns with citizens' demands for quick, efficient
digital services that prioritise job completion over intricate procedures or administrative convenience. Citizens seeking
government digital services generally come with clear objectives and time limitations, prioritizing the speed of service
completion and the clarity of the interface over an extensive array of features or complex technical solutions that might impress
administrators but annoy real users. By concentrating on providing effective solutions in brief cycles, government teams can
showcase measurable advancements while fostering public trust in local digital skills, establishing beneficial feedback loops
where citizen contentment with state-operated digital services strengthens political backing for ongoing investment in internal
governmental technology capabilities.
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Fig 2. Citizen-Centric Design Process [5, 6].
Strategic Control and System Architecture

Sustaining strategic oversight of essential digital infrastructure demands meticulous architectural design within agile frameworks,
especially as governmental entities must maneuver through the changing cybersecurity environment while maintaining
operational adaptability and strategic independence. The launch of improved cybersecurity frameworks has brought significant
changes that highlight the need for integrating risk management across organizational functions instead of viewing
cybersecurity as a separate technical issue, establishing new demands for government entities to incorporate security elements
into all facets of their digital transformation efforts [7]. These framework revisions acknowledge that successful cybersecurity in
governmental settings necessitates holistic strategies that synchronize security expenditures with organizational goals, all while
preserving the flexibility needed to adapt to swiftly changing threat environments and evolving citizen service demands.

Incorporating modern cybersecurity frameworks into government functions requires architectural strategies that support both
stringent security and adaptable operations, questioning conventional beliefs regarding the link between security and system
efficiency. Government entities adopting these improved frameworks find that security-by-design strategies foster increased
operational agility by removing the retrofitting difficulties associated with systems where security factors are considered post-
deployment [7]. The framework's focus on ongoing enhancement and flexible risk management aligns seamlessly with agile
development principles, offering government entities the chance to attain both security excellence and swift delivery capabilities
through cohesive strategies that view security as a facilitator instead of an obstacle.

Microservices architectures crafted through agile methodologies allow governments to maintain detailed oversight of specific
system elements while ensuring the ability to adapt and expand services independently, tackling core issues in government
system architecture that have lasted for many years. Modern microservices designs showcase notable benefits regarding
deployment adaptability, fault segregation, and technological variety, allowing government entities to implement top-notch
solutions for particular functional needs while preserving overall system integrity [8]. The modular design of microservices
architectures is especially beneficial for government agencies that need to cater to different stakeholder groups with distinct
needs, since separate services can be tailored for particular applications without affecting the performance or security of other
system parts.
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API-first development strategies guarantee that government systems can connect with external services when advantageous,
while also allowing for the replacement of third-party components with internal options, fostering strategic flexibility that avoids
vendor lock-in circumstances and facilitates the adoption of innovation. The architectural patterns made possible by
microservices design promote loose coupling among system components, allowing government organizations to test new
technologies and service providers without jeopardizing essential operations [8]. This architectural adaptability is crucial when
evaluating the extended lifecycle expectations for government systems, as microservices strategies allow for gradual
modernization that can cover several budget cycles while ensuring consistent service during the transformation.

Principles of security-by-design integrated into agile development cycles ensure that sovereignty issues are considered during
the entire development process, not as an afterthought, resulting in cohesive security strategies that meet fast delivery needs
while providing robust threat protection. The integration of improved cybersecurity frameworks with microservices architectures
allows government entities to adopt defense-in-depth strategies, offering several layers of security without generating single
points of failure that might jeopardize complete systems. Frequent security sprints and ongoing vulnerability evaluations build
strong systems capable of enduring present and future threats while preserving the operational flexibility needed to address
changing citizen demands and adapt to new policy obligations.

Strategic Control Architecture Components
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Fig 3. Strategic Control Architecture Components [7, 8].
Capacity-Maturity Evolution Models

Government digital transformation necessitates organized strategies for capability development that are consistent with agile
principles, especially as public sector entities must reconcile swift technological progress with the methodical process
enhancement methods typical of established software development settings. The combination of Capability Maturity Model
Integration frameworks with object-oriented analysis and design principles illustrates how government entities can enhance their
software development processes while upholding the strict documentation and rigor standards necessary for accountability in
the public sector [9]. Government entities adopting these integrated strategies find that systematic capability enhancement
establishes enduring foundations for digital sovereignty projects, allowing teams to construct advanced technical solutions while
preserving the procedural discipline essential for the ongoing maintenance of systems and adherence to regulations.

Capacity-maturity models present frameworks for evaluating existing capabilities and strategizing gradual enhancements via
iterative development cycles, delivering organized routes that address the distinctive challenges of government technology
development, such as security clearance necessities, inter-agency collaboration demands, and the intricate stakeholder
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management situations typical of public sector projects. Utilizing maturity frameworks in object-oriented development practices
allows government teams to methodically enhance their software engineering skills while concentrating on providing citizen-
centered services that satisfy both functional needs and quality criteria [9]. This methodical strategy is especially beneficial in
governmental settings, where project failures may lead to considerable political and operational fallout, thereby making gradual
capability enhancement more desirable than drastic changes that pose high risks.

Early maturity stages emphasize the implementation of fundamental agile practices and the development of essential technical
skills via well-organized learning opportunities that empower government teams to gain confidence in innovative methodologies
while ensuring service delivery obligations are met. The core of lean-agile leadership principles offers government entities
frameworks for handling the cultural and organizational shifts necessary for technical change, tackling the human elements that
frequently influence the success or failure of digital projects in intricate bureaucratic settings [10]. Government leaders utilizing
these strategies find that effective transformation necessitates concurrent focus on enhancing technical capabilities and
managing organizational change, as even the most advanced technical practices fail without leadership frameworks and cultural
norms that foster experimentation and ongoing learning.

As teams accumulate experience, they become capable of addressing more intricate projects that demand enhanced technical
skills and collaboration across agencies, leveraging the systematic process advancements and leadership techniques typical of
greater maturity levels. Advancing to higher capabilities necessitates an intricate comprehension of how lean-agile leadership
principles can be tailored to governmental settings, where traditional hierarchical decision-making frameworks need to be
harmonized with the collaborative, cross-functional methods that facilitate success in agile development. Government entities
with moderate maturity levels frequently find that their primary difficulties stem from organizational boundaries and
communication practices rather than technical execution specifics, necessitating leadership strategies capable of managing both
technical intricacies and institutional limitations.

Higher maturity levels include complex DevOps methodologies, automated testing systems, and continuous integration
workflows that facilitate swift, dependable software delivery while upholding the extensive documentation and audit trails
necessary for governmental functions. At these levels, governmental bodies can successfully rival private sector development
skills while retaining complete oversight of their digital resources, fostering strategic benefits that go beyond short-term
technical abilities to encompass organizational resilience and adaptability. The maturity model method guarantees that digital
sovereignty efforts expand sustainably instead of burdening government entities with impractical expectations, as each maturity
stage fosters systematic progress in both technical skills and organizational efficiency, leading to cumulative benefits over time.

Capacity-Maturity Evolution Leveis
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Fig 4. Capacity-Maturity Evolution Levels [ 9, 10].
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Conclusion

The combination of digital sovereignty principles and agile delivery methods signifies a significant change in government
technology strategy that tackles core conflicts between security, control, innovation, and exceptional service delivery.
Government agencies adopting this integrated model find that sovereignty goals and agile methodologies are not only
compatible but also mutually beneficial, generating synergies that improve both strategic independence and operational
efficiency. The citizen-focused design principles incorporated in sovereign agile frameworks guarantee that government
technology expenditures produce real benefits for citizen users while enhancing institutional capabilities that accumulate over
multiple project cycles. Strategic architectural choices that focus on modularity, interoperability, and evolutionary design allow
government entities to retain control over essential systems while ensuring adaptability for advantageous external integrations
and technological progress. The capacity-maturity evolution models that shape these changes offer practical routes for
government entities to enhance advanced technical skills without burdening current operational frameworks or establishing
unfeasible transformation anticipations. Achieving success in adopting sovereign agile practices necessitates a continuous
dedication to developing internal capabilities, ongoing learning, and flexible leadership that can manage both the technical
intricacies and institutional limitations present in government operations. The final result of these combined methods is the
development of government entities that can lead in technology rather than just consume it, establishing robust digital
frameworks that address both urgent citizen demands and enduring national objectives through homegrown innovation and
strategic self-sufficiency.
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