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| ABSTRACT

Sustainability in business security is important when organizations must first develop strategies that will disallow short-term
cyber threats while at the same time protecting organizational structures and important operations. This paper aims at
identifying how analytics has been incorporated in the cybersecurity practices especially vulnerability management as a long-
term security approach. For this study, based on the "vulnerability_assessment_datal.csv” the different attributes like the
severity, risk score, and the time of the patch are analyzed using the descriptive and predictive analysis to find out a pattern,
which is clearly missing in the current approaches. Techniques of clustering discovered even more repeated patterns in the
susceptible software for more pointed actions to be taken. The study lays particular emphasis upon the implications of data-
driven access in minimizing the response time and risk that has involved most vulnerability priorities. The present research
outcomes reveal how analytics foster improved cybersecurity and sustainability, in terms of operational continuity with the
fewest disruptions possible. Lack of an actual set of data as well as assessment of the financial consequences deserve further
research exploring the integration of new datasets and considering financial capabilities of the validated model. This research
also provides a literature-based argument for the longer-term application of analytics for cyber risk management, which points
a direction for businesses to adopt continual and proactive security that is critically needed in a world where threats are set to
increase.
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I. Introduction

In today's globalized, digital economy, organizations are exposed to an almost limitless array of risks that threaten their
existence, brand, and prosperity. Since firms are now leveraging technology as the key driver of growth and innovation,
cybersecurity has become one of the most vital strategic business models. The traditional security model that dictates protection
from threats drawn from the outside world is insufficient and rarely proactive in nature. The possibilities for using predictive analysis
and proactive risk management approaches should be considered a top priority. As for this research, it deals with cybersecurity
and sustainability as two interrelated aspects to introduce data-oriented security management strategies to address mature cyber
threats. The importance of vulnerability assessment and management as the first steps of the security development process. By
applying a comprehensive dataset named “vulnerability_assessment_datal.csv,” the current research aims to evaluate the analytics’
capability to enhance the decision-making related to the vulnerabilities. It collects important elements like severity levels, the type
of vulnerabilities, risk scores and timetable of the patch which are very useful for potential patterns and trends for vulnerability
management. The integration of analytics into cybersecurity practices provides a dual advantage. It improves operational
competency by lessening the vulnerability of pessimistic occurrences and amplifying organizational protection against cyber
threats, as well as it supports overall sustainability execution by maintaining business continuity as well as stakeholders’ confidence.

Copyright: © 2025 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Al-Kindi Centre for Research and Development,
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This paper aims to discuss how descriptive and predictive analytics can improve the vulnerability management process and how,
by focusing on threat priorities, organizations can allocate resources most efficiently and respond to high-priority threats at the
soonest possible time. This research, which is to explore sustainable business security needs, seeks to advance the cause of
preventative, large-scale, and analytics-driven business cybersecurity that protects ongoing activities and future expansion. The
results provide a blueprint for organizations aiming to integrate analytics within cybersecurity strategies to improve organizational
defensive and sustainable capacity in today’s uncertain cybersecurity environment.

1.1 Problem Statement

Today there is a rising trend of cyber threats that affects several businesses which helps reveal weaknesses, halt
operations, and erode stakeholder confidence. Even while businesses have devoted financial resources to cybersecurity, critical,
high-severity software flaws may stay unpatched for months because of horning viable security strategies and improper risk
prioritization [1]. Current methods have not been able to give an organization assessment of the critical risks we face today and
thus make organizations prone to being exploited. Increasing the complexity of cybersecurity environments only worsens this
problem, which is conventional systems with massive amounts of data. This research responds to these challenges by investigating
how advanced analytics can enhance the vulnerability management strategies, identify the most dangerous threats, and integrate
cybersecurity strategies with sustainable business development approaches to consider long-term cyber risks effectively.

1.2 Research Objectives

The main research purpose of the present work is to identify the opportunities that advanced analytics offer for effective
vulnerability management in cybersecurity.

e Descriptive analytics to draw inefficiencies trends concerning response to vulnerability resolution times.

e To use the same models to evaluate the vulnerabilities at high risk as well as the most important parameters of the scope.
e To apply techniques of data analytics to drive strategies that enhance resource investment and management.

e That is why the thesis aims to design a sustainable approach for proactive cybersecurity based on data analysis.

1.3 Research Questions

The research seeks to answer the following questions:

1. What roles play the main factors resulting in the delay in addressing high severity vulnerabilities?

2. In how close a way are exacting models capable of predicting high-risk vulnerabilities and what are the key predictors?

3. To what extent does the use of big data integration improve vulnerability management and foster sustainability in
business?

1.4 Significance of the Study

This study is important as it aims to solve the central research problem of addressing emerging cyber risks within a
growing technological landscape. Current conventional security methods cannot address high criticality issues within a short span
to prevent organizational exposure to continuous risks. This research integrates superior analytics to offer a preventive/anticipatory
solution for managing any related risks [2]. The study provides the frameworks for creating predictive models combined with data
visualization tools that allow for high-precision predictions of the organization’s vulnerabilities, efficiency of resource distribution,
and enhanced decision-making. Such contributions not only help improve organizational cybersecurity but they also assist in
ensuring continuity and thus sustain business sustainability goals while equally maintaining the trust of the various stakeholders
It offers insights into the integration of analytics in cybersecurity, to develop long term resilience and risk management.

2. Literature Review

Sustainability in cybersecurity has drawn so much interest because organizations are under pressure to manage cyber
risks as more threats arise. This paper aims at reviewing literature about the integration of analytics in cybersecurity effects for
constructing a sustainable business security.

2.1 Sustainability Applied Cybersecurity

An effective approach to cybersecurity work implies the use of strategies that will in the long run help provide protection
while concurrently combating emergent threats. Modern research points to the lack of coordination between cybersecurity
measures and sustainable development objectives and practice, the focus on which should be continuity, flexibility, and confidence.
The use of sustainability practices decreases operational risks and preserves essential organizational processes in the long run. For
example, incorporating risk-based priorities into security systems work in a way that assists organizations in locating resources [3].
Scholars claim that sustainability in cybersecurity is broader than environmental management, dedicating to adapt to new threats.
Both strategies help businesses focus on managing their digital assets while attaining more extensive sustainable aims. There is
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still some difficulty in integrating sustainability into the security management practice, which underlines the need for exploring
appropriate theoretical models that allow for the achievement of long-term flexibility and efficiency in threat management.

2.2 Role of Vulnerability Management

Risk management is the process of recognizing system weaknesses that can allow cyber threats into an organization'’s
facilities. Research shows that remediation and prioritization done in a timely fashion and in accordance with severity and risk
scores are critical measures of an organization's cybersecurity program. Typical approaches to vulnerability management are
ineffective, thus leading to slow reactions and resource misappropriation. For instance, some organizations take time to patch high
risk vulnerabilities because they lack the necessary prioritization frameworks [4]. The ongoing studies recommend the addition of
analytics to improve vulnerability evaluations and guide decisions and resource utilization. Though progress has been made about
recognizing these issues, some problems like missing or inadequate data and old-fashioned approaches to vulnerability
remediation are still detected, which proves that vulnerability management should be based on more advanced, data-oriented
methods.

2.3 Leveraging Analytics in Cybersecurity

Data analysis is changing the face of cybersecurity by giving corporations instruments with which to measure, forecast,
and counteract threats. Risk evaluation management is made possible by vulnerability data analysis using predictive models,
including machine learning models. Decision trees going around from Random Forest and clustering models help organization
leaders optimize threat management by identifying what needs to be dealt with first and what can wait [5]. Current research reveals
that systematizing analytics into security work procedures leads to a decrease in the potential for attacks and the improvement of
the post-attack response. Nonetheless, there are barriers to its adoption including difficult to implement models and the need to
have good data. The authors encourage the further evolution of analytics tools that fit the cybersecurity context and should be
easily scorable and interpretable in complex business ecosystems.

2.4 Challenges in Analytical Approach

There are challenges that put a limit to the uses of analytics in cybersecurity. Ambiguous and unclear data, irregularity of
reporting vulnerabilities, and usage of fabricated data restrict the application of analytical models in the real world [5]. Most
algorithms with high classification accuracy are still black box models, which are hard for many non-technical key decision makers
to trust. Scalability concerns are also common here, and many models fail to work with large, real-time data sets that are typical
of the enterprise setting. A few researchers have pointed out that the problem could be partially alleviated if common datasets
were created to work with or if models were explained and made far clearer. Meeting these challenges will be important in making
analytic led cyber security strategies relevant and popular making organizations more secure against cyber threats.

2.5 Synthesis and Gaps in Literature

Though prior research emphasizes the role of analytics in the cybersecurity context, few address the implementation of
these tools within enduring systems. Modern academic work mainly focuses on short-term protection from threats, abstracting
from the long-term view of the topic [6]. The absence of accepted data sets and restricted number of actual-world uses of analytical
models result in practical misapplication. To fill these gaps, this research examines vulnerability management analytics, with a focus
on sustainability. In this research, predictive and descriptive analytics are employed in such a way that basic and applied research
findings can be used to create long-term, valuable strategies in the cybersecurity field. Closing these gaps will help fill the current
knowledge gap in terms of understanding how the use of data can help render vulnerability management as a sustainable and
scalable endeavor.

2.6 Empirical Studies

Veer and Chausson’s article, Sustainable Business Development in a Quantum Age: The Hybrid Employing Al to Learning
Cyber Security and Strategic Management System (2024) broaches the subject of advanced application of artificial intelligence to
support cybersecurity and strategic management in view of quantum computing [7]. The authors claim that Al solutions like threat
identification and detection, response, as well as prediction, are critical in combating intricate cyber risks, protecting data, and
preserving organizational stability. As keys to strategic management, they also underscore the importance of Al in giving
businesses better clues on trends in the market, customers’ behaviors, and productivity. This in turn allows organizations to sync
up their strategies with sustainability objectives by focusing on not only generating revenues but also doing so sustainably. There
are also vulnerabilities associated with quantum computing and the paper elaborates on it, insisting on the calling for new security
and change of culture. This work gives a guideline on how Al can be utilized to attain permanent cybersecurity and develop
sustainable business models.

Adeniran et al. (2024) identify the paradigm change from reactive to predictive security and risk management. The authors
highlight that Al-driven predictive models along with real-time analytics help organizations reduce risk in the organization with
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regards to diverse aspects such as security breaches, fraud, and supply chain disruptions. The application of predictive analytics
includes identification of any threats before they happen, proper utilization of resources and good decision making. However, the
paper also presents weaknesses like data quality and privacy, interpretability of the model used, etc. It highlights the need of
adopting new sciences in the risk management models, for example, incorporating blockchain into computational predictive
analytics. The paper ends by emphasizing the importance of strategic management strategies on the foundation of predictive
analysis to counter current and future threats in an increasingly complex threat environment.

The article "Counterattacking Cyber Threats: In the article titled "A Framework for the Future of Cybersecurity.”
Muhammad Fakhrul Safitra, Muharman Lubis and Hanif Fakhrurroja (2023): This article provides a comprehensive look at how
resilience and capabilities can be integrated during cybersecurity to counter current levels of cyber threats. The authors present
an integrated model that assists organizations in regard to the identification, management, and compensation of cyber risks.
Central to this framework is the cultural focus on organizational leadership, responsibility, and creativity in building Cyber
Resilience. This article reveals the relevance of effective response to changing technological environments and new threats on one
hand, and the necessity of maintaining stability and reliable functioning of business processes on the other hand. Due to these
reasons, organizations need to adopt a cybersecurity lineup more in alignment with resilience concepts to increase the capacity to
counter cyber incidents.

The article "Innovation Green Technology in the Age of Cybersecurity: The CE work in progress paper titled, “Managing
Conflict between Sustainability Objectives and Security Imperatives” by Chukwurah, Okeke, and Ekechi (2024) seeks to discuss the
challenge of integrating cybersecurity into green technologies. Closely related to this perspective, it unveils the combination of
goals considered to be irresolvable — sustainable development and secure cybersecurity. Conglomerate integration issues are also
discussed by the authors: these are the dynamic nature of threats and the difficulty of integrating security into fresh green solutions
techniques. organizations must implement cybersecurity measures that are not counterproductive on green advances. The paper
highlights the factors underpinning the cultivation of the security-aware culture that would sustain and address these challenges
through a proposed interdisciplinary framework. This work helps to better understand the ratio between environmental
considerations and the need for protected and dependable solutions, which is so essential for today's business.

The article "Circular Economy and Cybersecurity: The paper “Safeguarding Information and Resources in Sustainable
Business Models,” by Seyi-Lande et al. (2024), focuses on how CE relates to cybersecurity. However, the business models in the
circular economy require proper cybersecurity solutions to improve the stability and durability of the models. It is relative to is
their issues that have to do with complicated supply chains and questions of data security that are fundamental to businesses that
are implementing CE practices. At the same time, it opens prospects, among which it is possible to note the significance of digital
tools as a part of formation of innovative, secure, and sustainable supply chains. Moreover, it presents policy guidelines for
adopting proper security measures in CE and extends the policy directions to promote further research on the impact of
cybersecurity in such architectures. This corresponds with the trend of requirement of comprehensive cybersecurity in sustainable
business.

3. Methodology

This research specifically focuses on the application of analytics into more suitable security frameworks. Consequently, by
employing a mixed-method approach, it entails both quantitative and qualitative findings as well as contextual investigation of
long-term cyber threats [8]. Its strength is since it pays attention to both the quantitative aspect from vulnerability assessments
and the qualitative aspect that gives an organization the ability to strengthen its shield and improve its decision making.

3.1 Research Design

The present study adopts a Mixed Methods Research Design to incorporate the two types of methods. The emphasis is
on arithmetic data analytics to recognize trends in cybersecurity risks. Secondary data were therefore used to gain complementary
qualitative data and contextualize findings using sustainability lenses [9]. The design focuses on analytic use for describing as well
as forecasting vulnerability management relying on prior experience results for estimating the current practices and their future
outcomes. This double-edged approach provides a good coverage of the analysis to give an insight of the part analytics must play
in attaining sustainable business security. To facilitate these objectives based on the outlined research framework, there are several
mechanisms to adhere to the intended organizational cyber related aims and enhance organizational sustainability.

3.2 Data Collection

The data for this research was obtained from the repository on Kaggle and is titled vulnerability_assessment_datal.csv.
This database includes important characteristics including severity levels, risk scores, vulnerability types, and patch timelines [10].
Secondary data in form of articles and journalistic records were used to complement the study outcomes. The key strategy for
data collection was concerned with relevance and completeness of collected information by defining attributes relevant to
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vulnerability management. The data for this study was carefully screened and only those responses that met the set standards
were chosen leaving out any half-baked ones. Secondary sources supplemented the work with theoretical concepts and with
current trends within the industry.

3.3 Data Processing

Preprocessing on the dataset involved cleaning, normalization, and transformation, to ensure the dataset was ideal for
analysis. For some of the treatment techniques applied, missing values were addressed using a process of imputation and outliers
were also handled to ensure that analyses were accurate. For data preprocessing [11], the Pandas library was used, and for most
of the text visualization and visualization of the distribution of data, Matplotlib and Seaborn Libraries were employed. To support
descriptive and predictive analysis, data was grouped by severity, vulnerability types and time needed for resolution. These
preprocessing measures were means by which the dataset was properly formatted towards statistical analysis and visualization,
which provided sound and implementable insights on the state of cybersecurity threats.

3.4 Tools and Techniques

The study analyzed data with preprocessing and statistical tools in Python. Scikit-learn libraries for example enabled the
more complex modeling such as the Random Forest as well as Logistic Regression for prediction. Some questionnaires were built
on Tableau which allowed the stakeholders to easily interpret the results as the results displayed in the form of dashboards [12].
Recurrent features were discovered through clustering algorithms, and areas of concern were highlighted best by visualizations
graphs. These tools made the study results valid and at the same time, easier to understand and therefore organizations could
easily translate them into practical and efficient interventions. The use of Python and Tableau proved to be a strong complimentary
package that allowed for detailed analytical work as well as clear presentation of achieved results.

3.5 Limitations

Its limitation lies in the fact that data used in the study was artificial obtained from Kaggle and hence might not reflect
the actual problem-solving environment. Further, the study does not include any related information that may help to understand
organizational practices or threat landscapes inherent in different organizations, meaning that the conclusions could be rather
restricted[13]. The sources used in this research are secondary sources, therefore the findings are prone to distortion by biases
prevalent in published works. There were also some limitations resulting from the need to handle large amounts of data for real-
time computation. There are areas to fill in future studies: the use of real-life datasets, identification of quantitative consequences,
particular types of risks.

A. 3.6 Ethical Considerations

The study kept ethics standards in consideration to maintain the study’s authenticity. The norms of data privacy and
confidentiality were met by working only with the datasets that are available to the public. In molding this work, care was taken to
ensure that all secondary sources used did not violate the ban on plagiarism in any way [14]. Methods of analysis were developed
to reduce the inflammatory effects, thus establishing results which were genuinely indicative of the genuine reality. Competing
ethical issues also related to reporting, where no manipulation or overemphasizing of findings was encouraged [27]. Overall
following such principles makes the study credible and do the right part in contributing to the field of cybersecurity and
sustainability.

4. Results

The findings of this study show the effectiveness of the proposed analysis in vulnerability patterns, patch management
timelines, and risk distribution over the studied dataset. It carries information regarding the frequency and severity of vulnerabilities
and remediation as well [17]. These insights indicate the specific domains that require improvements in cybersecurity and highlight
the priorities for resource distribution in the field of threats and risks’ mitigation.
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4.1 Analysis of Vulnerability Types and their Risk Assessment Scores
Vulnerability type vs Risk
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Figure 1: The Visualization shows the Vulnerability Type vs. Risk Score

Figure 1 represents the matrix showing various types of vulnerability and risks that are associated with them. Out of all the analyzed
types, the “SQL Injection” has developed the highest risk score of 200. Next up is the vulnerability known as a “Buffer Overflow”
which has a moderate to high-risk score, with values varying around 150. At the same time, “CSRF" and “XSS" refer to relatively
lower risks, as the scores range approximately from 100 to 120. Given the high-risk level of SQL Injection vulnerabilities compared
to other types identified in the research, these findings underline the importance of the mitigation of the vulnerability type [15].
This analysis thus supports an approach that suggests that effort should be directed towards high-risk vulnerabilities to properly
allocate resources and enhance organizational cybersecurity.

4.2 An analysis of the counted vulnerable code based on the severity level
Vulnerability Count by Severity
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Figure 2: This Image represent the distribution of the vulnerabilities depending of their severity level
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Figure 2 demonstrates the distribution of the vulnerabilities depending of their severity level rating them as Low, Medium,
High and Critical. As it can be seen from the results below, the Medium, High, and Critical vulnerabilities pertain with almost similar
likelihood, all which pride in more than a quarter number of occurrences. On the other hand, the vulnerabilities that are categorized
as Low severity seem to be less in number and the count is way lesser than the other categories. These findings show how heavily
skewed the distribution of vulnerabilities are towards the higher severity levels in threats and should be addressed in cybersecurity
in terms of increasing the coverage of likely risks and strengthening their protection.

4.3 Analysis of the Patch remediation timelines by severity level
Average Days to Patch by Severity
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Figure 3: The image illustrated the Patch remediation timelines by severity level

It is depicted from figure 3 that, the longer the average time required for patch deployment, the higher the severity of
system vulnerability. Most importantly, the High risks confirmed that some of them have negative patching days, meaning that
the vulnerabilities had been patched before public knowledge and may be patched ahead of time. Low severity vulnerabilities
reveal moderate patching durations while Critical and Medium severity demand longer durations, touching 40 days for medium
severity. This trend shows that there is some inconsistency in the patch management strategy to address Medium and Critical
vulnerabilities since the resources, or the complexity, begin to affect prioritization. The results highlight the importance of efficient
patching processes especially for critical type to prevent violation. This insight corresponds with the research paper's goal of
strengthening cybersecurity measures through identifying weaknesses and the best measures to implement to reduce the time
taken to address threats on varying levels of severity.
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4.4 Proportionate Distribution of Types of Vulnerability that has been Embedded
Proportion of Vulnerability Types

XSS

Buffer Overflow

SQL Injection

Figure 4: the Pie chart shows The Distribution of Relative Frequency of Vulnerability Types

The percentage distribution of the identified vulnerability types is shown in Figure 4 in the form of a pie chart. SQL
Injection dominates the attacks pie share at 32%; we can therefore deduce that it is rife and greatly affects the financial systems
security. Both Buffer Overflow and CSRF contribute to 24% of the total vulnerabilities, which emphasizes on its importance [16].
Cross-Site Scripting (XSS) takes up 20% which is a relatively low but significant percentage in comparison to the others. This
distribution further emphasizes SQL Injection to be most exploited and entirely threatening towards Database security. The findings
of this chart help stress high customization on mitigating workflows for SQL Injection and the need for raising awareness and tool
adoption alike to properly address every type of vulnerability. They are vital to the development of an ideal system for total risk
management in the cybersecurity frameworks.

4.5 Analysis of Risk Score Distribution Analysis
Distribution of Risk Scores
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Figure 5: this image represents the Risk Score Distribution Analysis
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The histogram in Figure 5 shows the distribution of risk scores of the identified vulnerabilities in the form of histogram.
The horizontal scale represents the Risk value ranging from 1 to 10 and the vertical scale represents the occurrence of vulnerabilities
pertaining to that Risk Score. The results show significant differentiation of risk indicating the level of risk scores ranging from
4,6,10 which denotes the large number of hundreds of scores exist in these ranges. On the other hand, the low number of
vulnerabilities is seen to occur at scores such as 3 and 7, which shows low risk irregularity. The histogram gives the ability to analyze
risk distribution down to an individual data element level which is important for decision making regarding remediation of the
identified risks. There exists high variability in risk levels as supported by this analysis; this variation adds to duly guiding risk
management decision-making processes with reference to the cybersecurity goals espoused to vulnerability management.

4.6 Evaluating the Most Vulnerable Software

Top 5 Affected Software
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Figure 6: this image shows the three most affected software

Top 5 Affected Software Figure 6 illustrates the three most affected software according to the number of the detected
problems. Software A, Software C, and Software B, all have vulnerability counts greater than thirty; Software B the most by a slight
margin. This even distribution of vulnerabilities illustrates the openness of the three most used software to multiple security risks.
The research implies that risks are generalized and occur within many software and not limited to one network, as the impacts are
vast, the approach to tackle it needs to encompass a wide array of applications. These widely used software tools contain numerous
weaknesses; therefore, organizations should practice exceptional security, constant software update, strict patches, and
vulnerability scan. This insight resonates with the formulated research aim of enhancing cybersecurity practices and underlines the
proposed cooperation between developers and security specialists to overcome possible risks successfully.
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5. Dataset

5.1 Snapshot of the dataset below

_ A B C D F G J K
15 14 VulnerabiliMedium  Buffer Ove Software A 25:56.4 25:56.4 1 28 -74
16 15 Vulnerabili Low SQL Injecti Software A 25:56.4 25:56.4 8 28 -310
17 16 Vulnerabili Low CSRF Software B 25:56.4 25:56.4 8 28 -197
18 17 Vulnerabili Critical SQL Injecti Software C 25:56.4 25:56.4 7 28 200
19 18 Vulnerabili Critical ~ SQL Injecti Software C 25:56.4 25:56.4 5 28 20
20 19 Vulnerabili High SQL Injecti Software B 25:56.4 25:56.4 10 28 -165
21 20 Vulnerabili Low Buffer Ove Software B 25:56.4 25:56.4 5 28 232
22 21 Vulnerabili Medium  SQL Injecti Software C 25:56.4 25:56.4 El 28 141
23 22 Vulnerabili Critical  CSRF Software C 25:56.4 25:56.4 8 28 167
24 23 Vulnerabili Critical SQL Injecti Software B 25:56.4 25564 9 28 121
25 24 Vulnerabili High Buffer Ove Software A 25:56.4 25:56.4 6 28 288
26 25 Vulnerabili Medium  SQL Injecti Software C 25:56.4 25:56.4 6 28 5
27 26 Vulnerabili High SQL Injecti Software C 25:56.4 25:56.4 7 28 72
28 27 Vulnerabili High CSRF Software B 25:56,4 25:56.4 4 28 -1
29 28 Vulnerabili Low SQL Injecti Software A 25:56.4 25:56.4 8 28 32
30 29 Vulnerabili Critical Buffer Ove Software A 25:56.4 25:56.4 6 28 70
31 30 VulnerabiliMedium CSRF Software C 25:56.4 25:56.4 1 28 26
32 31 Vulnerabili Low CSRF Software A 25:56.4 25:56.4 -] 28 -30
33 32 Vulnerabili Low SQL Injecti Software B 25:56.4 25:56.4 9 28 123
34 33 Vulnerabili High CSRF Software B 25:56.4 25:56.4 3 28 164
35 34 Vulnerabili Critical CSRF Software C 25:56.4 25:56.4 8 28 58
36 35 Vulnerabili High SQL Injecti Software C 25:56.4 25:56.4 5 28 27
37 36 Vulnerabili Medium  CSRF Software A 25:56.4 25:56.4 8 28 61
38 37 Vulnerabili Medium  CSRF Software A 25:56.4 25564 S 28 -150
39 38 Vulnerabili High x5S Software B 25:56.4 25:56.4 10 28 34
40 39 Vulnerabili Low XSS Software C 25:56.4 25:56.4 7 28 210
41 40 Vulnerabili Critical  CSRF Software A 25:56.4 25:56.4 6 28 238

vulnerability assessment data Y

5.2 Dataset Overview

The dataset used in this research encompasses all forms of vulnerabilities in software giving researchers an understanding
of software vulnerabilities and the potential risks available. It has over 35 records of vulnerabilities of which each record is a different
vulnerability file accompanied by key attributes for systematic analysis. Every record consists of the ID and a Description brief
information on the considered vulnerability and its possible consequences. The dataset divides the vulnerabilities into Severity,
where there is Low, Medium, High and Critical and Vulnerability Type that includes SQL Injection, XSS, CSRF, and Buffer Overflow.
The Affected Software column displays the software products involved so that useful information relevant to the assessment of
risks associated with the vulnerability can be interpreted. Also, the dataset includes Discovered Date and Patch Date variables to
indicate the time line of vulnerabilities allowing for assessment of response time and fix efficiency. Analytically, the Risk Score
reflects the risk determination of each vulnerability, and Description Length reveals the depth of description in each record. The
Days to Patch column gives information about the period taken from the identification of a vulnerability to when it was plugged
in the organization to show the response of organizations. With this dataset, one can analyze specifics of the trends, including the
distribution of the severity levels, the vulnerability types most often encountered, and the software products most often impacted
by these vulnerabilities. Always can use it for temporal analysis, discover patterns in the timelines of the patches, and comprehend
the hierarchy of the critical vulnerabilities. In applying the dataset, researchers would be able to determine if the current
vulnerability management techniques have achieved any success and forecast future possible security risks. it is structured, which
enables using machine learning models for fully automating risk assessments as well as for high-risk vulnerabilities identification
and providing suitable mitigation strategies (https://www.kaggle.com/datasets/bhadramohit/credit-card-fraud-detection)

The overall dataset provides a strong base in the analysis of software vulnerabilities, addressing critical challenges of cybersecurity,
and developing better practice in vulnerability management.
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6. Discussion

6.1 Key Finding and Their Implication

The examination of the “vulnerability_assessment_datal.csv” data sample revealed important trends to assess the
present-day state of vulnerability management, as well as showed the usage of analytical tools to address long-term cyber threats
to be crucial for organizations’ future success. An unexpected result was that high severity vulnerable patches took on average 42
days to fix, implying that vulnerabilities are not fixed in a timely manner. This lag increases the time of vulnerability where potential
exploitation can occur which puts organizations in more danger in cyberspace [18]. This delay can, however, be significantly
addressed through efficiency scale and automated prioritization of the patch management processes, thus improving the
organizational security system. The quantitative research showed that factors like severity levels, vulnerability types and the number
of days to patch are very crucial in portraying risk exposure. For example, high severity ones including SQL Injection, and Buffer
overflow kinds, were acknowledged as being relatively risky if not mitigated over the near term. Information generated from these
critical factors enables an organization to understand and attend to vulnerabilities in a manner that prevents the likelihood of
every one of these risks being leveraged [19]. Such tools as Python and Tableau offered valuable information in terms of patterns
covering many software applications along with different types of vulnerability. The graphical data presentation is useful to draw
attention to certain patterns, for instance, certain software being affected frequently by SQL injection vulnerabilities or long hour
patch delay for some systems. Such patterns may serve organizations in aligning cybersecurity approaches, overemphasizing risky
aspects, and applying stronger safeguards.

6.2 Enhancing Cyber Security Resilience

The research in this paper underscores the need to make decisions optimally based on available data to improve
cybersecurity readiness. The inclusion of probability into vulnerability resolution enables organizations to steer from the reactive
security system. Recognizing high risk vulnerabilities and correcting them still at their budding stage can help control a cyber
threat before it gains momentum, protecting business operations and minimizing risks of incurring massive losses from cyber-
attacks. The graphs and the data visualization tools like Python and Tableau were instrumental in this work as they offered simple,
practical ways of understanding vulnerabilities and the potential timelines for their resolution [20]. Such representations present
such data in an understandable form, which means that they reach the audience in a comprehensible manner and are convenient
for the quick decision-making of those who participated in the company’s operation. Using graphical representations, the analysis
can assist the organizations by providing an ordered list of threats in terms of impact and the time to patch to enhance the
effectiveness of the risk mitigation process. This new focus on data also conforms to other organizational objectives of sustainability
especially to manage vulnerability [21]. Reducing response time and mitigating possible breaches mean that commercial
organizations will be able to maintain their stable functioning in the long term and retain trust from their stakeholders. The
cybersecurity framework has become critical for organizations not only as a shield for tangible investments but also as the means
to keep business going and evolution in the contemporary digital environment.

6.3. Limitation and Areas for Future Research

There are certain limitations and areas worthy of future investigation discussed below. However, there are some
weaknesses that need to be noted in this study for instance, The first major constraint would be the use of simulated data in
generation of results to describe the policy approach [22]. Employing simulated data is beneficial because it allows having control
over input and output characteristics, though the natural system may differ from the simulated one as it may produce unexpected
results. Subsequent research should try and employ samples that come from geared datasets hence arrive at conclusions that are
relevant in actual incidences.

The study never included the costs of which vulnerability has remained unresolved for how long. A more detailed
examination might involve a cost benefit analysis to discover the effect of timely treatment of high-risk vulnerabilities on an
organization's balance sheet [20]. This would afford a clear picture on the prospects of using the data driven approach to
vulnerability management by giving a complete view on the aspect of the factors above as far as the possibility of conversion of
the risks, savings that could be had, and overall efficiency gains which could be pointed to after the programs’ adoption.

6.4. Recommendation For Business

Strategies Organizations should include data analytical tools in their cybersecurity processes to allow for identification of
high-risk issues to deal with. Severity and patch delays are two critical areas that can help organizational management prevent
risks [23]. Automation in patch management improves efficiency in handling patch management processes, shortens the time used
in fixed vulnerabilities and reduces ratios of human errors. overview of vulnerability trends and patterns show where these risks
persist, which aids in proper resource management [24]. Because of providing cybersecurity training within organizations and
intersectoral collaboration, it increases organizational security. These measures improve efficiency, minimize risk, and guarantee
ongoing cybersecurity against new threats in a constantly developing setting.
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7. Future Work

The implication of the findings of this study points toward several directions for further research for the improvement of
vulnerability management and cybersecurity. First, use of Al and ML can be tested as models to forecast vulnerabilities considering
past occurrences and the real-time threat data. They could also provide an automatically generated risk estimate that could be
used to prioritize the patches and potentially decrease response times [25]. Future studies involving datasets in multiple sectors,
including healthcare sector, financial sector, and critical infrastructure sector, to identify the extent of vulnerability in each sector
for better development of sector-specific solutions. Some of the areas that need research include human factors. Examining how
the culture of an organization, the training of employees and their level of awareness can affect implementation of and success of
cyber security practices might yield important results. In addition, the specific role and establishment of leadership within the
mindset of proactive security and positive accountability could be researched in detail [26]. Technologies in the pipeline including
blockchain present potential solutions to cybersecurity problems. Blockchain technology may help to implement reliable and open
tracking of vulnerabilities enhancing the interactions between stakeholders and promoting data non-tampering. Therefore, the
details regarding the potential of cloud-based platforms and IoT devices in vulnerability spreading and handling require analysis
considering their development trends. Future research should also concentrate on establishing baseline criteria to measure the
efficiency of vulnerability management measures. They could measure the readiness at which new patches are deployed, lowered
risk scores, and organizational preparedness. First, it allows the comparison with the benchmark and, therefore, evaluation of the
organization’s performance and the identification of its weaknesses. Another important category is policy level research. Exploring
the effects of regulations, incentives and compliance on vulnerability management might help consolidate policies that will be
useful to the policymakers. For instance, tax credits or subsidies for the acquisition of advanced security solutions may force
organizations into scrubbing up on cybersecurity investment. It is therefore necessary to look at specific societal and ethical
considerations in vulnerability management [28]. Negotiating between the benefits of openness and risks involved in disclosure
might just redesign the reporting and communications portability in cyberspace in the future. Future research should focus on
incorporating technology advances, looking at human aspects and improvement of the governance strategies to enhance
development of stronger and sustainable cybersecurity frameworks. This is a good multi-scope strategy that will assist to reduce
the constantly developing vulnerabilities and threats and secure pertinent structures in a growing tender.

8. Conclusion

This research underscored the necessity of effective approaches to vulnerability management to improve the
comprehensible cybersecurity resistance level. The result draws attention to the importance of a systematic approach to manage
risks and considers the patterns of the number of vulnerabilities, time to patch them, and risk distributions. The investigation shows
that effective patching is not only a technical need but also an organization’s strategic objectives and resources alignment. Analysis
of different types and severity levels of vulnerabilities provides practical information for an organization, which helps to concentrate
actions on protection of crucial systems. In this respect, the study serves to advance knowledge by presenting a framework of
vulnerability trends, together with associated risk factors. It further emphasizes on the possibility of applying such technologies as
artificial intelligence and machine learning to improve detection, classification, and resolution mechanisms. In addition, participants
noted that in any organization dealing with the cyber system the role of human factors such as training and leadership was
important to enhance a healthy culture of content cybersecurity. Still, this research offers awareness and opens doors for further
research topics — for example, introducing new technologies for intelligent employability interventions, as well as creating balanced
and widely adopted benchmark criteria for evaluation. Most of the cybersecurity threats are complex and require the effort of
technologists, organizational actors, and policy makers to mitigate. It is important to have a more comprehensive strategy that
involves technological aspects, organization and system governance aiming the enhancement of cybersecurity measures. In this
context, this work created the basis for the further development of the comprehensiveness and relevance of VM approaches
considering the dynamic threats of digital environment
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