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| ABSTRACT

Modern workloads supporting Al applications increasingly rely on multiple cloud platforms to enable growth, compliance,
specialty services and resilience. This introduces a key challenge for governance in terms of dispersed security controls in the
identity management system, model registry, deployment infrastructure, runtime endpoints, and monitoring stack. Cloud
security techniques are traditionally provider-specific and infrastructure-centric, and thus fail to protect the end-to-end lifecycle
of Al in multi-clouds. The present study proposes a multi-cloud Al governance framework, which includes the following three
contributions: (i) MAGCP-6, a six-component governance control plane for Al applications in multi-clouds; (ii) LPEM, a lifecycle-
based enforcement model for policies in Al in multi-clouds; and (iii) CGAL, a continuous governance assurance loop for Al in
multi-clouds. These three components together constitute an integrated lifecycle-centric governance approach, which provides
support for validating workload identity, making decisions based on policies, verifying model artifacts, attesting execution
environments, monitoring runtime, and sustaining governance assurance.
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1. Introduction

Artificial intelligence (Al) workflows are no longer limited to a single cloud platform. Within a typical enterprise, training
pipelines are run on a cloud platform or on-premises infrastructure, models are stored and promoted to a different platform, and
inference endpoints emerge from a third cloud or hybrid platform. [1-3] The reason for this multi-cloud distribution is evident.
Organizations adopt multi-cloud Al practices to gain access to unique hardware for computation, ensure jurisdictional data
compliance, minimize vendor dependency, and increase resilience. However, multi-cloud flexibility creates a new category of Al
governance problems that cannot be solved using cloud-native controls alone [4,5].

The root cause of Al governance problems lies in the fact that artificial intelligence is not governed at runtime alone.
Compared to standard applications, Al pipelines include multiple stages that require trust assurance: data ingestion,
preprocessing, model training, validation, artifact storage, deployment authorization, inference, monitoring, and
decommissioning [6-8]. Governance gaps inevitably occur when multiple stages are scattered across different cloud
environments. Identity authentication and enforcement are subject to changes depending on the cloud provider's policies. The
integrity verification of models may be limited to registry boundaries. The deployment authorization may differ based on the
location of the inference endpoints. Finally, the monitoring runtime behavior captures only one part of a larger picture [9,10].

An inherent contradiction exists between infrastructure security and Al governance. The former focuses on network
security, role-based access, computing environments, and platform services, whereas the latter is concerned with protecting the
Copyright: © 2026 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Al-Kindi Centre for Research and Development,
London, United Kingdom.
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relationship of trust among datasets, models, identities, policy engines, execution environments, and runtime. When working in a
multi-cloud environment, governance should become a portable control plane responsible for applying uniform and lifecycle-
aware controls across all the involved clouds [11].

To resolve this problem, this study recommends adopting a governance-first approach to secure the distributed Al. This
implies the integration of identity, policy, artifact verification, runtime protection, and observability into a cohesive model
specifically designed to address multi-cloud Al governance. This involves three key innovations: The first is the MAGCP-6, a six-
component multi-cloud Al governance control plane consisting of identity federation, policy enforcement, artifact integrity,
execution trust, runtime threat monitoring, and assurance observability. The second contribution is a lifecycle-aware policy
enforcement model called LPEM, which performs a joint assessment of identity trust, dataset classification, model provenance,
execution environment trust, and runtime to make decisions. Finally, the third innovation is the continuous governance
assurance loop (CGAL).

The objective of this study is to propose an architectural approach to govern the operation of Al models in a manner that
allows them to operate safely in multi-cloud environments. This study is positioned at the intersection of cloud security, ML Ops
governance, and trusted Al model supply chain.

2. Literature Survey

As recent advancements in Al governance have shown, one of the key directions is the transition from authorization
techniques to runtime-aware policies. The example of runtime governance of agentic Al systems proves that the enforcement of
policy requires consideration of the execution context, intermediate decisions, and environmental conditions, and not only
predefined access rights and prompts [12]. Meanwhile, the development of continuous governance solutions suggests that
telemetry-based trust monitoring frameworks can offer consistent visibility over deployed Al and provide verifiable assurances
[13].

Moreover, recent security threats related to large language models make the implementation of runtime protection layers
necessary. Recent research has revealed vulnerabilities in prompt injection, adversarial attacks, training-stage hacking, and
leakage of sensitive information that cannot be resolved using infrastructure-level protection measures alone [14]. Moreover,
threat analyses of generative Al reveal increased risks of automated phishing, malware generation, creation of adversarial
content, and probing attacks in distributed Al, making runtime inference-time monitoring essential [15].

The complexity of governing multi-cloud environments includes heterogeneous identity management, inconsistent policy
enforcement, and fragmented security-monitoring pipelines. Current research on hybrid-cloud security architectures reveals
multiple issues related to the lack of cross-provider trust, regulation inconsistency, and vulnerability of inter-cloud
communication, which prevent the unification of Al governance [16]. Meanwhile, cloud-native governance frameworks suggest
that Al deployment requires the integration of policy enforcement, workload observability, infrastructure attestations, and
jurisdictional authorizations in lifecycle-aware governance pipelines [17].

Data-centric governance research claims that secure Al deployment involves tracking dataset lineage, implementing
adversarial machine learning protections, consistent red-teaming, and zero-trust enforcement in training and inference
environments [18]. Additional security guideline frameworks expand upon this view by suggesting the structuring of governance
controls regarding identity validation, artifact verification, assurance during deployment, inference time protections, and
continuous monitoring compliance [19]. During inference, prompt injection detection solutions have revealed that runtime
anomaly detection is essential for preventing manipulation and information theft from Al models [20].

Finally, Al governance in multi cloud environments can rely on the automated verification of compliance and anomaly
awareness at the infrastructure level; however, this strategy usually does not incorporate provenance information and policy
scores at different stages of the Al lifecycle [21]. In response, the framework of lifecycle-integrated Al-cloud security solutions
recommend combining secure data pipelines, protected model supply chains, and runtime monitoring in the same cross-cloud
trust architecture [22].

Supply chain integrity is a key requirement for securing Al deployment. Recent advances in blockchain-powered
provenance verification frameworks have made tamper-resistant tracking of datasets, training lineage, and model promotions
possible across distributed registries and deployment locations [23].

3. The Problem We Are Solving

The main concern addressed in this study is the lack of a unified governance framework applicable to Al workloads that are
spread over different clouds. Currently, corporations use various governance strategies, including native 1AM, registry-based
verification, deployment policies and runtime monitoring. Although all these solutions work independently, they do not provide
end-to-end governance for the entire lifecycle of an Al workload.
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These solutions create various problems, which can be listed as follows: First, identity cannot be reliably trusted because a
workload verified in one cloud might not be considered trustworthy enough for working with registries, deployments, and
inferences from another cloud. The second issue is related to the lack of policy enforcement and reliance on phase-based
policies: a workload may be compliant with local policies but not with external policies regarding the sensitivity of data, artifacts,
or runtime behavior. In addition, there is an increased probability of degradation of model trustworthiness because of
inconsistencies between clouds in terms of signature, provenance, and validation data. Another problem is associated with the
detection of runtime threats, as only endpoint services are used to determine the presence of prompt injection, exfiltration, or
probing without accounting for governance. Finally, the problem with observability and evidence collection is the difficulty in
assessing whether the entire system is governed or only certain parts of it.

Thus, while the current solution exposes Al workloads to various threats, the real issue that needs to be solved relates to
the non-portability and lifecycle awareness of the governance frameworks. The proposed architecture addresses this problem by
providing a framework for the governance of Al workloads across clouds during their lifecycle, as explained in the following sub
sections.

4. Implementation Architecture and End-to-End Governance Workflow

As illustrated in Figure 1, the proposed governance model is designed to be used as a portable governance control plane
that operates on top of the Al distribution infrastructure without replacing any native services offered by the provider. Instead of
utilizing a built-in cloud enforcement mechanism, the proposed model integrates the identity verification process, lifecycle-
aware authorization, artifact validation, execution environment trustworthiness estimation, runtime monitoring, and telemetry-
powered assurance process into a single governance flow across clouds. Therefore, the model can exist alongside cross-cloud
ML Ops processes, promotions from model registries, inference engines running in containers, generative Al endpoints, CI/CD
deployment pipelines, and hybrid training systems while maintaining underlying security measures. Architecturally, the
suggested solution represents the combination of three different interconnected subsystems: MAGCP-6 (providing governance
checkpoints based on the lifecycle), LPEM (context-based authorization based on lifecycle information), and CGAL (continuous
governance assurance through monitoring).
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Figure 1. End-to-End Lifecycle Governance Architecture for Secure Multi-Cloud Al Workloads

41 Multi-Cloud Al Governance Checkpoints (MAGCP-6): MAGCP-6 constitutes the core of the governance model and
results in the creation of six checkpoints that are laid out throughout the governance life cycle. The first layer of the enforcement
mechanism checks the federated identity based on token validation, role translation consistency, fresh credentials, and workload
provenance, considering all cloud providers, including AWS, Azure, and GCP. The second layer evaluates lifecycle-aware policies
based on contextual signals in connection with classification levels for datasets, approval for artifacts, the security of the
execution environment, and runtime anomalies. The third layer covers the aspect of artifact integrity and includes the verification
of registry signatures, lineage validation, the relationship between datasets, and promotion eligibility. The fourth layer of the
enforcement mechanism establishes trust in the execution environment through confidential compute attestation, secure
storage of secrets, runtime isolation guarantees, and geographic locality for deployments. In the fifth layer, threats to runtime
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are monitored by detecting malicious prompts, anomalous query frequencies, probing events, and data exfiltration signals. The
sixth and final layer collects all telemetry from other checkpoints to maintain governance observability and enable drift detection
using assurance score calculation.

4.2 Lifecycle-Aware Policy Enforcement Model (LPEM): Following identity validation, the Lifecycle-Aware Policy
Enforcement Model (LPEM) acts as the decision-intelligence portion of the framework, whereby it processes information obtained
at each stage to produce an authorization result that is grounded in contextual relevance. Rather than basing decisions on
permission levels based on fixed roles, the model uses a lifecycle governance score based on weighted evaluations of identity
validation, sensitivity analysis, provenance, execution environment attestations, and anomaly risk assessments associated with the
governed process. Within its internal architecture, the LPEM converts each signal into a comparable trust score and then
combines them based on a weighting scheme according to the level of sensitivity required for the workload and any legal or
regulatory requirements. Finally, based on the overall governance score, the LPEM outputs one of three possible results: approval,
conditional approval, or rejection of the proposed activity. In cases where execution receives conditional approval, the LPEM
requires follow-up verifications before execution proceeds.

Before deployment, the framework checks whether the operating environment meets the set governance criteria based on
workload sensitivity and infrastructure trust. This check entails an evaluation of the governance criteria for secret management,
confidential computing attestations, runtime isolation, and geo-policy. Overall, these governance criteria are critical for ensuring
that sensitive workloads are executed only in trusted infrastructures. Thus, deployment will consider not only artifact validation
but also any risk factors in the execution environment.

After deployment, the governance of the runtime expands the governance criteria evaluation to cover the inference steps.
Adversarial interactions at inference endpoints include prompt injections, suspicious query frequencies, model probing, and data
leakage attempts. Any adverse interaction triggers an update of the governance criteria, where adverse interactions meeting
certain thresholds result in measures such as access limitations, environmental validation, or runtime inference cessation.

4.3 Continuous Governance Assurance Loop (CGAL): The Continuous Governance Assurance Loop (CGAL) ensures
consistent governance stability over time by transforming the concept of lifecycle enforcement into a feedback process based on
telemetry, which includes the entire workload execution process. The CGAL uses telemetry data collected from identity
federation services, artifact validation pipelines, execution attestations, runtime monitoring systems, and observability tools to
derive the Governance Effectiveness Score, which is a measure of the alignment between the current trust posture and the
governance policy posture defined earlier. In the case of any mismatches between the predicted governance posture and actual
telemetry data, corrective actions are initiated, including, but not limited to, access restriction and policy modification. In
contrast, within CGAL, telemetry data are collected, divergence from projected governance policies is identified, threshold values
are compared with observed values, and remediation activities are triggered iteratively as a monitoring process to ensure the
continuity of governance stability while evolving workloads operate within the distributed computing infrastructures.

The architecture can be deployed via a layered approach to integration that separates governance rules from provider
infrastructure services but is compatible with enterprise Al frameworks. The federated identity broker allows integration with
AWS IAM, Azure Entra ID, and Google Cloud IAM systems, whereas policy microservices enable lifecycle-aware authorization
decisions using the LPEM framework. Artifact integrity adapters connect the logic of evaluating artifact integrity with the
distribution of model repositories, and execution attestation agents allow integration with container orchestration systems such
as Kubernetes. Runtime monitoring agents are integrated with inference gateways or service meshes, and telemetry aggregation
services conduct CGAL-based drift detection and assurance scoring. Because all these integration points align with current
DevSecOps and ML Ops practices, the adoption of lifecycle governance can be gradual and non-disruptive.

Among the most important implementation capabilities offered by the approach in question is the ability to propagate
governance signals throughout the transition stages of the process, as opposed to assessing identity, artifact trust, deployment
environment, and runtime execution in isolation. Identity trust affects the policy decision context, which in turn affects the
eligibility for artifact promotion, which in turn affects the validation of the execution environment, and finally impacts the
monitoring signals used during governance assessment. Such governance signals ensure that decisions made during the
governance process remain consistent with the overall operational status of the workload.

5. Practical Deployment Scenarios in Enterprise Multi-Cloud Al Environments

Al systems on enterprise infrastructure are becoming more widely spread in terms of cloud deployments compared to the
past, when they were limited to a single infrastructure boundary. Enterprises implement multi-cloud approaches to leverage GPU
capabilities, adhere to specific regulatory requirements per jurisdiction, prevent vendor dependency, and provide better
redundancy for crucial inference services. While this improves flexibility in terms of deployment strategy, it results in governance
discontinuity in identity management, model cataloguing, deployment processes, and real-time monitoring capabilities.
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From a practical perspective, this leads to inconsistent security controls across cloud providers, despite being consistent
within each isolated environment. The framework introduced in this study provides a solution by providing a lifecycle-based
control plane that enables trust continuity through the distribution of Al workflows. This section demonstrates how the proposed
architecture can be applied to real-world enterprise environments in which Al processes are deployed across multiple
heterogeneous infrastructures.

5.1 Scenario 1: Cross-Cloud Model Training and Deployment Pipelines

One common approach in enterprise deployments is to train models on one cloud and then deploy them to another cloud.
For example, an enterprise might use a unique GPU offering from one cloud to train its models and then deploy the inference
endpoints closer to its customers in another geographic location using another cloud service.

Model promotion pipelines are considered one of the important risks for governance in this approach because the
source/identity of the artifacts may not be automatically propagated from the registry on the first cloud to that on the second
cloud. The Artifact Integrity capability in MAGCP-6 ensures that the model signatures, lineage, and provenance are all checked
before the model is promoted to the second cloud. With LPEM, this information becomes part of the authorization decision
made during runtime, and any model without complete provenance cannot be further down the promotion pipeline.

Finally, the CGAL helps maintain governance consistency throughout runtime by monitoring telemetry signals through
registry transitions and deployments.

5.2 Scenario 2: Federated Identity Across Distributed ML Ops Platforms
Enterprise ML Ops platforms frequently combine services from multiple providers. For example:
e Experiment tracking may run in one cloud
e Artifact storage may exist in another
e Deployment orchestration may operate in a hybrid Kubernetes environment

However, for such systems, the implementation of identity is often inconsistent because IAM rules native to each provider
are not necessarily enforced across other cloud computing environments. To maintain consistency in trust, MAGCP-6
incorporates an Identity Federation module that implements cross-cloud validation for workload identity to achieve identity trust
consistency across these services. Instead of depending on individual authentication barriers, this solution establishes a cross-
provider identity map and assigns temporary credentials that can be applied throughout the entire process pipeline. As a result,
LPEM adopts identity trust as part of its lifecycle-awareness decision model, where identity validation is not the only factor in
deciding whether the system will approve the deployment.

5.3 Scenario 3: Secure Promotion of Models Across Registry Boundaries

Modern Al supply chains depend heavily on model registries that support version tracking, validation checkpoints and
deployment approvals. However, when registries are distributed across cloud providers, promotion workflows become
vulnerable to metadata inconsistencies and incomplete lineage verification.

The Artifact Integrity module addresses this issue by validating:
e Registry approval state
e Training lineage completeness
e Dataset provenance relationships
e Signature authenticity

before the models are promoted to production environments. Because these signals are fed directly into the LPEM decision
engine, artifact trust becomes a mandatory requirement for lifecycle progression rather than an optional verification step.
Consequently, model promotion pipelines remain governed even when registry services operate across heterogeneous
infrastructure environments.

5.4 Scenario 4: Protecting Inference Endpoints in GenAl and Agentic Systems
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Generative artificial intelligence systems pose additional runtime risks compared with traditional predictive systems. Prompt
injections, probing of the machine learning model, and data extraction at runtime may occur post-deployment and cannot be
prevented using static authentication controls. The Run-Time Threat Detection feature of the MAGCP-6 solution continuously
analyzes the inference traffic for any anomalous patterns of interaction. The signals detected by this layer of detection were
incorporated into the scoring performed on the CGAL telemetry.

When anomaly thresholds are exceeded, adaptive remediation actions may include:
e Restricting endpoint access
e Enforcing additional policy checks
e Requiring environment re-attestation
e Temporarily suspending inference sessions

This capability makes the framework particularly suitable for securing distributed GenAl deployments that span multiple
cloud providers.

5.4 Scenario 5: Regulatory Compliance Across Jurisdiction-Specific Data Boundaries

Organizations operating in regulated industries must ensure that their sensitive datasets are confined to specific
geographical locations and computing environments that are secure. This is made more difficult by using multi-cloud
environments because data and models might shift across providers during transitions in the lifecycle of an application. With the
Execution Trust component, geographical compliance checking becomes part of the deployment permissioning process. Before
running the workloads, the system evaluates whether the selected environment conforms to the policies of the jurisdiction
regarding the level of sensitivity of the datasets. Because all these indicators are assessed alongside provenance and identity
assurance through the LPEM, there will be no issue in meeting the compliance requirements for deployment permissions.

6. Limitations, Design Tradeoffs, and Future Extensions

Architectures for governance that pertain to the management of multi-cloud Al systems must balance enforcement
effectiveness and feasibility because lifecycle-aware security is applied throughout identity brokers, registries, runtime
monitoring pipelines, and telemetry rather than isolated infrastructure-level controls. The proposed MAGCP-6, LPEM, and CGAL
architectures facilitate trust assessment throughout the entire lifecycle but involve certain trade-offs pertaining to policy
evaluation lag, identity federation, metadata standardization, runtime monitoring, scoring, and telemetry management.

Lifecycle-aware authorization allows for a more precise assessment because of dataset classification, artifact provenance,
execution attestation, and runtime anomaly reporting, although this approach can increase the evaluation lag when processing
high-volume transactions. Simultaneously, federating identities across AWS, Azure, and Google Cloud implies careful privilege
management to prevent inconsistencies in cross-cloud authorization. In addition, metadata inconsistency is likely to pose
difficulties in artifact provenance validation during the promotion of the model. The successful application of runtime monitoring
relies on telemetry collection from inference endpoints. Moreover, weighting governance scores within the LPEM and CGAL
requires appropriate threshold calibration according to workload sensitivity. Finally, the infrastructure costs associated with
telemetry collection can be reduced through event-based assurance updates and sampling.

Agentic Al environments should be enabled by adding support for agent-level authorization, identity federation between
agents, conversational anomaly detection, and multi-agent telemetry scoring.

7. Conclusion

As workload management in multi-cloud Al becomes more widespread, governance must extend beyond provider-specific
areas. ldentity enforcement, artifact validation, deployment authorization, execution protection, and auditing must function
consistently throughout all stages of the lifecycle of a distributed Al system. However, many common frameworks focus on
managing infrastructure and are fragmented over cloud boundaries, causing issues with trust continuity over the lifecycle.

In this study, a framework is introduced to govern multi cloud Al workloads via three interconnected layers: MAGCP-6, a
six-layer architecture that ensures lifecycle governance through identity federation, policy evaluation, artifact integrity
verification, execution attestation, runtime monitoring, and observability; LPEM, a lifecycle-aware authorization framework that
incorporates dataset sensitivity, provenance verification, execution integrity, and anomaly detection in runtimes; and CGAL, a
telemetry-based assurance loop that can detect governance drifts and adaptively address them.

These three layers create an abstraction for a consistent governance layer that is independent of the underlying
infrastructure, yet is still compatible with any enterprise ML Ops or DevSecOps pipeline. In contrast to isolated checkpoint
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enforcement, the propagation of governance-related signals across lifecycle boundaries enables trust consistency across the
training pipeline distribution, registry promotion, multi cloud deployment, and inference execution.

This is especially relevant for enterprise settings, where regulation is needed, model development in the supply chain
requires consistent life cycle governance, and generative Al models require reliable multi cloud Al infrastructure management
tools. As distributed and autonomous Al systems gain momentum, lifecycle-aware governance, such as that proposed in this
study, provides a solid starting point for their further development.
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