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| ABSTRACT 

Several frameworks have been developed to ensure organizational compliance and resilience amid the increasing complexity of 

risks in the Information and Communication Technology (ICT) industry. This study explores the risk governance ecosystem of the 

Philippine ICT sector through the lens of the Three Lines of Defense (3LOD) framework, which comprises operational 

management, risk oversight, and independent assurance. These components are known for offering a structured approach to risk 

management and internal control. Using a quantitative research design, data were collected from 225 ICT professionals in the 

National Capital Region (NCR), including compliance officers, risk managers, financial executives, and internal auditors. The study 

examined the extent to which risk culture, regulatory environment, and ICT infrastructure influence the implementation of the 

3LOD framework. Descriptive findings revealed that all three predictors were perceived to have a “very high effect,” with ICT 

infrastructure (𝑥 ̄ = 3.53) ranking highest in its perceived influence. However, inferential analysis showed that ICT infrastructure 

had the most significant effect across all 3LOD components operation management (β = 0.4861, p = 0.003), risk management 

and compliance (β = 0.6449, p < .001), and internal audit (β = 0.7715, p < .001). Regulatory environment had a significant impact 

on operation management (β = 0.4007, p < .001), but its influence on risk and audit functions was statistically non-significant. 

Despite being rated highly, risk culture exhibited no significant effect on any governance components, suggesting a gap 

between cultural awareness and operational integration. The study contributes theoretically by reinforcing socio-technical 

systems theory, emphasizing that technological systems are foundational to risk governance. It challenges traditional views that 

prioritize risk culture without operational mechanisms and partially validates institutional theory by showing that regulatory 

influence is more apparent in external-facing functions. The proposed framework highlights ICT infrastructure as the central 

enabler, regulatory environment as a partial driver, and risk culture as an underutilized foundational element. Ultimately, this 

research offers empirical support for enhancing the 3LOD framework’s implementation in the ICT industry. It provides insights 

for refining governance strategies, informing policy formulation, and guiding future research across diverse ICT environments to 

promote more resilient and adaptive risk management practices in the Philippines. 
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1. Introduction 

The rapid development of the Information and Communication Technology (ICT) industry has brought about transformative 

changes in economies worldwide, with the Philippines being no exception. The industry has become a critical enabler of digital 

innovation, economic growth, and the adoption of new technologies (Kim, Torneo, & Yang, 2019; Sarangi & Pradhan, 2020). 

However, as the ICT landscape evolves, so too does the complexity of the risks associate with it. To effectively manage these 
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risks, it is crucial to develop comprehensive governance models that address the unique challenges posed by this dynamic 

environment (Birkel et al., 2019). 

 

Risk governance in the ICT industry is particularly significant in the context of regulatory pressures, cybersecurity challenges, and 

the need for sustainable growth (Hernandez & Ona, 2019; Freitag et al., 2021). One promising framework for achieving effective 

risk governance is the Three Lines of Defense (3LOD) framework, which provides a structured approach to identifying, managing, 

and mitigating risks within organizations (Hu & Denizkurdu, 2020). The 3LOD framework emphasizes the roles of operational 

management, risk management, and internal audit in safeguarding organizational objectives and ensuring compliance with 

external regulations (Vaughan, 2022). 

 

In the Philippines, the ICT industry faces unique challenges, including regulatory gaps, varying levels of infrastructure 

development, and a complex risk culture that must be carefully navigated (Cruz, Ting, & Tenido, 2021; Adam, Alhassan, & Afriyie, 

2020). These challenges are compounded by the rapid pace of technological change, which demands that risk governance 

framework be flexible and adaptive to new risks and emerging threats (Milić, Borocki, & Vekić, 2024). Thus, there is an urgent 

need to develop a tailored risk governance ecosystem that integrates the 3LOD framework to enhance the effectiveness of risk 

management practices in the Philippine ICT industry. 

 

This study proposes a framework for risk governance in the ICT industry of the Philippines using the 3LOD framework. The 

framework aims to address the industry's specific needs by providing a structured approach to risk identification, assessment, 

and mitigation while considering the complexities of the regulatory environment and evolving ICT infrastructure. By examining 

the interrelationship between the three lines of defense, this research seeks to contribute to the development of a robust risk 

governance ecosystem that can support the sustainable growth and resilience of the Philippine ICT industry (Kumari & Singh, 

2024; Seidenfuss, Young, & Datwani, 2023). 

Through this study, we aim to provide insights into the application of the 3LOD framework in the context of the ICT sector, 

addressing the existing gaps in risk management and governance practices while contributing to the ongoing discourse on 

effective risk governance models in emerging markets like the Philippines. 

 

2. Risk Culture 

Birkel et al. (2019) demonstrate that Industry 4.0 demands adaptive risk frameworks that align technological transformation with 

sustainability, a view that connects with Niyafard et al. (2024), who highlight how information technology mediates management 

skills and risk management to improve project outcomes in construction. Both studies emphasize the critical role of technology 

in embedding resilience and sustainability into organizational risk strategies. Kumar and Anbanandam (2020) extend this logic by 

showing that a strong risk culture within manufacturing enhances supply chain resilience, while Chen et al. (2021) underscore 

that risk awareness in finance underpins digital economic growth. Together, these works position culture and awareness as 

enablers of sustainable, technology-driven risk management. 

Cultural influences on risk are further evidenced by Huang, Ma, and Wang (2022), who show how clan culture shapes 

organizational risk-taking, and Kucharska (2021), who finds that mistake acceptance fosters tacit knowledge sharing and 

innovation. Both point to culture as a driver of learning and adaptation, aligning with Saeidi et al. (2019), who argue that 

enterprise risk management (ERM) integrated with IT enhances competitive advantage. Complementing these perspectives, 

Olaniyi and Omubo (2023) stress that compliance with structured frameworks such as COSO strengthens IT auditing, 

governance, and sustainability, reinforcing the role of standards in guiding cultural practices. 

Leadership further anchors risk culture. Tone (2018) and IRM (2020) emphasize that top management shapes employee attitudes 

and perceptions of risk, while Garcia (2020) and Cruz (2021) highlight the importance of Philippine ICT leaders balancing 

innovation with cyber risk reduction. Minter (2019) adds that leadership commitment strengthens compliance and operational 

resilience, illustrating how leaders act as catalysts for embedding robust risk cultures across industries. 

Transparency complements leadership in sustaining trust and accountability. Aven (2016) and IAPP (2022) show that open 

communication of risk exposures and mitigation strategies fosters stakeholder confidence, a point reinforced by Avgerou (2020) 

in the context of data privacy. In the Philippines, compliance with the Data Privacy Act of 2012 (National Privacy Commission, 

2020) makes transparency a necessity, while Cruz (2021) notes that open governance systems enhance accountability. Similarly, 

Aguilera and Cuervo-Cazurra (2020) and Bowen and Ostroff (2021) argue that transparency strengthens coordination across 

departments and aligns risk management with corporate goals. 

Standards provide the structural backbone for these cultural and leadership practices. ISO (2018), Aven (2016), and NIST (2018) 

highlight that established frameworks such as ISO 31000 and the NIST Cybersecurity Framework create common vocabularies 

and uniform procedures. The DICT (2022) has promoted global standards in the Philippine ICT sector, helping firms align with 
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international practices. EY Global (2021) and Cruz (2021) note that adherence to standards enables organizations to anticipate 

emerging risks such as cyberattacks while ensuring compliance and consistency. 

Collectively, these studies demonstrate that risk management effectiveness is shaped by the interplay of technology, culture, 

leadership, transparency, and standards. Technology and IT integration enhance agility and resilience (Birkel et al., 2019; Niyafard 

et al., 2024; Saeidi et al., 2019), culture and leadership embed risk awareness and innovation (Kumar & Anbanandam, 2020; 

Kucharska, 2021; Tone, 2018; Garcia, 2020), transparency fosters accountability and trust (Aven, 2016; IAPP, 2022; Cruz, 2021), 

and standards ensure regulatory alignment and consistency (ISO, 2018; DICT, 2022; Olaniyi & Omubo, 2023). Together, they 

present a holistic view: effective risk governance in ICT and related industries requires not just technical solutions but also 

cultural reinforcement, ethical leadership, transparent governance, and global standards. 

3. Regulatory Environment 

Adam, Alhassan, and Afriyie (2020) establish that supportive regulatory frameworks drive the growth of global e-commerce by 

ensuring secure transactions, consumer protection, and fair competition. This role of regulation as an enabler of innovation and 

growth is echoed by Park and Choi (2019), who show that national-level digital innovation and economic transformation are 

accelerated by policies that provide stability and support for technology adoption. Isabelle et al. (2020) extend this logic through 

Porter’s Five Forces, emphasizing how regulatory forces shape industry dynamics, influencing competition, barriers to entry, and 

strategic decision-making. Together, these studies highlight regulation as a determinant of both technological diffusion and 

competitive behavior. 

In sustainability contexts, Hao, Guo, and Wu (2022) demonstrate that stringent environmental regulations, when combined with 

ICT, improve energy efficiency and green practices, complementing Freitag et al. (2021), who review ICT’s climate impact and call 

for stronger policies to mitigate its footprint. Antoni, Jie, and Abareshi (2020) reinforce this by showing that regulatory support 

drives Indonesian ICT firms to adopt eco-friendly practices, while Song, Wang, and Zhang (2020) argue that environmental 

regulations paired with R&D incentives stimulate green product innovation. Collectively, these studies illustrate that 

environmental regulation not only mitigates harm but also creates opportunities for technological and product innovation. 

These global insights parallel the Philippine context, where environmental laws such as the Ecological Solid Waste Management 

Act (RA 9003) and the Clean Air Act (RA 8749) are central to regulating ICT’s environmental toll (Cruz, 2021; DENR, 2020; SWMC, 

2019). Such policies reflect Freitag et al.’s (2021) call for strong regulation, emphasizing waste management, carbon reduction, 

and green technology promotion. 

Cybersecurity laws provide another dimension of regulatory impact. Cabral (2022) notes that digitalization has heightened the 

urgency for robust legislation, with the Cybercrime Prevention Act of 2012 (RA 10175) and the Data Privacy Act of 2012 serving 

as the foundation for ICT security. However, UNCTAD (2022) and DIT (2023) caution that enforcement and coordination between 

public and private entities remain weak, requiring updates to counter evolving threats like ransomware and cyber espionage. 

This aligns with Adam et al. (2020), who highlight regulation’s role in protecting trust in digital commerce, showing that without 

strong cybersecurity, e-commerce growth is undermined. 

Data privacy regulations also underpin digital trust. Reyes (2022) stresses their growing importance as personal data use 

expands, while the NPC (2021) acknowledges compliance progress yet notes gaps in awareness and implementation, particularly 

among SMEs. Kabigting (2023) further emphasizes the need for training to strengthen organizational capacity for compliance. 

These findings connect to Isabelle et al. (2020) and Park and Choi (2019), as privacy laws not only safeguard individuals but also 

enable sustained digital innovation by building consumer confidence. 

Collectively, these studies reveal a consistent pattern: regulatory frameworks across domains e-commerce, environmental 

sustainability, cybersecurity, and data privacy shape technological adoption, risk management, and competitive advantage. 

Global evidence (Adam et al., 2020; Hao et al., 2022; Freitag et al., 2021; Song et al., 2020) aligns with Philippine-specific laws 

(Cruz, 2021; Cabral, 2022; Reyes, 2022), underscoring that effective regulation not only ensures compliance but also fosters 

innovation, strengthens resilience, and supports sustainable growth in ICT and beyond. 

4. ICT Infrastructure 

Sarangi and Pradhan (2020) highlight the role of ICT infrastructure as a catalyst for productivity and efficiency, particularly in 

developing economies, which resonates with Milić, Borocki, and Vekić (2024), who emphasize ICT’s contribution to innovation 

ecosystems and business competitiveness. Adeola and Evans (2020) extend this perspective by demonstrating how ICT 

infrastructure enhances tourism in Africa through improved communication and service delivery, while Azolibe and Okonkwo 

(2020) confirm its pivotal role in boosting industrial productivity and diversification in Sub-Saharan Africa. These findings are 

reinforced by Heo and Lee (2019), who show how ICT infrastructure serves as a central node in Korea’s economic networks, 

influencing value chains across multiple sectors. Similarly, Kurniawati (2020) and Kumari and Singh (2024) reveal that ICT 

infrastructure, when combined with globalization and financial development, significantly drives economic growth, though with 

stronger effects in high-income countries with mature institutional frameworks. 

Beyond growth, ICT infrastructure has been linked to sustainability outcomes. Hao, Guo, and Wu (2022) demonstrate that 

environmental regulations, when paired with advanced ICT, improve energy efficiency, while Freitag et al. (2021) emphasize the 



Risk Governance Ecosystem in Information Communications Technology Industry using the Three Lines of Defense (3LOD) Framework 

Approach in the Philippines 

Page | 120  

need for regulatory measures to reduce ICT’s environmental footprint. Sun and Kim (2021) add that ICT supports green practices 

and lowers carbon intensity, showing that digitalization and sustainability can progress together. Antoni, Jie, and Abareshi (2020) 

reinforce this by showing that regulatory support encourages firms to adopt eco-friendly ICT practices, while Song, Wang, and 

Zhang (2020) demonstrate how environmental regulations and tax incentives stimulate green product innovation. Together, 

these studies illustrate that ICT infrastructure, when supported by effective regulation, can simultaneously promote growth, 

innovation, and environmental stewardship. 

These global insights connect to the Philippine context, where the IT ecosystem is expanding through initiatives like “Digital 

Philippines” (DICT, 2021), backed by domestic and foreign investment (USAID, 2020; ADB, 2020; OECD, 2020). The country’s 

thriving BPO industry (Frost & Sullivan, 2020; ITA, 2020) and growing innovation networks underscore the importance of ICT 

infrastructure as a backbone for economic and social transformation. Data centers are emerging as a critical component, with 

rising investment driven by demand for cloud services and digital transactions (AWS, 2022; Globe Telecom, 2022), though 

challenges remain in sustainability, power reliability, and connectivity (Global Data, 2021; IFC, 2021). Internet connectivity further 

illustrates these gaps: despite over 76 million internet users by 2022, the Philippines lags in broadband speed (Ookla, 2023), 

highlighting the urgency of programs such as the National Broadband Program (DICT, 2022) and the need for public-private 

partnerships to accelerate infrastructure development (ADB, 2022; World Bank, 2021). 

Collectively, these studies show that ICT infrastructure plays a multi-dimensional role in economic growth, innovation, industrial 

productivity, tourism development, and environmental sustainability. However, its transformative potential depends on 

continuous investment, regulatory support, and strategies to address barriers such as cybersecurity risks (Peraković et al., 2019), 

connectivity gaps, and infrastructural weaknesses. For the Philippines, strengthening ICT infrastructure through robust 

ecosystems, sustainable data centers, and improved internet connectivity is essential not only for competitiveness but also for 

fostering inclusive and sustainable digital transformation. 

 

5. 3LOD Framework 

The Three Lines of Defense (3LOD) framework has emerged as a foundational model for risk management and governance, but 

scholars continue to debate its adaptability to modern organizational realities. Seidenfuss, Young, and Datwani (2023) argue that 

integrating governance, risk, and compliance (GRC) within the updated framework enhances synergy and flexibility, a point that 

complements Kahler’s (2020) findings on the need to redefine roles such as internal audit and Data Protection Officers to meet 

evolving regulatory requirements. Similarly, Hu and Denizkurdu (2020) challenge traditional self-assessment approaches, 

stressing proactive risk identification, while Vaughan (2022) and Borg et al. (2020) critique the framework’s rigidity in financial 

contexts, arguing for more dynamic and responsive applications to address emerging risks like financial crime and cybersecurity. 

Turner (2022) echoes this critique, warning that the framework’s structured but inflexible design may not suit fast-changing 

environments. Collectively, these perspectives suggest that while the 3LOD framework remains central to organizational 

oversight, its continued relevance depends on its ability to adapt to regulatory shifts and complex risk landscapes. 

At the operational level, scholars emphasize the importance of the first line of defense in embedding risk considerations into 

daily activities. Pavlou and El Sawy (2010) underscore the need for ICT firms in emerging economies to align operations with risk 

tolerance to sustain service quality and resilience. Van der Merwe and Van Dyk (2020) extend this by highlighting the 

responsibility of operations to identify risks from new technologies such as cloud computing and artificial intelligence. Zhao et al. 

(2018) reinforce that cultivating a risk-aware culture and investing in training strengthens operational continuity, while Tuano 

and Quimbo (2021) note that Philippine ICT firms face unique barriers, such as regulatory lag and infrastructure gaps, 

necessitating stronger internal capabilities to manage risks effectively. 

The second line of defense, focused on compliance and risk management, ensures that operational practices align with 

regulatory requirements. Bhimani (2021) emphasizes that ICT risk management strategies are effective only when compliance 

mechanisms integrate both local and international standards. This is particularly relevant in the Philippines, where Martinez and 

Diaz (2020) highlight the pressures of aligning with the Data Privacy Act and the National Cybersecurity Plan. Deloach and 

Andersen (2017) further stress that embedding risk management activities within the 3LOD is essential for managing data 

breaches and cybersecurity threats, while Regoniel (2022) underscores the dual responsibility of compliance functions to enforce 

current laws and anticipate risks stemming from future technological and regulatory changes. 

Finally, the third line of defense internal audit serves as the assurance mechanism that validates the effectiveness of both 

operational and compliance functions. The Institute of Internal Auditors reports that ICT audits increasingly focus on 

cybersecurity and data governance, a trend echoed by Lopez and Domingo (2021), who show that IT audits in the Philippines 

now complement financial audits in scope. KPMG (2019) and PwC (2021) highlight the global role of internal audit in ensuring 

adherence to cybersecurity and data protection standards while also evaluating risk systems’ capacity to adapt to digital 

transformation. Collectively, these findings underscore that internal audit is no longer limited to financial assurance but plays a 

strategic role in validating ICT firms’ risk governance in a rapidly evolving digital environment. 



JBMS 7(5): 117-131 

Page | 121  

Together, these strands of literature suggest that while the 3LOD framework remains a cornerstone of risk governance, its 

effectiveness depends on continuous adaptation. At the governance level, its flexibility must be enhanced to address emerging 

risks and regulatory complexity; at the operational level, firms must strengthen their cultures and systems to manage 

technological disruptions; at the compliance level, alignment with both local and global standards is vital; and at the audit level, 

expanding scope into ICT and digital transformation risks ensures resilience. The coherence of these functions demonstrates that 

the 3LOD is not static but an evolving model that requires integration, cultural reinforcement, and regulatory alignment to 

remain effective in contemporary risk environments. 

 

6. Risk Culture Linked with 3LOD Framework 

Grebe and Marx (2023) demonstrate that strong leadership commitment, ethical standards, and risk awareness in Ghanaian 

banks foster better alignment with the Three Lines of Defense (3LOD) framework, a finding echoed by Molelekoa (2022), who 

shows that embedded risk culture strengthens coordination and accountability among the lines. Extending this perspective, 

Patipan (2024) highlights how data-driven tools, such as text analytics, can reveal gaps in risk communication, offering 

organizations a practical way to reinforce cultural alignment across the 3LOD. Similarly, Park (2019) finds that bureaucratic 

barriers in the Australian public sector hinder 3LOD implementation, but that encouraging open risk dialogue improves 

governance outcomes an argument consistent with Bertin (2024), who stresses the importance of cultivating risk-aware cultures 

in non-profit settings with limited oversight resources. 

These insights converge with Hoefer, Cooke, and Curry (2020), who argue that the 3LOD often fails where compliance is 

emphasized over genuine risk understanding, calling for continuous cultural transformation and education to close these gaps. 

Supporting this, Kheswa (2023) shows that banks with robust risk cultures achieve stronger, more transparent risk reporting, 

thereby enabling the 3LOD to function effectively. Taken together, these studies illustrate a symbiotic relationship: a strong risk 

culture promotes accountability, awareness, and communication across all three lines, while weak or compliance-driven cultures 

undermine the integrity of the framework and expose organizations to governance failures. 

 

Ha1: There is no significant effect of risk culture on operation management. 

Ha2: There is no significant effect of risk culture on risk management and compliance. 

Ha3: There is no significant effect of risk culture on internal audit. 

 

6.2 Regulatory Environment Linked with 3LOD Framework 

Pecina, Sprčić, and Lacković (2022) show that regulatory requirements in the European power sector strengthen the Three Lines 

of Defense (3LOD) framework by improving coordination across operational, risk, and audit functions. This aligns with Pantos 

(2024) and Genovesi (2025), who stress that evolving AI regulations, such as the UK prudential framework and the EU AI Act, 

require flexibility in the second and third lines to address emerging risks. Jauhiainen and Lehner (2022) add that regulatory gaps 

in AI and big data weaken 3LOD effectiveness, reinforcing the need for stronger oversight functions. Similarly, Migliorelli and 

Marini (2020) argue that ESG disclosure requirements embed sustainability risks into governance, strengthening the second line’s 

monitoring role and the third line’s assurance function. 

Balancing these benefits, Butler and Brooks (2023) warn that compliance-heavy approaches may foster box-ticking rather than 

genuine risk mitigation. Their critique contrasts with Zeier Röschmann et al. (2019), who show that Swiss insurers adapt to 

complex regulatory demands through clearer roles, stronger communication, and alignment with standards.  

Taken together, these studies confirm that regulation is both a catalyst and a challenge for effective 3LOD implementation. On 

one hand, evolving regulatory frameworks whether in traditional industries (Pecina et al., 2022; Zeier Röschmann et al., 2019), AI 

governance (Pantos, 2024; Genovesi, 2025; Jauhiainen & Lehner, 2022), or sustainability reporting (Migliorelli & Marini, 2020)  

expand the scope and accountability of the second and third lines of defense. On the other hand, as Butler and Brooks (2023) 

warn, organizations must balance compliance with proactive risk mitigation to avoid complacency. The overarching implication is 

that highly regulated environments necessitate flexible, adaptive, and balanced applications of the 3LOD framework in order to 

maintain resilience and credibility in governance systems. 

 

Ha4: There is a significant effect of regulatory environment on operation management. 

Ha5: There is no significant effect of regulatory environment on risk management and compliance. 

Ha6: There is no significant effect of regulatory environment on internal audit. 

 

6.3 ICT Infrastructure Linked with 3LOD Framework 

Turk et al. (2022) emphasize that cybersecurity embedded within ICT infrastructure safeguards operational systems and data, 

directly supporting the first line of defense by reducing vulnerabilities that could disrupt organizational operations. This 
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argument connects with Novaes Neto et al. (2020), who illustrate through the Capital One breach that weaknesses in 

cybersecurity not only compromise day-to-day operations but also expose the need for oversight mechanisms from the second 

line of defense. Together, these studies demonstrate how operational management and risk management are interdependent: 

operations must adopt strong security protocols, while risk managers ensure that these measures are properly implemented and 

maintained. 

Building on this, Walter and Narring (2020) highlight how ICT infrastructure further strengthens the second line of defense by 

embedding transparency and governance principles into risk management practices. Their focus on governance resonates with 

Wall (2021), who shows that AI-driven compliance systems enhance both the first and second lines by automating monitoring 

and ensuring that governance standards are consistently applied in real time. In this way, Walter and Narring’s emphasis on 

ethical oversight is operationalized by Wall’s evidence of AI systems, which provide the tools needed to enforce compliance and 

minimize risks across multiple lines of defense. 

Extending this discussion, Tammenga (2020) demonstrates that artificial intelligence also transforms the third line of defense by 

strengthening internal audit functions in the banking sector. AI technologies enable real-time monitoring and anomaly 

detection, which complements the governance and compliance mechanisms discussed by Walter and Narring (2020) and Wall 

(2021). When placed in context, Tammenga’s findings illustrate how advanced ICT tools not only monitor compliance but also 

ensure that audits provide independent and continuous verification of operational and risk management practices. 

Taken together, these studies show that ICT infrastructure underpins the entire Three Lines of Defense (3LOD) framework by 

integrating cybersecurity and AI technologies across all organizational levels. Cybersecurity ensures resilience in operations (Turk 

et al., 2022; Novaes Neto et al., 2020), governance and compliance frameworks strengthen transparency and oversight (Walter & 

Narring, 2020; Wall, 2021), and AI-enabled auditing provides independent assurance (Tammenga, 2020). Collectively, this body of 

work underscores that ICT infrastructure is not merely technical support but a strategic enabler of risk governance, linking 

operational reliability, risk oversight, and internal assurance into a coherent system. 

 

Ha7: There is a significant effect of ICT infrastructure on operation management. 

Ha8: There is a significant effect of ICT infrastructure on risk management and compliance. 

Ha9: There is a significant effect of ICT infrastructure on internal audit. 

 

7. Conceptual Framework of the Study 

Figure 1 presents the structured representation that explains the relationships among key variables. 

 

Figure 1. Conceptual Framework of the Study 

This study’s conceptual framework examines how risk culture, the regulatory environment, and ICT infrastructure influence the 

Three Lines of Defense (3LOD) framework in the Philippine ICT industry. Risk culture shapes proactive risk identification and 

mitigation, while regulations establish compliance obligations, and ICT infrastructure provides the technological foundation for 
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effective operations and risk governance. Within the 3LOD model, operational management directly handles risks, risk 

management and compliance ensure oversight, and internal audit provides independent evaluation. Together, these elements 

strengthen organizational risk governance, enabling firms to address risks, maintain regulatory compliance, and sustain efficient 

operations. 

8. Methodology 

8.1 Population and Sampling 

This study was conducted in the Information and Communication Technology (ICT) industry within the National Capital Region 

(NCR), also known as Metro Manila. As the country’s political and economic hub, NCR hosts the largest and most diverse 

concentration of ICT firms, ranging from multinational corporations to small and medium-sized enterprises. These companies 

provide a wide array of services, including customer support, technical assistance, back-office operations, and various IT 

solutions, making NCR the most strategic site for examining risk governance and employee engagement. 

Participating firms included leading industry players such as IBM Philippines, Cisco Systems Philippines, Accenture Philippines, 

PLDT Group, Globe Telecom, and Eastern Communications, among others. The inclusion of companies with different sizes, 

service portfolios, and organizational cultures ensured that the findings would be broadly applicable across the ICT sector. While 

the industry offers substantial opportunities for risk governance practices, challenges such as role clarity, training needs, and 

resistance to change in some organizations can affect the effective implementation of the Three Lines of Defense (3LOD) 

framework. 

Despite these challenges, ICT firms in NCR that foster strong risk management cultures and remain committed to refining their 

governance frameworks tend to achieve better outcomes in terms of risk mitigation and organizational performance. Thus, NCR 

provides an ideal setting for this research, offering valuable insights into how risk governance structures can strengthen 

employee engagement and contribute to sustained competitiveness in the Philippine ICT industry. 

8.2 Instrumentation and Data Gathering 

The researcher formally reached out to qualified ICT firms through letters requesting participation in the study. From these, 

randomly selected firms were invited to allow the administration of surveys and interviews for data collection. Upon receiving 

approval, the participating firms were provided with a Google Forms link to complete the survey. Responses were recorded in 

spreadsheets (Microsoft Excel or Google Sheets), which served as the primary basis for analysis. All data were handled with strict 

adherence to privacy and confidentiality protocols to ensure that only relevant information was collected and properly evaluated. 

Data were gathered using a self-developed survey questionnaire designed to measure the key variables of the study. Each item 

in the questionnaire was aligned with the constructs under investigation and measured using a four-point Likert scale with the 

following descriptors: 1 – No Effect, 2 – Very Low Effect, 3 – High Effect, and 4 – Very High Effect. 

Descriptive statistics were used to summarize the profile of participating ICT firms and to evaluate the extent of Risk Culture, 

Regulatory Environment, ICT Infrastructure, and the Three Lines of Defense (3LOD) constructs. Frequencies were generated to 

describe firm characteristics, while means and standard deviations were computed to assess the overall level of each construct. 

The four-point Likert scale (1 = No Effect, 4 = Very High Effect) provided the basis for interpreting responses. Partial Least 

Squares Structural Equation Modeling (PLS-SEM) was then employed to examine the hypothesized relationships among the 

constructs. 

 

Table 1. Interpretation of Scores and Mean Values 

Range of Mean Values Weight Interpretation 

3.26 – 4.00 4 Very High Effect 

2.51 – 3.25 3 High Effect 

1.75 – 2.50 2 Very low Effect 

1.00 – 1.74 1 No Effect 

 

Descriptive statistics were utilized to summarize the survey responses of construction service firms in the study. Percentage 

tables were employed to describe the distribution of participating firms, while arithmetic means were computed to assess the 

scale measurements derived from the questionnaire. The arithmetic mean, which gives equal weight to all numerical responses, 

was applied to avoid bias in the analysis of the survey data. 

Partial Least Squares Structural Equation Modeling (PLS-SEM) was applied to examine the complex relationships among Risk 

Culture, Regulatory Environment, ICT Infrastructure, and the constructs of the Three Lines of Defense (3LOD), namely Operation 

Management, Risk Management and Compliance, and Internal Audit, in the ICT industry of the Philippines. PLS-SEM was chosen 

because it is a variance-based approach well-suited for exploratory and predictive research, particularly when handling complex 
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models and relatively small sample sizes. This method enables the simultaneous evaluation of the measurement model, which 

assesses the reliability and validity of questionnaire items in capturing their intended constructs, and the structural model, which 

evaluates the hypothesized relationships among constructs. 

In this study, PLS-SEM facilitated the testing of direct and indirect effects to determine how organizational factors influence the 

successful implementation of the 3LOD framework in the ICT sector. All analyses were performed using WarpPLS statistical 

software, ensuring rigorous assessment of both measurement and structural components of the model. 

9. Results and Discussion 

9.1 Data Analysis 

Table 2 Construct Validity and Scale Reliability 

Construct Items Loadings Ave. Var. Ext. Cronbach's a 

Leadership 

1 0.69 

0.91 0.59 

2 0.74 

3 0.73 

4 0.84 

5 0.83 

Transparency 

4 0.70 

0.94 0.543 

2 0.77 

5 0.69 

3 0.73 

1 0.79 

Standard 

5 0.72 

0.85 0.604 

1 0.82 

3 0.80 

4 0.73 

2 0.81 

Environmental Regulations 

5 0.68 

0.93 0.591 

1 0.86 

2 0.83 

3 0.75 

4 0.71 

Cybersecurity Laws 

3 0.75 

0.95 0.591 

4 0.70 

4 0.70 

1 0.87 

2 0.81 

Data Privacy Regulations 

2 0.84 

 

0.93 
0.671 

3 0.80 

1 0.89 

4 0.76 

3 0.80 

IT Ecosystem 
3 0.82 

0.93 0.653 
1 0.87 
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4 0.81 

2 0.84 

5 0.69 

Data Centers 

1 0.74 

0.87 0.522 

4 0.70 

3 0.73 

4 0.70 

1 0.74 

Internet Connectivity 

2 0.76 

0.91 0.606 

2 0.76 

5 0.73 

4 0.74 

1 0.89 

Operation Management 

2 0.81 

0.91 0.595 

4 0.72 

1 0.84 

4 0.72 

3 0.76 

Risk Management & Compliance 

4 0.82 

0.95 

 

0.696 

 

5 0.80 

3 0.83 

1 0.87 

2 0.85 

Internal Audit 

5 0.69 

0.87 0.582 

2 0.75 

3 0.74 

4 0.73 

1 0.89 

Note: Cronbach's alpha should be larger than 0.70 for reliability. All loadings must be more than or equal to 0.50 for convergence 

validity, and all Average Variance Extracted should be => 0.50 when extracted. 

All items in the questionnaire showed strong internal consistency, with composite reliability values above 0.70 and Cronbach’s 

alpha coefficients also exceeding the 0.70 benchmark.  

For validity, each item recorded factor loadings higher than 0.50, and the Average Variance Extracted (AVE) values were above 

the 0.50 cutoff. Together, these results confirm that the constructs are both reliable and valid, establishing their convergent 

validity.  

 

 

 

 

 

 

9.2 Structural Model Evaluation 

Structural Path Results 
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Table 3 Path Evaluation Results 

Path Estimates 

  Predictor Dependent Estimate SE t p 

Risk Culture 
Operation 

Management 
0.0988 0.114 0.869 0.385 

Risk Culture 
Risk Management 

and Compliance 
0.196 0.128 1.538 0.124 

Risk Culture Internal Audit 0.0791 0.131 0.605 0.545 

Regulatory 

Environment 

Operation 

Management 
0.4007 0.121 3.306 < .001 

Regulatory 

Environment 

Risk Management 

and Compliance 
0.1249 0.141 0.886 0.376 

Regulatory 

Environment 
Internal Audit 0.118 0.138 0.858 0.391 

ICT Infrastructure 
Operation 

Management 
0.4861 0.162 3.008 0.003 

ICT Infrastructure 
Risk Management 

and Compliance 
0.6449 0.127 5.087 < .001 

ICT Infrastructure Internal Audit 0.7715 0.165 4.668 < .001 

Note: If the p-value is lower than 5% or 0.05, it is statistically Significant. If the p-value is greater than 5%, the result is statistically 

non-significant. 

 

Table 3 presents the results of the path evaluation for the hypothesized relationships among Risk Culture, Regulatory 

Environment, and ICT Infrastructure with Operation Management, Risk Management and Compliance, and Internal Audit. The 

effect of Risk Culture on Operation Management (Ha1) is positive but not statistically significant, with β = 0.0988, SE = 0.114, t = 

0.869, and p = 0.385, indicating that Risk Culture does not directly influence operational outcomes. Similarly, its effect on Risk 

Management and Compliance (Ha2) is also not significant (β = 0.196, SE = 0.128, t = 1.538, p = 0.124), as well as its effect on 

Internal Audit (Ha3) (β = 0.0791, SE = 0.131, t = 0.605, p = 0.545), suggesting that Risk Culture does not exert a meaningful 

impact on these areas.  

 

On the other hand, the Regulatory Environment demonstrates a significant positive influence on Operation Management (Ha4), 

with β = 0.4007, SE = 0.121, t = 3.306, and p < 0.001, thereby supporting the hypothesis that stronger regulatory conditions 

enhance operational processes. However, its effect on Risk Management and Compliance (Ha5) (β = 0.1249, SE = 0.141, t = 

0.886, p = 0.376) and Internal Audit (Ha6) (β = 0.118, SE = 0.138, t = 0.858, p = 0.391) are both non-significant, indicating no 

substantial direct influence.  

 

Lastly, ICT Infrastructure is shown to have consistently strong and significant effects across all three dependent variables. It 

significantly enhances Operation Management (Ha7) with β = 0.4861, SE = 0.162, t = 3.008, p = 0.003, Risk Management and 

Compliance (Ha8) with β = 0.6449, SE = 0.127, t = 5.087, p < 0.001, and Internal Audit (Ha9) with β = 0.7715, SE = 0.165, t = 

4.668, p < 0.001. These findings highlight ICT Infrastructure as the most critical determinant in strengthening organizational 

systems, while Risk Culture shows no significant impact and the Regulatory Environment demonstrates a limited but noteworthy 

role in improving operations. 

 

 

10. Conclusion 

10.1 Risk Culture Linked with 3LOD Framework 
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Although risk culture was perceived to be strong, its statistical effect on operation management was found to be positive but not 

significant. This suggests that while risk-aware behaviors exist, they are not yet embedded deeply enough to significantly shape 

day-to-day operational activities. 

 

Similarly, risk culture demonstrated a positive but statistically non-significant effect on risk management and compliance. This 

outcome suggests that there may be a gap between the organization’s risk values and how these are practically implemented in 

compliance practices. 

 

The effect of risk culture on internal audit was also statistically non-significant. Although internal audit functions benefit from a 

culture of risk awareness, the results indicate that this relationship has not yet been translated into a measurable influence, 

pointing to a need for better cultural integration in assurance activities. 

 

10.2 Regulatory Environment Linked with 3LOD Framework 

The regulatory environment had a significant and positive effect on operation management. This indicates that formal policies, 

compliance requirements, and regulatory oversight contribute meaningfully to the effectiveness and structure of operational 

activities in ICT firms. 

 

The effect of the regulatory environment on risk management and compliance was found to be positive but statistically non-

significant. This may suggest that while rules are in place, their operational impact within compliance processes is still limited or 

inconsistently enforced. 

 

A similar pattern emerged for internal audit, where the regulatory environment had non-significant effect. This indicates 

potential misalignment between external regulation and internal audit structures, possibly due to resource constraints or gaps in 

institutional adaptation. 

 

10.3 ICT Infrastructure Linked with 3LOD Framework 

ICT infrastructure had a significant and positive effect on operation management. This confirms that technology plays a critical 

role in streamlining operations, enhancing efficiency, and supporting real-time decision-making across functions. 

A highly significant and strong positive effect was found between ICT infrastructure and risk management and compliance. This 

finding confirms that digital tools and systems are central to enabling proactive risk monitoring, regulatory adherence, and 

compliance reporting. 

 

ICT infrastructure was shown to have a strong and significant positive effect on internal audit. This highlights the growing 

importance of advanced digital systems in enabling more agile, data-driven, and continuous assurance practices within ICT 

organizations. 

 

10.4 Implications 

The findings of this study offer several theoretical contributions that help refine and contextualize existing frameworks in 

organizational governance and risk management. First, the significant influence of ICT infrastructure across all components of 

the 3LOD framework reinforces the socio-technical systems theory, which emphasizes the necessity of aligning technical systems 

such as infrastructure, platforms, and analytics organizational processes and controls to achieve effective governance. This 

observation aligns with the insights of Antoni et al. (2020) and ADB (2020), who highlighted that technology functions not 

merely as a tool but as a fundamental enabler of structured and strategic decision-making. 

 

Second, while risk culture was rated very highly by respondents, it did not demonstrate any statistically significant effect on the 

governance components studied. This calls for a reassessment of how risk culture is integrated into formal governance models. 

The findings suggest a disconnect between espoused organizational values and actual practices, highlighting the need for risk 

culture to be institutionalized through mechanisms such as training, KPIs, and embedded procedures. In contrast to the 

assumptions of IRM (2020) and IIA (2020), this study suggests that culture alone without supportive systems may not be 

sufficient to influence governance outcomes. 

 

Third, the results provide partial validation of institutional theory, particularly the notion of institutional isomorphism as 

proposed by DiMaggio and Powell. The regulatory environment was found to significantly influence only operational 

management, suggesting that institutional pressures such as laws and compliance mandates tend to shape externally visible 

practices. However, they may not deeply influence internal functions like risk compliance and audit systems, especially in 

organizations where enforcement levels and resource allocations vary. 
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Lastly, this study supports the expansion of the 3LOD governance framework, proposing that it be recalibrated to reflect the 

foundational role of ICT infrastructure. The evidence shows that technology is not simply a support mechanism but a central 

pillar for implementing effective risk governance. Furthermore, it underscores the importance of translating cultural values and 

regulatory principles into concrete, measurable practices. As such, the findings contribute to a more dynamic understanding of 

the 3LOD framework one that acknowledges the essential role of digital infrastructure while recognizing the limitations of 

culture and regulation in isolation. 

 

10.5 Output of the Study 

Figure 2 presents the estimated results of the hypothesized covariance structural model. 

 

Figure 2. Path Evaluation Results Estimates 

The Three Lines of Defense (3LOD) model serves as a widely recognized framework for governance, risk management, and 

internal control, and the diagram highlights the enabling roles of both the regulatory environment and information and 

communication technology (ICT) infrastructure within this structure. The first line of defense, operations management, is 

primarily responsible for directly managing risks in day-to-day organizational activities. The second line, risk management and 

compliance, provides oversight and establishes policies, standards, and monitoring systems to ensure that the first line 

effectively identifies and mitigates risks. The third line, internal audit, functions as an independent assurance mechanism, 

evaluating the adequacy and effectiveness of risk management, compliance, and control systems implemented by the first and 

second lines. 

 

In this framework, the regulatory environment operates as a partial enabler by setting external compliance requirements and 

legal mandates that influence and shape operational practices, particularly within the first line of defense. ICT infrastructure, 

however, is positioned as the main enabler, providing the technological backbone that supports all three lines. For the first line, 

ICT enables operational efficiency and real-time monitoring of risks. For the second line, it enhances compliance oversight 

through automated reporting, analytics, and monitoring tools. For the third line, it facilitates independent, data-driven audits and 

continuous assurance processes. By enabling integration, transparency, and efficiency across all three lines, ICT infrastructure 

strengthens the organization’s capacity to manage risks and ensures the reliability of governance mechanisms, thereby 

positioning itself as a critical foundation of the 3LOD model. 
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