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| ABSTRACT

Behavioral escalation episodes in children with autism spectrum disorder present complex clinical, ethical, and technological
challenges due to their unpredictability, individual variability, and the sensitivity of behavioral data. Artificial intelligence and
Internet of Things technologies have demonstrated potential for early escalation detection; however, centralized learning
architectures introduce privacy risks, governance challenges, and caregiver mistrust. This study proposes a trust-calibrated
federated learning framework deployed on edge loT systems to predict behavioral escalation while preserving data locality and
embedding human trust directly into the learning process. The framework integrates reinforcement learning for temporal
behavior modeling, confidence-weighted federated aggregation, and caregiver-driven trust calibration aligned with Al risk
management principles. Experimental evaluation using simulated autism care scenarios demonstrates improved prediction
accuracy, reduced false alerts, and measurable gains in caregiver trust compared to centralized and non-trust-aware baselines.
The proposed approach advances privacy-preserving, human-centered artificial intelligence for autism care and provides a
scalable pathway for ethically aligned deployment in real-world environments.
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Introduction

Autism spectrum disorder (ASD) affects millions of children worldwide and is characterized by persistent differences in
communication, sensory processing, emotional regulation, and behavior. Among the most challenging aspects of autism care is
the occurrence of behavioral escalation episodes, which may involve emotional distress, aggression, withdrawal, or self-injurious
actions. These episodes often emerge rapidly, are highly context-dependent, and can escalate before caregivers or clinicians are
able to intervene effectively.

Early anticipation of escalation events is therefore critical. Timely intervention can significantly reduce episode intensity and
duration, prevent injury, and improve long-term emotional regulation outcomes for children. For caregivers, early warnings
reduce stress, decision fatigue, and the risk of burnout. However, predicting escalation remains difficult due to the heterogeneity
of autism, individualized behavioral baselines, and dynamic responses to environmental stimuli. These characteristics motivate
the use of personalized and data-driven Al approaches, consistent with principles of precision medicine [8].

Artificial intelligence has emerged as a promising tool to address these challenges. Reinforcement learning models, in particular,
can learn temporal escalation patterns by modeling behavioral states and transitions over time [1,5]. Parallel advances in loT
technologies enable continuous monitoring through wearable and ambient sensors, capturing subtle physiological and
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behavioral signals that precede escalation [2,4,9]. Together, these technologies provide the foundation for proactive, rather than
reactive, autism care.

Despite these advances, most existing systems rely on centralized cloud architectures that aggregate sensitive behavioral data
from multiple children into shared repositories. Such designs introduce several critical limitations. First, centralized aggregation
of sensitive data raises significant privacy and security concerns, especially given increasing cyber threats targeting connected
medical devices [6]. Second, centralized Al models often function as opaque black boxes, providing limited transparency into
how predictions are generated, which undermines caregiver trust and adoption [7]. Third, centralized architectures struggle to
operationalize emerging Al governance and risk-management frameworks within daily caregiving workflows [3].

Federated learning offers a compelling alternative by enabling collaborative model training without sharing raw data. In a
federated setting, learning occurs locally on edge devices, and only model updates are transmitted for aggregation. While
federated learning has been applied in healthcare contexts, most implementations focus primarily on privacy preservation and
neglect the equally important dimension of human trust and caregiver acceptance [7,10].

Trust is not merely a psychological or social factor; it directly influences whether caregivers follow Al-generated alerts, how
recommendations are integrated into daily routines, and whether systems are sustained over time. A technically accurate system
that caregivers distrust may ultimately be less effective than a slightly less accurate system that caregivers understand and rely
upon.

This study addresses these challenges by proposing a trust-calibrated federated learning framework for predicting behavioral
escalation in children with autism. Unlike conventional federated approaches, the proposed framework explicitly incorporates
caregiver trust into both model aggregation and evaluation. Reinforcement learning models are trained locally on edge loT
devices, while a trust calibration mechanism weights model contributions based on prediction confidence, historical reliability,
and caregiver feedback.

The objectives of this research are fourfold:

To design a privacy-preserving, edge-based federated learning architecture for autism escalation prediction.

To integrate reinforcement learning models suitable for temporal behavioral dynamics into federated environments.
To embed trust calibration as a first-class component of model aggregation and evaluation.

To empirically evaluate the impact of trust calibration on prediction accuracy, false alert reduction, and caregiver
confidence.

Mwn =

Related Work
Behavioral Escalation Modeling in Autism

Behavioral escalation prediction has traditionally relied on clinical observation and caregiver experience. While effective in
individualized settings, these approaches are subjective and difficult to scale. Machine learning methods have introduced data-
driven alternatives by identifying patterns in behavioral and physiological signals that precede escalation events.

Reinforcement learning has been particularly effective in modeling escalation as a sequential decision-making problem. Islam et
al. demonstrated that escalation anticipation can be framed using state-action-reward dynamics, allowing models to learn
optimal intervention timing based on historical behavior trajectories [1]. These approaches capture temporal dependencies that
are difficult to represent using static classifiers.

Al-augmented clinical decision support systems further extend this work by translating model outputs into actionable
recommendations for caregivers and clinicians [5,10]. However, many such systems rely on centralized infrastructures, limiting
their applicability in privacy-sensitive home environments [6].
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loT-Based Continuous Monitoring

loT technologies enable continuous, unobtrusive monitoring of behavioral and physiological signals relevant to autism care.
Wearable devices capture motion, heart-rate variability, and stress indicators, while ambient sensors provide contextual
information such as noise levels and environmental changes.

Cloud-based loT frameworks have been proposed to aggregate and analyze these data streams at scale [2]. Personalized
monitoring approaches further tailor predictions to individual behavioral baselines, improving sensitivity to subtle changes [4,9].
Despite these benefits, cloud-centric designs expose sensitive data to external servers and introduce latency, dependency, and
governance challenges [6].

Privacy, Security, and Al Governance

The increasing connectivity of medical and assistive devices has heightened concerns regarding cybersecurity and data misuse.
Data-centric Al approaches emphasize minimizing data exposure and enforcing strong governance controls throughout the Al
lifecycle [6].

Beyond security, there is growing recognition that Al systems must align with broader ethical and governance frameworks. The
NIST Al Risk Management Framework provides structured guidance for identifying, assessing, and mitigating Al-related risks
across organizational contexts [3]. While conceptual alignment with such frameworks is often discussed, concrete
implementation within learning architectures remains limited.

Trust and Human-Centered Al

Human-centered Al emphasizes designing systems that augment rather than replace human judgment. In healthcare, trust is a
critical determinant of Al adoption and effectiveness. Prior research highlights the importance of transparency, interpretability,
and clinician involvement in Al-driven decision-making [7].

In autism care, caregiver trust is particularly salient, as caregivers must balance Al recommendations with intimate knowledge of
a child's unique needs. Systems that fail to respect caregiver agency risk being ignored or abandoned, regardless of technical
performance [10]. Personalization further strengthens trust by aligning Al behavior with individual profiles, consistent with
precision medicine principles [8].

Research Gap

Existing literature lacks an integrated approach that combines federated learning, reinforcement learning, and explicit trust
calibration within a unified architecture for autism behavioral escalation prediction. This study addresses that gap by embedding
trust directly into both the learning process and evaluation metrics [1,2,7].

System Architecture and Methodology
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Overall Architecture
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Figure-1: Trust-calibrated federated learning framework diagram
The proposed framework consists of five interconnected layers (Figure 1):

Sensing Layer — Wearable and ambient IoT sensors.

Edge Learning Layer — Local reinforcement learning models.

Trust Calibration Layer — Confidence and caregiver feedback processing.
Federated Aggregation Layer — Trust-weighted model integration.
Caregiver Interface Layer — Alerts, explanations, and feedback collection.

vk wn =

Each child’s environment operates as an independent learning node, ensuring that sensitive data remain local while still
contributing to collective intelligence.

Behavioral State Representation

Behavioral escalation is modeled as a sequence of states evolving over time. At each time step t, the behavioral state is defined
as:

S = {My, P, E¢}

where M, represents motion-based features, P, physiological indicators, and E, environmental context. This multimodal
representation captures both internal and external escalation drivers.
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Reinforcement Learning Model

Each edge device implements a Q-learning model that learns optimal intervention timing. The action space includes no alert,
early warning, and immediate intervention. The update rule is:

Qi (s,@) = Qi(s,a) + alr + ymax Q;(s',.a") — Q{ (s, a)]

This formulation builds on prior autism escalation modeling research [1,5].
Federated Learning Mechanism

Edge devices periodically transmit encrypted model updates rather than raw data. Trust-calibrated aggregation is defined as:

N
Qptovat = ) Ty
i=1

This approach aligns with privacy-preserving healthcare Al principles [6,7].
Trust Calibration Model

Trust weights incorporate prediction confidence, historical reliability, and caregiver feedback. This design embeds human
judgment directly into model aggregation, consistent with human-centered Al and caregiver decision-support systems [7,10].

Caregiver Interaction and Feedback

Caregivers receive alerts accompanied by simple explanations and provide Likert-scale feedback. These ratings directly influence
trust calibration, ensuring continuous human oversight.

Experimental Design
Data Generation and Simulation

Simulated datasets were generated based on empirical distributions reported in prior autism monitoring and predictive health
studies [1,2,4,9]. Each simulated child exhibited unique behavioral baselines.

Evaluation Metrics
Accuracy, precision, recall, trust index, and risk reduction were evaluated (Table 1).
Results

The trust-calibrated federated framework consistently outperformed centralized and non-trust-aware baselines. Accuracy
improved by approximately 18%, false alerts decreased by 27%, and caregiver trust scores increased significantly, consistent with
prior RL and decision-support findings [1,5,10].

Discussion

Results demonstrate that trust calibration is a core determinant of effectiveness. By integrating caregiver feedback into
aggregation, the framework aligns technical optimization with human judgment, advancing trustworthy Al [7] while mitigating
centralized security risks [3,6]. Personalization further supports precision-oriented autism care [8].
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Limitations and Future Work

Limitations include simulated data and simplified trust models. Future work will involve longitudinal real-world deployments,
adaptive trust decay mechanisms, and tighter governance alignment [3], building on predictive monitoring evidence [9].

Conclusion

This research introduces a novel trust-calibrated federated learning framework that advances autism behavioral escalation
prediction while preserving privacy and enhancing caregiver trust. By unifying edge loT, reinforcement learning, trust calibration,
and governance principles, the framework offers a scalable, ethically aligned solution for real-world autism care [7,10].
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