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| ABSTRACT

Amidst the deluge of digital transformation, generative artificial intelligence (GenAl) represents a game changer for banking,
providing an attractive route to provide highly personalised services, maximise operational efficiencies and enhance risk
monitoring. This paper examines the diverse roles GenAl will play in banking, including transforming customer-facing
engagements via personalized financial planning, dynamic product suggestions and conversational interactions that are context
aware. At the same time, the technology has appeared to automate internal processes—like onboarding employees, processing
documentation, safeguarding against fraud and keeping an eye out for compliance violations—that have been hampered in past
years by incumbently archaic systems.Yet, prospects are balanced by sizeable risks. The principal challenges include privacy and
security of the data, bias and fairness in the models, lack of explainability, regulatory liability risk and concentration risk related
to relying on common Al providers or infrastructure. New work is cautioning that if there are not proactive interventions to
mitigate these concerns, the benefits of GenAl itself could be drowned out through operational mishaps and/or ethical
pushback. Recent literature and industry examples are reviewed to unpack these domains of risk in the domain of banking.
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1. Introduction

Generative Al describes a set of methods, from natural language processing (NLP) to machine learning and neural networks, that
generate responses, recommendations or other types of content founded on enormous data sets (Vaswani et al., 2017). For
banks, the technology has potential benefits in several areas. An exciting case is the development of personalized adaptive and
real-time financial recommendations that are tailored to customer's profile, behaviour, preferences (Marr, 2021). In addition to
customer interfacing Al promises to change our processes from the inside out, think of fraud detection, credit scoring and risk
analysis to operational effectiveness through smart automation (Binns, 2020).

GenAl within banking However, the use of GenAl in banking is not absent of risk. Of particular importance are issues including
privacy, bias in algorithms, and the risks of being hacked (O’Neil 2016). The use of customer-data (in many cases, financial data)
by Al has obvious implications in terms of data privacy, consent and ownership (Zarsky, 2013). In addition, there are still
extensive discussions on the fairness of Al models as their decision-making can re-enforce underlying prejudices which might
result in discriminatory lending, hiring and customer profiling (Barocas et al., 2019).

Copyright: © 2023 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Al-Kindi Centre for Research and Development,
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2. Literature Review
Background: Al in Banking

The banking sector has historically shown keen interest on the adoption of digital technologies such as online banking channels
and credit scorecard systems in their respective efforts to mitigate costs, become more efficient gain better commercial/
corporate client relationships and optimize risk valuation market, . It is on this backdrop that it has been established in current
research that artificial intelligence (Al) is a crucial frontier for banks to automate routine operations, better risk modeling,
customer segmentation using chat bots and analytics (Ghandour,2021; ). For example, Ghandour systematically reviewed the
literature and found opportunities including personalised services, process automation, improved decision-making and
customer loyalty; as well as challenges such as privacy violation, data quality, digital divide and job loss. Banking Al thus forms
the background against which it is useful to explore how specialised in itself area of Al (generative AlAi) can affect personalised
banking.

Generative Al and Personalisation in Banking Explained

Generative Al is the broader term for systems that can produce new content - text, audio, images or code — that was not in the
original data used to train them. These are in the form of large language models (LLMs), generative adversarial networks (GANSs),
variational autoencoders (VAEs) and other deep learning architectures . For banking, we will explore how GenAl can enable new
both customer facing and back office applications: from personalized financial advice apps to model training/train data
generation. Additionally, embedded conversational agents in banking apps.

Personalisation in banking means, the delivery of service (products, communication and advice) tailored to an individual’s
context: their behaviour, preferences or life events; risk profile to channel usage. The marriage of GenAl and deep customer
information introduces the opportunity to transform banking from one-size fits all to targeted engagements — both raising
opportunity, as well as increasing complexity.

Opportunities of Generative Al for Personalised Banking

Enhanced Customer Engagement & Service

Several researches highlight that GenAl can be used to enhance customer involvement by providing individualized financial
guidance, interactive conversational systems, and real-time product offers. For instance, the Swiss Bankers Association reported
that successful GenAl applications in banks rely on employees’ quick engineering skills and interpretation of output—albeit
being implemented this way can provide custom services at scale—for example. Swiss Bankers Association

Efficiency & Saving Resource operation efficiency and cost reduction.

Generative Al could also lead to some efficiency improvements related to the internal banking work: automatically generating
documents (of reports, letters, or disclosures), summarising inmense amount of data, aiding its own staff for completing boring
compliance and risk analysis tasks and saving humans for more rewarding use.

The Risks And Perils Of Generative Al Applications For Banking

Model Bias, Interpretability and Fairness

Like traditional Al, GenAls may reinforce or even exacerbate biases — particularly in lending, underwriting or segment targeting
decisions if their input data or instructions are flawed. Fairness and regulatory compliance are undermined by algorithmic bias
(Barocasetal.,2019). While not unique to GenAl, the problem persists in light of the opaque "black box” nature of many

generative models.

Explainability remains a hurdle: banking regulators and consumers want reasons for decisions—GenAl being generative may
interfere with audit trails, clear decision-making (Wachter etal.,2017).

Page | 16



FCSAI 2(2): 15-25

Regulatory and Governance Challenges

Banking is an arena with a heck of a lot of regulation. Banking GenAl research emphasise the need for banks to appreciate
regulatory readiness, model reliability, responsiveness and other aspects of GenAl integration . ResearchGate

There are also questions around whether the existing regulatory frameworks cover GenAl: the principle based approaches may
need some tuning to cater for the rapid nature and complexity of generative models7 .

Organisational culture, integration and skills Organisational Culture

The proposed work will examine whether different cultural perspectives of the target companies as regards to technological
issues influence the success or otherwise of IT/IS system implementations.

Researches on regular banks reveal that GenAl is learned to be hindered internally by organisational inertia, lack of Al literacy
and unclarity in the value proposition, misalignment between businesns strategy and investment.

GenAl: The integration with GenAl is not just about technology, but how to train employees in rapid engineering, business
alignment, interpreting the output of a model, handling failure modes or align them with business workflows .

Confidence in a Model, and Operational Risk, is Not the Same As Dependence As discussed above, there are operational risks
associated to over use of models.

Generative models might hallucinate, reason about incorrect output or fail when asked edge cases. Heavy reliance on GenAl can
give operational risk - particularly if there is weak human oversight.

In addition, there are relatively limited empirical investigations that have been carried out concerning the large scale
implementation of GenAl in banks—hence assuming risk of side effects is still largely under explored on .

Empirical Evidence of and Gaps in the Field

One of the gaps in the literature is that there are relatively few empirical research on GenAl in banking, based on a field study.
Even though many papers propose the potential advantages of generative Al, there are few detailed case studies or operational
metrics for banks applying GenAl. Moharrak and Mogaji emphasize this, and specify five decisive subjects (Recognition,
Requirement, Reliability, Regulatory, Responsiveness) that shape the GenAl adoption in banks.

In addition, most of Al in banking work up-to 2023 is pre 'generative specific' models (rule based/predictive/classical ML rather
than large language model generation). For example, Ghandour (2021) systematically mapped Al in banking, but not seriously
focusing on GenAl architectures. TEM Journal
Other gaps include:

«  The scarce studies on customer attitudes towards GenAl in banking environment (trust, acceptance, human in loop).

+ Few longitudinal studies to track GenAl deployment in banks and business outcomes (cost, retention, revenue

generation).

« Little-explored synthetic data methods in banks for the training of the models, specifically balancing fidelity vs privacy .

« Lack of the interplay among ethical, governance and regulatory structuring in the GenAl-based banking setting .
Conceptual Frameworks and Theoretical Lens

A few frameworks in the literature provide perspectives for studying GenAl adoption in banking:

«  The adoption “readiness” model by Moharrak& Mogaji includes value recognition, requirement/alignment, technology
reliability, regulation compliance and adaptive ability to changing environment. ResearchGate
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* In contrast, value creation models of Al in banking argue that value emerges when technology harmonizes with
business strategy, organizational culture, and operational processes. Lund University Publications

»  Expectations from risk governance frameworks stress that human in the loop, audit trail and explanations, fairness and
oversight are critical requirements for deploying Al in regulated sectors (Wachteretal.,2017).

Such frameworks could be adopted and tailored to inform how next-gen Al might be researched in personalised banking: e.g.,
1) defining domains of opportunity (customer service, operations, risk), 2) defining domain of risks (privacy, bias, regulatory and
operational risks), and 3) establishing areas for development (governance standards; developing synthetic data; human-Al hybrid
models).

Summary and Research Gaps

In conclusion: existing literature through 2023 indicates that generative Al has significant potential to be leveraged for
personalized banking in the form of personalized advices, process automation and risk modelling. But the banking sector’'s more
regulated nature, financial data sensitivity and GenAl being in its infancy for large scale use in banking deployments leave a lot
of potential problems and unanswered questions. Specific gaps that your study can help to fill:

«  Empirical insight about GenAl adoption in the banking sector, especially in personalised banking.

«  How banks are reconciling the personalized delivery of service with data privacy, fairness, explainability and regulatory
compliance.

« « GenAl governance in banking frames — what works, what doesn’t and how to operationalise.

« Use of synthetic data and generative modelling to enable personalised banking while preserving privacy, helping
compliance.

3. Methodology

This study 2 Mixed-methods Research is an inquiry that uses qualitative and quantitative data as a means of investigation )
Combines qualitative and quantitative Method to investigate on the integration of genAl Technology in personalized banking.
This research seeks to find the opportunities, risks and future implications for the financial institutions if they successfully adopt
GenAl. The approach is composed by three specific steps: literature retrieval, case study investigation and expert interviewing.
Such a multiple-method approach allows us to interpret the implications of GenAl on banking in depth, linking back the findings
with EM.

A comprehensive literature review was carried out in order to gain insights on the state of art of GenAl integrated personalized
banking. The review further reflects opportunities, challenges and future prospects of the GenAl technologies in banking.
Academic databases namely Google Scholar, JSTOR, ScienceDirect and IEEE Xplore were searched terms like "Generative Al in
banking,” “personalized banking,” “Al risks” and "Al regulation.

Case Study Analysis

These case studies concentrate on three distinct personal banking domains: (1) customer relationship management (CRM)
domain (e.g., Al powered financial advisors, chatbot interfaces), (2) fraud prediction and risk assessment domain and the (3)
business process automation domain, which are responsible for document generation and predictive analytics. Information was
gathered from publicly accessible reports, company executive interviews and articles published by credible financial and
technology news sources. Data were subsequently compared in this way for commonalities and differences to obtain a picture of
what is going on, as key issues have been reported with respect to the integration of GenAl in different banks (Ghandour, 2021).

Expert Interviews

In addition to the case analysis, semi-structured interviews were carried out with key industry stakeholders - senior banking
technologists, Al experts and regulators. The interviews were focused on obtaining understanding about how GenAl from a
practical side is being executed in banking as well as the challenges and opportunities that these professionals see.

Page | 18



FCSAI 2(2): 15-25

A purposive sampling and snowball method was employed in order to invite about 12 experts from banks, Al consultancies and
regulatory bodies. The interviews were held remotely and each lasted 45 minutes to 1 hour. Respondents were prompted to
answer in-depth questions about their experience deploying Al, perceived challenges, understanding of the regulatory
framework and future of personalized banking. Example questions included:

What are the core issues in GenAl application to personalized banking?
« How do you anticipate that GenAl will shift customer expectations in the next 5 years?
» What ethical guidelines need to be taken into account by banks while implementing GenAl technologies?

Thematic analysis was used to code the transcribed interviews in order to identify underlying themes such as GenAl's potential,
risks and future policies for adoption. The qualitative data from the interviews were triangulated with the case study results to
gain a full insight into this issue .

Data Analysis

Performance metrics on customer satisfaction, operational cost savings, fraud detection accuracy, and the adoption rates of
GenAl technologies were quantitatively captured from case studies. These data were analysed qualitatively by running
descriptive statistics to identify types of movement and relationships between levels of GenAl assimilation and changes to
personal banking quality.

Qualitative Thematic analysis was performed using NVivo software to look for patterns and themes across the interviews and
case study reports. Data analysis Data analysis was guided by Braun and Clarke's (2006) six-step process: 1) Familiarising with
the data; 2) Generating initial codes; 3) Searching for themes; 4) Reviewing themes; 5) Defining and naming themes, and 6)
Production of the report.

The combination of quantitative and qualitative methods facilitates a comprehensive interpretation of the GenAl-based
personalized banking opportunities and risks, providing evidence-based generalizations (Creswell & Poth, 2018).

Ethical Considerations

This research complies with the ethical principles of the university's ethics committee. The human study (i.e., expert interviews)
was performed in compliance with informed consent, and all participants were made fully aware of the purpose of the study and
their rights to withdraw at any time without penalty. Interview data were de-identified for confidentially purposes and no bank
was identified in the case studies except through publicly available information or with the consent of participant banks. The
study is also led in adherence to the data protection directive and laws with respect to protection of personal data, such as
GDPR (General Data Protection Regulation) and no personally identifiable information have been collected for this study (GDPR
et al.,2018).

Limitations

Even though the mixed-method approach results in a holistic perspective of GenAl banking opportunities, threats and trends,
there are some limitations. First, the case studies in this report use publicly available information — and that might not be
indicative of even how much Al is being used throughout banks. Second, the number of expert interviews is restricted to a
rather small amount and cannot reflect well enough the opinion diversity in the industry. Avenues for Future Research It would
also be possible to broaden this analysis by scaling up to a greater number of interviews and case studies from banks across
various areas and regulatory contexts. In addition, secondary data sources are used for the literature review in this study which
might result in excluding new studies that have not been published in a peer-reviewed journal.

4. Result

The use of generative Al in relational banking gives rise to many opportunities such as better customer engagement, more
efficient operations and superior risk management. But the adoption of these technologies also leads to challenges such as data
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privacy, algorithmic bias and regulation. Selected results The next section will sum up and emphasize extracted insights from the

case studies, expert interviews and quantitative analysis towards opportunities, risks and future direction in relation to Gen Al for
banking.

Customer Engagement Improvement with Gen Al
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Figure 1: Enhancing Customer Engagement with Gen Al

This bar graph shows customer engagement by banking customers before and after the introduction of Gen Al. Data indicates
that the engagement has enhanced and customer satisfaction has increased significantly after adoption of Gen Al, which clearly
suggests the positive correlation between personalized services using Al.

Operational Efficiency Savings with Gen Al

Manual Processing

Figure 2: Operational efficiency savings with Gen Al
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In addition to these new data features (and the forthcoming re-architecting for improved scale) is offering operational efficiency
on our estate.

The pie illustrates the share of additional operational efficiency savings brought out to costsavings between automation and
manual processing. This has generated substantial cost savings with 75% of processing now automated, cutting down on manual
processing and driving efficiency across the bank.

Requlatory Compliance Challenges in Gen Al
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Figure 3: Regulatory Compliance Issues in Gen Al

This bar chart indicates the volume of problems banks are having to cope with in relation to their technology when it comes to
implementing Gen Al. Matters emerge such as data privacy, bias identification, model explanation and general regulatory
compliance are raised with the most outspread: “Bias".

Risk Management Effectiveness with Gen Al
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Figure 4: Risk Management Made Easy with Gen Al
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CASB CO Provide data Security and risk management solution with cloud access security broker (CASB) Effectiveness of Risk
Management via Gen Al

5. Discussion
Customer Engagement and Personalization

The enhancement in customer engagement, portrayed by the 60% rise of engagement, after Gen Al integration (Figure 1)
corroborates with previous literature on personalization through Al in banking. The Al revolution in retail banking Symptom 1:
Personalised financial advice powered by large language models and neural networks will reshape how banks interact with their
customers (Marr, 2021). The improvement in engagement metrics is consistent with the results of Chui et al. (2018) who
maintain that the Al has the potential of increasing customer satisfaction as an effect of personalized services made possible by
individual needs, preferences, and behaviors.

But as much as they seem to be encouraging developments, they also give rise to questions about the trust of customers and
their privacy. Transparency in collection, use and protection of data is not only important in the context of Al-powered
personalization (as evidenced by the proliferation in recent years), it serves as a key ingredient for maintaining customer trust
(Wachter et al,, 2017). Although positive effects were identified throughout this research, it is clear that banks need to clearly
define ethical red lines when it comes to privacy issues, especially since Al systems require large amounts of data on customers
in order to provide personalised recommendations (Zarsky 2013).

Operational Efficiency and Cost Reduction

The wrist injuries now being observed at financial institutions (Figure 2) were not realized when they automated banking
processes and are a major opportunity to achieve the kind of cost reduction that occurred as banking operations became 75%
digital. Our results are consistent with literature that explains how Al such as generative models can pave the way for banking
operations by saving manual labor, improving accuracy and cutting costs (Ghandour, 2021). With the help of gen Al, document
generations and predictive analytics or fraud prevention could be achieved with greater efficiency saving banks resources while
ensuring services do not suffer (Binns, 2020).

The benefits to operational efficiency are huge, but they also pose challenges. As more and more management processes
become Al-driven, people doing repetitive, manual tasks may be removed from their jobs (Brynjolfsson & McAfee, 2014). In
addition, the trend towards automation creates a greater reliance on Al systems that could aggravate risks surrounding system
malfunction, cyber security and over dependence on third-party Al suppliers (Dastin, 2018). Future studies could consider the
ways in which banks can reconcile efficiency gains of the disappearing workforce with related ethical aspects as well as
cybersecurity risks.

Risk Management and Fraud Detection

The increase in the effectiveness of risk management developed by Gen Al, or 40% increase from adopting it (Figure 4), supports
what has been found previously that overall and fraud effectively could be increased with the help of Al (Solving for risk
management. Al can process large transaction volumes in real-time to detect anomalies, predict fraud and improve compliance
with financial rules for banks. Given the advancement of cyber threats and financial crimes, this technology advantage is
particularly important.

On the other hand, Gen Al for risk management is not without challenges. Even though Al can add perspective to decision
making, it remains vulnerable to bias related of training data and might not recognize emerging or unusual risk patterns that are
not apparent based on historical evidence (O'Neil 2016). Therefore, on-going monitoring of Al systems and human-in-the-loop
governance mechanisms are critical to maintain the reliability and fairness of Al making (Wachter et al., 2017). 19 Moreover,
regulatory bodies are also faced with the p redicament over how to deal with opaque decision-making proce sses in Al — which
can damage the confidence of both consume rs and regulators (Ghandour, 2021).
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6. Conclusion

What does this mean? The uptake of Gen Al in the context of Banking-on-Personalization could change how banking services
are delivered in a major way. The opportunities as well as risks of adopting Gen Al for banking have been investigated and
presented punctually, which would help bankers to understand how advanced Al could revolutionize customer engagement,
operational efficiency and risk management. But it has also raised questions and issues of the development of responsible
approaches for (sustainable) responsible deployment of this class of technologjies.

Opportunities for Personalized Banking

Gen Al provides huge possibilities for personalized banking, notably in customer engagement and financial advisement as well
as products recommendations. Results of this research, such as significantly increased customer engagement post the
introduction of Gen Al (Figure 1), add to the literature that is emerging on how Al can be used to customise banking offerings
based on individual customer preferences (Marr, 2021). Based on the data from customers, Al systems can deliver
recommendations more accurately and in real-time, thus enhancing customer satisfaction and loyalty. As Chui et al. (2018), Al
allows banks to transition from a rote, one-size-fits-all approach to personalised and more proactive offering on the market and
thus changing dynamics in relation between banks’ services and their consumers.

Additionally, the operational effectiveness improvements found in this study with substantial automation savings (Figure 2) are
supportive of past research that Al can potentially cost-save and result in better service provision (Ghandour, 2021). Banks will be
able to automate routine jobs, improve predictive analytics and make work flow more efficiently, which should significantly cut
costs and free up staff for more challenging tasks. Yet, as Brynjolfsson and McAfee (2014) warn, while these productivity
enhancements are exciting we also need to recognize the potential for displacement of human labour and the imperative of
addressing re-skilling.
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