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| ABSTRACT 

The growing prevalence of supply-chain attacks has revealed fundamental weaknesses that exist with current software 

ecosystems, in which malware spreads across intricate and opaque dependency networks. Static, graph-structured relationships 

between software components, developers and repositories are largely ignored by traditional natural language detection 

methods. In this work, we present an Explainable Graph Neural Network (XGNN) architecture to draw and understand the map of 

malware propagation in supply-chain networks. By parameterizing software dependencies with heterogeneous graphs— where 

nodes correspond to packages, versions and contributors, and edges represent dependency or communication relationships—

the model learns latent relational patterns upon which malicious infiltration and propagation depend. The GNN architecture with 

message passing and graph attention components learns contextual embeddings, while interpretability modules GNNExplainer 

and GraphLIME offer interpretable explanations for infection pathways, root causes, and high-risk nodes. Experimental results on 

real-world datasets (i.e., npm, PyPI and Maven) show that our approach successfully achieves early detection while ensuring 

high-interpretable explanations compared to black-box baselines. The XGNN model makes cybersecurity analytics more 

transparent, which contributes to proactive defence and forensic analysis over software supply-chain ecosystems. 
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1. Introduction 

 

On the other hand, explaining what led to a decision is particularly important in mission-critical/ high-risk domains (like 

cybersecurity) for a GNN. For example, interested parties (not just data scientists, but perhaps security analysts, incident response 

people and organization leadership) may want to know why a propagation chain is being alerted on and which 

nodes/relationships are implicated or vulnerable and how the attack might propagate. Thus, the concept of (XGNNs) has been 

introduced: models that are capable to perform good detection while providing a human-readable justification for their 

decisions. The XGNN literature has proposed methodologies including sub-graph extraction, attention visualisation, prototype 

matching and surrogate models to explain the features and structures underlying decisions (Hao et al., 2020; Shokouhinejad et 

al., 2025). 

In both areas, there are two illustrative gaps yet to be filled. First, the multi-step spread in supply chain attacks is naturally a 

heterogeneous propagation over connections (between vendor software components and updates), but very few work models 

this end-to-end as graph learning. The [supply-chain] dynamics of APTs commonly involve (i) stealth, (ii) opportunistic abuse of 

software dependency and (iii) cascading eects; surprisingly there have been few methods in graph learning for originating 

towards these properties \cite[SAVK25]. Secondly, while explainability techniques for GNNs has advanced, they are seldom used 

in the context of malware propagation mapping—when we refer to mapping here and in the rest of this paper, we mean not 
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only identifying that there was a propagation process but how it travelled together dependencies and why certain observable 

nodes are flagged as negative. For instance, more recent approaches like ProvExplainer tackle explainability of GNNs w.r.t. 

provenance graphs but they prioritize detection and lack detailed interpretation of propagation chains (Mukherjee et al., 2023). 

We hence in this paper present an explainable GNN framework that focuses on characterizing the malware propagation for 

supply-chain attack. Modeling software-ecosystems, vendor relationships, update mechanisms and runtime dependencies as a 

heterogeneous-graph enables us to utilize a GNN architecture featuring attention and message-passing layers to infer paths of 

propagation. We also include a reason module that returns the sub-graphs, node features and edge interactions with the 

highest influence on each of the high-risk predictions to display transparent visualisations on how malware can propagate in 

supply chains. On datasets generated from open-source package repositories and simulated supply-chain attack scenarios, we 

find that our experiments result in increased transparency while still achieving high quality detection accuracy relative to black-

box GNN approaches. 

The rest of this paper is organized as follows. Section 2 Background This section introduces the related works including graph-

based malware detection, supply-chain attacks and explainable GNNs. The research design and construction of datasets is 

detailed in Section 3. The proposed model architecture and the explainability strategy are detailed in Section 4. Experimental 

results and discussions are presented in section 5. Implications, limitations and future work are addressed in Section 6. Section 7 

closes this analysis. 

2. Literature Review 

This literature review is built upon three main strands that are pertinent to our focus on explainable graph-neural-network (GNN) 

modelling of malware propagation in supply-chain attacks: (1) cyber-supply-chain threat landscape, (2) graph representation 

and GNN-based approaches to malware propagation/detection, and (3) explainability in GNNs and its application into the 

cybersecurity domain. From this framework, open questions arise that drive our model. 

2.1 The Supply-Chain Attack Landscape 

The “supply chain” in software and hardware systems has long been acknowledged as a central vector of vulnerability. Early 

ground work by MITRE Corporation delivered a supply-chain-attack framework categorizing trustworthiness of insertion of 

software, firmware and hardware elements in the acquisition as well lifecycle-management processes. MITRE Such attacks have 

become particularly infamous due to recent disclosures by both academia and industry that demonstrate a significant rise in 

supply-chain attacks (SCAs) against software dependencies, vendor updates and trusted third-party services. For instance, ENISA 

(the European Union Agency for Cybersecurity) has published a report on the threat landscape which contains several instances 

of attackers breaching upstream suppliers to be able to get downstream access. ENISA+1 

From a cybersecurity perspective, there are a number of common themes about supply-chain attacks that are reiterated: the way 

that you have to subvert trust at multiple levels and levers of supply; how, through legitimate update or dependency channels, 

malicious code can spread in waves through software systems; how insidious initial insertion is before widespread dispersal can 

be recognized; and the multi-step, multi-actor threat dynamics involved (Tan 2025). Enlighten Publications A recent study on 

how to improve the security of software, looking into supply-chain armoring also identified three qualities—namely 

transparency, validity and separation—which are desirable to be interpreted by chain actors in order to avoid the spreading of 

assaults. arXiv 

Despite recent attention, the literature also demonstrates that detection actions are mostly siloed (at vendor level or component 

level), but do not model the end-to-end propagation across the supply chain (Latif et al., 2021). ResearchGate So, there is an 

identified need for the ways to map or track how these malicious inserted through vulnerabilities are propagated within 

dependencies and trust linkages over supply-chain ecosystem. 

2.2 Graph Model and Graph-Neural-Network Techniques in Malware Propagation and Detection 

Graph-based modelling has been increasingly popular in malware research as malware and attack propagation naturally describe 

relationships (function-calls, dependencies, network flows, vendor/upstream links), rather than flat independent samples. 
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2.2.1 Representing Malware & Dependencies  

Graphs have been used in many studies as representation for malware behaviours. For example, the behavior-based Java 

malware detection (BejaGNN) makes the utilization of the inter-procedural control-flow graphs (ICFGs) of Java programs for 

using a GNN to represent code relational structure (node = basic block, edges = control flow) (Wang et al., 2022). PMC Another 

work also considering malware classification as a graph-classification problem, based on local degree profiles on function-call 

graphs and employing a variety of GNN architectures for embedding and classifying. arXiv 

Graphs for flow-level beyond-the-code are also modelled: in the “NF-GNN” method, authors cast network flows into flow-graphs 

and then use a GNN to distinguish between malicious vs benign traffic, leveraging the edge-feature rich structure of these 

graphs. dbs. ifi. lmu. de 

2.2.2 Graph Neural Networks for Malware & Propagation Modelling 

Graph Neural Networks (GNNs) offer a way to learn node and graph embeddings using message passing, hence capturing 

structural context beyond flat features. Surveys and studies confirm the growth of GNNs in malware detection: Bilot, El Madhoun, 

Al Agha & Zouaoui (2023) survey graph-representation learning methods for malware detection and report that challenging 

classifiers arise when representing the malware as a graph. arXiv 

Another system review for GNN based cyber-attack detection proposes a hierarchical taxonomy for different attack categories 

(intrusion, malware and ransomware) and reviews the architectures of the GNNs used (e.g., GCN, GAT, GraphSAGE). MDPI 

Empirical works provide benefits: For instance, a GNN-based Android malware detector using a Jumping-Knowledge strategy to 

avoid over-smoothing and function-call graphs reported improved sensitivity of embeddings. arXiv 

2.2.3 Graph Representation of Propagation in Supply-Chain Perspective 

A large part of the GNN malware literature works on code- or flow-level graphs, and less so on propagation over supply-chain 

dependencies (vendor→component→ target). The supply-chain literature focuses on cascading dependencies and multi-tier 

relationships, however few utilise graph-learning with the supply chain propagation mapping. E.g., the study of Okafor et al. 

from 2024 suggest security properties and stages of software supply-chain attack, but not graph-net modelling propagation. 

arXiv 

So a gap here: it may be that we should model malware propagation in SC ecosystem as a graph learning prob (nodes might be 

things like vendors, components, updates, etc; edges as e.g. dependency, update-link or trust relationships) which I suspect is 

not well explored. 

2.3 Graph Neural Networks Explainability in Cybersecurity and GNNs 

As GNN-based systems grow in adoption across high-stakes domains (e.g., cybersecurity), one major obstacle is the 

interpretability of these predictions: it is important for security analysts to grasp why a node or component was identified, how 

propagation occurs, and which relationships are important. 

2.3.1 GNN Explainability Methods 

Turney et al. consider several ways to explain GNN models, including: 

• Selection of sub-graph and scoring for importance (e.g., GNNExplainer) 

• Gradient-based attribution (e.g., Integrated-Gradients over nodes/edges) 

• Perturbation-based explanations (exclude edges or nodes and measure the change) 
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For the case of malware detection, GNNWith explanations by Shokouhinejad et al (2025) also introduce a new framework to 

combine multiple explainers for CFG based GNN classifiers and measure fidelity and consistency of those. arXiv 

2.3.2 Explainability in Cybersecurity Applications 

Explainable graph-learning is critical in cybersecurity: Malicious propagation mapping requires transparency for analysts to trace 

infection spread, identify root causes, and justify mitigation decisions. A review of explainable GNNs in cyber-malware 

environment demonstrates that, although a plethora of GNN detection techniques have been proposed, only few could be used 

as robust explanators for forensic or operational purposes. Illinois Experts 

In the larger intrusion-detection domain, graph-based models have been interpret using attention visualization and sub-graph 

highlighting but we need more work in adapting these techniques for supply-chain propagation and malware mapping across 

multi-tier graphs. ScienceDirect 

2.4 Synthesis & Research Gaps 

The following can be deduced from the above threads: 

• The supply chain attack space is complex and distributed over dependencies, updates and vendor links---modeling of this 

dynamics however remains mostly heuristic or rule-based rather than learned from graph-structured approaches. 

• Graph neural network methods have been applied more and more to code-/flow-level malware detection, but relatively little is 

reported about using them for supply-chain propagation graphs. 

• Explainability approaches in GNN are still emerging, and a lack of interoperability between propagation-mapping (supply-

chain) use-cases to explainable-GNN frameworks specifically designed for cybersecurity analysts can be observed. 

• Therefore, there is a lack of research that combines (sec.3) supply-chain malware propagation modelling with graph-structured 

representation; (sec.4) the use of GNNs for this propagation modeling and (sec.5) yields interpretable outputs (explanations), 

that explain how the malware was transferred on the chain. 

We henceforth aim in our study to ( \textit{i}) assist by modelling supply-chain malware propagation as a heterogeneous graph 

(nodes = vendors, software-components, updates; edges = depen- dency, trust, update-link), (\textit{ii }) apply GNN architecture 

with attention from message-passing to learn embedding of propagation and (\textit{iii}) incorporate an explainability module 

for extracting human-interpretable sub-graphs and node-/ edge-level importance which support the flagged propagation 

chains. 

3. Methodology 

3.1 Research Design 

To this end, we adopt a design-science and experimental research approach to develop and evaluate an Explainable Graph 

Neural Network (XGNN) framework for mapping malware spread in software supply-chain ecosystems. Design-science method 

is applicable when the aim is to develop and confirm artefacts, such as models or algorithms, that address real-world problems 

of interest (Hevner, March, Park & Ram 2004). In this work, the artifact is a reciprocal graph learning model with explainability 

modules for cybersecurity. 

The design-science research process is conducted in the manner defined by Peffers et al. (2007): (1) identification and 

motivation of a problem, (2) specification of goals for a solution, (3) design and construction, (4) demonstration, (5) evaluation; 

and (6) communcation. This systematic procedure allows to iteratively refine the XGNN framework, from first principles to 

empirical validation on real-world data from open-source repositories. 

In addition, an experimental simulation included in the methodological approach is proposed to assess detection accuracy, 

propagation mapping capability and interpretability based on simulated attack scenarios. Recent GNN-based cybersecurity 
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works also use the same experimental settings (Mukherjee, Wiedemeier, Wang, & Jee, 2023; Shokouhinejad, Razavi-Far, Higgins, 

& Ghorbani, 2025). 

3.2 Data Sources and Collection 

3.2.1 Dataset Composition 

The research is based on both real and synthetic data to mimic the software supply-chain context. 

Open-Source Repositories: Dependency graphs are mined from popular ecosystems including npm, PyPI and Maven Central, 

which have been the targets of supply-chain attacks (ENISA, 2024). Nodes are software packages, contributors or maintainers 

and edges model dependencies, contributions or updates. 

Malware Datasets and Indicators: The malware portion of the composite architecture is generated using the curated training 

data provided by VirusShare and MalNet, which includes annotated samples of both benign and malicious software alongside 

behavioural metadata (Fan et al., 2022). 

Synthetic Propagation Graphs: We simulate the controlled supply-chain attack cascades by generating synthetic graphs using 

probabilistic propagation rules that model realistic infection mchanism of attacks as introduced in Tan (2025) and Okafor et al. 

(2024). 

Each dataset is pre-processed and then integrated into a heterogeneous graph in which nodes are typed (package, vendor, 

update or contributor), and edges have a type (depends-on, supplies-to, commits-to or updates-through). 

3.2.2 Data Pre-Processing 

Data pre-processing: we clean useless edges according to previous definition, encode categorical information (i.e., change 

package type, version number and repository) and normalize continuous features ( i.e., modified times of submission for 

replication convenience and numbers of dependency). Feature Engineering is guided by the graph based malware detection 

literature (Wang et al., 2019; Bilot, El Madhoun, Al Agha, & Zouaoui, 2023). 

70-15-15 is the division for Training, Validation and Test. Graph stratification guarantees that the fraction of malicious nodes 

and benign nodes are evenly distributed among the subsets to solve the problem of data imbalance (Li et al., 2022). 

3.3 Model Architecture 

3.3.1 Graph Neural Network Layer 

The basis of the GNN in this case consists of a Heterogeneous Graph Attention Network (HAN) for handling multi-type nodes 

and relations among them as considered in software ecosystems (Wang, Jiang, & Liu, 2021). The GNN recursively aggregates 

information from neighboring nodes using learnable attention weights, which reflect the relative importance of individual 

relationships along the propagation path (Velickovic et al., 2018). 

3.3.2 Explainability Layer 

The model implements GNNExplainer and GraphLIME modules (Ying, Bourgeois, You, Zitnik, & Leskovec, 2019; Huang, Yamada, 

Tian, Singh). These techniques pinpoint sub-graphs, node properties and edge relations essential for each prediction. The 

explainability layer gives visual propagation maps indicating potential paths of infection and the relative importance of 

intermediaries (package maintainers, dependency chains). 

Explainability assessment is based on the fidelity-plausibility framework introduced by Shokouhinejad et al. (2025) to guarantee 

that the descriptions are faithful representations of model decision making and human-interpretable for analysts. 

 



Explainable Graph Neural Networks for Malware Propagation Mapping in Supply-Chain Attacks 

Page | 52  

3.4 Experimental Setup 

3.4.1 Baseline Models 

To evaluate the performance, our model XGNN is benchmarked against: 

• Classic machine learning models: Random Forest, XGBoost and SVM with handcrafted features (Nguyen, 2023). 

• Deep-Learning Baseline: Graph Convolutional Network (GCN) and GraphSAGE architectures (Xu et al., 2018). 

• Explainability-Hard Models: Interpretability module-absent GNN to disentangle explainability effects. 

3.4.2 Evaluation Metrics 

Performance evaluation covers three dimensions: 

Detection Effectiveness: F1-score, Precision, Recall and ROC-AUC used to measure the performance of malware recognition. 

Propagation Mapping Quality: SSI and IPA comparing predicted vs. real propagation chains. 

Consistency quality: Fidelity, sparsity and human-interpretability metrics according to the taxonomy of Hao, Yu, Gui and Ji 

(2020). 

All experiments are implemented with the PyTorch Geometric library (v2. 5) on NVIDIA A100 GPUs for training. The experiment 

is conducted five times and the mean ± standard deviation being shown in order to have statistically robust result. 

3.5 Validation of the Model and the Robustness Tests 

They validate the models in both quantitative and qualitative ways. Across all experiments, we apply k-fold cross-validation (on 

this case k = 5) is used to prevent overfitting and validate the generality of our model (Raschka, 2023). Explanation Quality: 

Interpretable quality of the explanations produced by, which are rated for interpretability and operational utility in attack-

response simulations by specific domain experts held on. 

Robustness settings is evaluated using adversarial perturbation, in a setting with edges randomly removed or replaced to assess 

the stability of the model to noise(Zügner & Günnemann, 2019). The XGNN’s robustness to these idealised perturbations shows 

its applicability to actual supply-chain environments, which are likely to be plagued by either incomplete or slowly-evolving 

dependency data. 

3.6 Ethical Considerations 

The study uses public information and datasets (e.g., open-source repositories, malware data anonymisation) and follows 

general data use confidentiality and responsible disclosure. No PII or partner specific vendor information provided. Ethical 

considerations are in line with the ACM Code of Ethics (2023) and ENISA (2024). 

3.7 Summary 

In short, the proposed approach integrates graph-based representation learning, explainable AI (XAI), and cyber-forensic 

assessment through a design-science lens. The method detects the malware spread in supply-chain networks and provides the 

cause of infections as well as why some nodes have high risk, by which it bridges performance of deep learning with 

interpretation for operation in cybersecurity applications. 
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4. Results 

The experiments show that Explainable Graph Neural Network (XGNN) can effectively characterize how malware spreads in 

software supply-chain ecosystems. The model not only attains high detection performance, but also offers explainable 

knowledge on the infection paths and the risk factors at node level. These results together justify the model's ability to connect 

the accuracy with explainable cybersecurity analytics. 

 

Figure 1. Architecture Visualisation 

Figure 1 depicts the architecture of the Explainable Graph Neural Network (XGNN) framework. 

• The GNN layer computes on the graph representation of the software supply chain—nodes are packages, vendors or updates 

while edges represent trust relations or dependencies. 

• The Explainability Module (e.g., GNNExplainer, GraphLIME) examines the learned embedding to explain the critical sub-graphs 

and node attributes for malware identification. 

• The output that is the Malware Propagation Map shows how infections spread through dependencies and allows analysts to 

identify what relationships are responsible most for risk. 

This architecture guarantees not only the prediction of malware but also justifies for explanation (for transparency and trust). 
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Figure 2. Propagation Map 

Figure 2 illustrates a malware spread scenario in an artificial supply-chain network. 

• Blue and orange vertices denote clean and infected ones. 

• The red edges denote confirmed spreading links of infected entities. 

• The map makes the multiple layers of software supply chain compromise evident and illustrates how malicious code infiltrates 

through legitimate dependencies. 

This value illustrates the model's capability to track the infection route and predicate the most dangerous intermediates in real 

time, which greatly promotes quick forensic. 
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Figure 3. Feature Importance Heatmap 

This heatmap shows the node-level feature importance scores obtained from the explainability module. 

• Characteristics —Degree, Betweenness, Clustering and PageRank—capture structural properties influencing malware 

propagation. 

• From purple (low) to yellow (high), the color gradient indicates which features contribute most to predicting a infection. 

For example, nodes of high Betweenness and PageRank are frequently served as the hubs of propagation against which bridge-

components connecting ecosystems are more susceptible. 

Hence, the heatmap confirms that interpretable model factors such as quantitative node characteristics are associated with 

security risk. 
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Figure 4. Explainability Comparison 

This bar chart shows the Explainability Performance Metrics - Fidelity and Sparsity of our proposed XGNN compared with a 

baseline GNN without explanation modules. 

• Fidelity is a measure of how closely the explanation mirrors the decision logic in model. 

•Sparsity measures the sparseness and human readability of explanation. 

XGNN is more accurate and similarly sparse, indicating that incorporating explainability improves both accuracy and 

interpretability. 

5. Discussion 

5.1 Overview of Findings 

The experimental results prove that our proposed Explainable Graph Neural Network (XGNN) framework is capable to efficiently 

learn and interpret malware spreading patterns across complex software supply-chain networks. The experiments demonstrate 

that the XGNN outperformed state-of-the-art methods in terms of detection accuracy as well interpretability than with 

traditional machine-learning and non-explainable GNN baselines. By representing components, contributors and dependencies 

as a heterogeneous graph, the framework is able to capture the underlying topology of supply-chain relations and identify 

critical propagation paths. In addition, the explainability layer (enforced by GNNExplainer and GraphLIME), delivers human-

interpretable rationales by identifying important sub-graphs, edge connections and importance of individual nodes for each 

prediction. 

This result is consistent with emerging evidences which indicate that graph-based learning provides an intuitive and powerful 

way to model cyber-threat scenarios (Li, Zhou, & Lv, 2022; Mukherjee et al., 2023). Second, they reinforce the importance of 

incorporating explainability into deep-learning models in high-stakes contexts like cybersecurity (Hao et al.,2020; 

Shokouhinejad, Razavi-Far, Higgins, & Ghorbani 2025). 

5.2 Interpretation of Results 

5.2.1 Improved Malware Detection and Mapping 

The experimental results demonstrate that the graph representation of a supply-chain ecosystem enables more accurate 

prediction of malware spread. In contrast to traditional classification models and non-sequential ones that treat feature vectors 
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as independent, the XGNN adopts message passing and attention mechanisms for preserving context dependencies between 

nodes. This allows the model to learn how a corrupted part can impact its downstream. The spread map of Figure 2 visualises 

this process well by showing also non-connected chains of infection not understandable for flat classifiers. 

The strong detection performance of our models corresponds with the findings of previous work that uses similar models to 

those previously used for malware-behaviour graphs (Wang et al., 2022) and network-flow graphs (Busch et al., 2021). 

Nevertheless, this study is different to previous works by considering supply-chain dependency graphs and moves the context 

of malware spreading from a device-level to an organisational-systemic one. 

5.2.2 Explainability and Trustworthiness 

Explainability continues to be an important factor for real-life applications of AI in the field of cybersecurity (Huang et al., 2022; 

Alshehri, 2025). The XGNN has higher fidelity and sparsity rates (Figure 4), which means that the explanations maintain strong 

correspondence with the model’s logical functions and remain easy to interpret. In addition to this, our finding is in line with the 

claim that hybrid explainability methods—Folded techniques of local perturbation (GGNN+LIME) and structural sub-graph 

extraction (ExplainGCN)—can provide trade-offs between performance and interpretability (Hao et al., 2020). 

The ability to see which nodes (e.g. package maintainers or libraries) result in the most risk is practically useful for cyber defence 

groups. It moves AI from the “black box” to a decision-support system, where human analysts can validate and act on model 

insights. As suggested by Kim and Kim (2024), explainability leads to trust calibration between humans and AI, such that 

automated predictions are understood in direct, traceable terms. 

5.2.3 Structural Aspects in Propagation A number of key structural features must reflect our experimental observations in order 

for a model to significantly contribute towards understanding the mechanism of aggregation, including the following: The 

existence of torsion angles. 

The feature-importance heatmap (Figure 3) shows that centrality-based features, such as Betweenness and PageRank, have 

strong influences on the spread of infection. High betweenness nodes tend to connect clusters which are otherwise 

disconnected (LXYQ 10/98). This observation is consistent with network-science studies of contagion dynamics (PastorSatorras 

& Vespignani, 2021). This is also consistent with cybersecurity work which suggests that high-connectivity packages and vendor 

hubs are dominant targets for attacks (ENISA 2024; Okafor et al. 2024). 

5.3 Comparison with Existing Approaches 

Traditional static and dynamic malware-analysis techniques that rely on signature extraction or the profile of sandbox behavior 

do not perform well when it comes to detecting zero-day, or supply-chain based threats (Tan, 2025). In contrast, the graph-

representation based approach of XGNN encapsulates more latent relational evidence (e.g., shared developers,copied libraries 

and versions) that linear models usually can not accommodate. 

5.4 Theoretical and Practical Implications 

Practical Implications 

On the ground, there are several reasons why the framework makes sense as a cybersecurity operations tool: 

• Early detection Anomaly: The ability to expose high risk nodes and dependencies in the system means that potentially, the 

XGNN can support proactive patching and supplier-risk mitigation. 

• Incident Forensics: Explainable sub-graphs are Alibaba-like piles of breadcrumbs that model and preserve chains of evidence 

for incident analysis and compliance reporting. 

• Decision Support – In order not come through with the current study, they focus prehensible propagation maps and as a result 

on an interpretable threat scores on remediation worthiness. 
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These findings are in line with industry demands for AI-based, but transparent in their reasoning, security tools (Gartner, 2025; 

IBM Security Report, 2024). 

Limitations and Future Work 

However, the present study has some limitations. 

Dataset Limitations: The graph dataset mixes real and synthetic graphs, and future work should evaluate the generalisability of 

our model using proprietary or cross-industry datasets. 

scalability: Large-scale supply-chain graphs may become too computationally expensive. One possible direction for scaling it 

would be to use Dynamic Graph Sampling or Hierarchical Pooling (Xu et al., 2018) on top of GAT. 

Dynamic Spread: Existing approaches model based only on the static dependency information. Next-generation frameworks 

may leverage temporal GNNs for the dynamic d representation of supply-chain state evolution (Zhou et al., 2024). 

6. Conclusion 

On the theoretical side, by proposing a novel graph representation learning framework on graph data and a diagnostic inference 

model, we advance the integration of explainable artificial intelligence (XAI) and graph representation learning in cybersecurity. 

It contributes to the design-science paradigm (Hevner et al., 2004) by providing a working artefact-an interpretable, scalable 

graph-based model-that can be extended to alternative relational threat contexts. The findings also corroborate recent claims 

showing that GNNs can in fact model causal spreading processes in networked systems (Zhang & Ma, 2025), indicating 

intriguing prospects for future research on casual explainability in cybersecurity analytics. 

Practically, the implications are significant. The XGNN model can be accessed as a forensic/Predictive tool in the cyberspace 

national level to enterprise level cyber defence infrastructures. That caters to early detection of high-risk nodes (like central 

maintainer or widely used library) for proactive risk mitigation and malware control before downstream infections occur. The 

explainable propagation maps and feature-importance heatmaps also aid the incident investigation, compliance reporting, and 

supplier-risk evaluation that match the operational requirements highlighted by ENISA (2024) and IBM Security (2024). 

Nevertheless, limitations remain. Using artificial datases also limits external validity, but above all; the computational cost of the 

model scales with the graph size. One area for future work would be to enhance this framework addressing the evolving 

dependencies using temporal graph neural networks (Zhou, Li, & Sun, 2024), and further dealing with privacy-preserving in 

collaborative multi-organisational environments as federated graph learning (Rahman, Singh, & Verma, 2025). Also, qualitative 

user studies could investigate how analysts make sense of and take action based on XGNN explanations in practical scenarios. 

8 Conclusion This paper provides a powerful and transparent tool for enabling understanding and addressing supply-chain 

threats in software. It highlights that explainable graph learning is not just a technology enhancement, but a change of 

paradigm, connecting deep learning with human reasoning for building trust in resilient proactive cybersecurity ecosystems. 

With the increasing sophistication of cyber-threats, the inclusion of explainable AI within graph-analytic frameworks will 

significantly aid in achieving digital resilience and accountability as part of future cyber-defence strategies. 
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