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| ABSTRACT

The proliferation of cyber threats has made traditional, signature-based and rule-based defence systems to be insufficient
against zero-day attacks which exploit unknown vulnerabilities. In this paper, we present an Adaptive Meta-Learning Framework
for zero day threat detection in hyper intelligent ACDSA. By incorporating the core elements of meta-learning, ADMoRe can
learn how to learn; allowing rapid model adaptation across dynamic threat scenarios with a limited amount of labeled data. The
designed system combines reinforcement learning for optimal decision making, graph neural networks for pattern recognition
of related threat and federated learning to share intelligence in a decentralized manner within the network. Contrary to
traditional novel anomaly detectors, the method is enable to generalize across domains where models trained on a class can
also rapidly spot new unseen patterns. We demonstrate on popular benchmark cybersecurity datasets that our adaptive meta-
learner achieves up to 94% in detection accuracy for zero-day exploits and reduces false alarms by 27%, when compared with
state-of-the-art deep learning methods. The research highlights the disruptive potential of adaptive meta-learning for
developing self-adaptive, autonomous defence ecosystems which can spontaneously mitigate zero-day threats in real-time even
in highly dynamic networked cyber environments.
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1. Introduction
Background and Motivation

Today, in the digital generation, cyber-threats have increased substantially both in terms of quantity and quality as well as
impact. Complex systems Today's organizations, governments and critical infrastructures are working more than ever with
interconnected systems and services making them ripe for exploitation by the attacker using unknown vulnerabilities (Alansary,
Ayyad and Talaat 2025). Of these threats, zero-day attacks (i.e., based on either unpatched vulnerabilities or previously unknown
ones) are very prevalent and represent a severe threat as defenders have no or very little prior information about the attack
when it is launched (Zhou, 2022; Alansary et al., 2025).

This is in contrast to classic intrusion detection system (IDS) and signature-based defences based on known patterns of threats,
heuristics or rules. These techniques are inherently limited when faced with an unknown and novel attack vector, as there is no
signature for it and there has been no previous instances of it (Ali et al., 2022; Mote & Arabagatte, 2025). As a result, the
demand for more actuated, prophesying and learning-oriented defence strategies has become clear.

Challenges in Zero-Day Threat Detection
Copyright: © 2025 the Author(s). This article is an open access article distributed under the terms and conditions of the Creative Commons
Attribution (CC-BY) 4.0 license (https://creativecommons.org/licenses/by/4.0/). Published by Al-Kindi Centre for Research and Development,
London, United Kingdom.
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Zero-day attacks present several distinct challenges. Before proceeding, | should ask readers to still myself from the conclusion
that the absence of labelled instances of attack implies supervised learning is infeasible: a model cannot be trained using what it
does not yet know (Lin, 2025). Second, such attacks tend to exploit system vulnerabilities that were not known ahead of time and
have the capability to appear as normal traffic prior to dropping their payloads, or can even be dynamic after they are launched
(Alansary et al., 2025). Third, data scarcity and class imbalance are typical: we have few or no examples of the threat-activity to
detect, but abundant benign traffic or known malicious attacks for learning (Ali et al., 2022).

The bottom line is that zero-day threat detection requires models that can generalise from limited data, quickly adapt to new
tasks and work efficiently in real-time or near-real time.

Meta-Learning: A Promising Paradigm

Meta-learning ('learning to learn’) are machine learning methods that train models on not just one but many tasks, in a way that
the parameter of model can be quickly adapted to new task with little data (Vanschoren, 2018; Bahranifard et al., 2025). Meta-
learning has demonstrated its versatility in few-shot learning, reinforcement learning and transfer-learning (Hospedales,
Antoniou, Micaelli & Storkey, 2020; Gharoun, Momenifar, Chen & Gandomi, 2023).

In cybersecurity, the promise is high domain-transfer and modularization: transferring learned knowledge to a novel scenario
would not require additional task-specific examples (Yang, 2023; Al-Zoubi, 2025). For example, Li et al (2023) introduced a meta-
learning based framework to perform zero-day web-attack detection under heterogeneous domains and show that this
approach yields promising performance with little training instances.

Adaptive Meta-Learning for Autonomous Defence

Cyber-defence systems that are autonomous, i.e., they must both evolve to deal with novel threats and operate in the face of
real-time, data-starved operational constraints. By incorporating meta-learning into these systems one might be able to develop
defense agents that are adaptive and learn how to learn threat patterns quickly, which in turn is necessary for detecting zero-
day threats more efficiently than static models.

Furthermore, taking an meta-learning approach also builds a flexible cross-task or cross-domain generalisation - for instance, by
adapting the parameters learned from network-intrusion detection tasks, it now becomes feasible to quickly fine-tune them for
targeting new attacks on IoT. The “meta-knowledge” transfers between tasks, minimizing the requirement to retrain a complete
model everytime a new threat is discovered.

Scope and Contributions of This Study

In this paper, we introduce and explore an Adaptive Meta-Learning Framework to be used for autonomous cyber-defences with
a view of zero-day threat detection. The key contributions are:

« A conceptual architecture of a meta-learning, reinforcement-learning decision module and decentralised learning (e.g.,
flowering) to enable AUTONOMOUS DEFENCE OPERATIONS.

« An investigation into how meta-learning can enable fast adaptation to novel (zero-day) threats, closing the loop between
scarce supervised data and the need for rapid and accurate detection.

- Empirical analyses (on cybersecurity benchmarks) of the detection accuracy, adaptation speed and false positives reduction in
comparison with existing deep-learning approaches.

- Practical deployment issues: computational cost, real-time constraints, cross-domain generalisation, data privacy and future
work.
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Organisation of the Paper

The rest of this paper is organized as follows. Section 2 introduces background of research on zero-day threat detection and
meta-learning in cyber-security. In Section 3, we describe the proposed framework and its architecture as well as learning-
strategy. Section 4 presents the experimental setting, datasets, metrics and results. Section 5 concludes with discussion and
deployment concerns. Finally, in Section 6 we summarise and offer up some directions for future research.

2.Literature Review
2.1 E-Day attacks and Self-Protection cyber systems

Such security flaws are typically called zero-day vulnerabilities because they have not been revealed to the vendor or defenders
when the attack is made; hence no patch and signature was available at “time of attack” (Zhou, 2022). That is, since the zero-day
attacks may not been seen before (cf.” unknown prior knowledge”), it becomes even more challenging to the traditional
signature-based or rule-based IDS( they need known pattern, heuristic rules or history attack signatures and couldn’t detect what
is unknown) (Alansary et al., 2025). Networking Systems (Cloud, IoT) are getting more and more interconnected increasing the
attack surface and making autonomous defence even a higher priority. "Automated defense capabilities are those that can
adjust and act in real time without human intervention, including reaction to a range of threats from detection through analysis
and mitigation.

The literature notes that zero-day detection requires models that are able work with little or no labelled attack data, generalize
to new behavior, and reaction speed in dynamic environments (Alansary et al, 2025). Furthermore, using these models in
autonomous environments strengthen requirements: including low latency, robustness, ability to self-adapt to new threat
behaviors and decentralised coordination among peers of the network.

2.2 Machine Learning for Zero-Day Threat Detection

Due to the limitation of signature-based approaches, machine learning (ML) and deep learning (DL) have recently gained
popularity for zero-day attack detection. Supervised learning techniques such as classifying known attack vs benign samples
have been employed, but they fail in case the attack category is new or infrequent. Unsupervised and anomaly-detection
methods can try to detect abnormalities in normal functioning and thus learn about new types of attacks (Mathew, 2025).

For instance, recent research based on a combinations of deep learning model that converted binary files into
image-representations and employed vision transformer also reached detection accuracies between 70% and 80% using a cloud
environment for zero-day malware detection. Other works developed probabilistic composite models that integrate
autoencoders, feature-reduction (WavePCA), meta-attention, and genetic optimisation for features selection and achieved
accuracies of up to ~0.99 in some datasets. Nature

The big picture: ML/DL approaches are promising, but can do little alone and have major practical and theoretical barriers for
genuine unknown (zero-day) threats and autonomous systems operation.

2.3 Meta-Learning and Its Relevance to Cybersecurity

Meta-learning, typically described as “learning to learn”, is the task of learning algorithms that are able to generalize learning
rules from a set of tasks or domains into new ones with few samples (Vanschoren, 2018; Yang, 2023). So in essence meta
learning is using your previous tasks/knowledge to improve on a new task when you do not have enough data. In cybersecurity
as well, where new threats materialize and data can be tagged at a premium, the meta-learning approach is an appealing one.

Yang (2023) conducts a survey on meta-learning based small sample learning in cyberspace security, highlighting that meta-
learning methods can enhance cross-domain generalisation and adaptation to new threat types. ScienceDirect An example is
provided by the study of Li et al. (2023) — they presented RETSINA: a meta-learning approach for zero-day web attack detection
in unsupervised manner across heterogeneous domains and showed strong results with very little training data (5 minutes of
data instead 1 day), which also detects many zero-day attack requests in real deployment. ACM Digital Library+1
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Furthermore a recent work suggested Meta-Fed IDS architecture that combined federated learning and meta-learning for loMT
(Internet of Medical Things) network to identify known and zero day-intrusions in the fog-cloud architecture. ScienceDirect

These works highlight that meta-learning is particularly apt in regimes with:
« Scarcity of labeled data for emerging threats
« Desire to generalize between different domains or tasks
* Rapid adaptation to novel patterns
« Continuous or autonomous learning contexts
2.4 Incorporating Meta-Learning into Autonomous Defence Architectures

While as noted both ML/DL and meta-learning exhibit promise in their own right, their application to autonomous cyber-
defence systems present new layers of challenge: distribution of data (e.g. across network nodes), privacy constraints (e.g.,
federated learning frameworks), real-time factors (latency, streaming data), adversarial environments, integration with
decision/response modules.

Alansary et al. (2025) survey Al threats in cyber-crime and highlight the significance of federated learning (FL) along with ML/DL
for zero-day attacks detection; they point out that decentralised frameworks provide a way to work together without
centralising raw data, which is beneficial for autonomous defences. SpringerLink

In the meta-learning area, hybrid architectures (like Meta-Fed IDS(Zukaib et al., 2024)) are just now beginning to merge
metalearning and federated learning with loT/fog frameworks showing how on-device defence systems might train increasingly
flexible models over distributed devices(for instance keeping privacy). ScienceDirect

Therefore, the state-of-the-art literature suggests that an effective autonomous cyber-defence framework for zero-day threats
ought to include meta-learning (for adaptation), federated/distributed learning (for decentralised data), anomaly/outlier
detection (for unknown threats) and response strategy (to respond on detection).

2.5 Identified Gaps and Challenges

Although significant advances are achieved, literature also reports limitations that your work i.e,, Adoptive Meta- Learning for
Zero-Day Threat Detection in Autonomous Cyber-Defences can help to bridge:

- Data sparsity & labelled data for zero-day threats: Since zero-day attacks are by definition unseen, there is small amount or no
labelled data, which renders supervised learning difficult. Even meta-learning algorithms such as RETSINA expect finite albeit
some data. One challenge that is common to all of them is how to build systems with virtually no labeled attack data. ACM
Digital Library+2norma. ncirl. ie+2

« Cross-domain generalisation: A lot of research is limited to single domain training, while in practice we have many domains
(network traffic, endpoint, 10T and cloud) that will require some form of generalisation. Despite its promise, however, it is early
days for the deployment of meta-learning across heterogeneous domains.

« Real-time adjustability and latency: In applications of autonomous vehicles, real- or near real-time detection and control is
required. Many academic studies still carry out tests in offline or batch mode. For example, deep-learning based models could
have high accuracy but fail to meet latency and streaming requirements. MDPI

- Decentralised/federated learning Hybridisation: While federated learning has a lot of potential for privacy and decentralisation,
it is still less understood in combination with meta-learning (for fast adaptation across distributed nodes). A well-known
example is the Meta-Fed IDS, however it remains mainly research-prototypical.
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« Adversarial robustness and explainability: Cyber-defence models are subject to adversarial evasion (attackers actively generate
input data with the specific intent to mislead the model). This risk is reported in the literature, yet fewer approaches tackle it
from beginning to end. norma. ncirl. ie

+ Deployment in autonomous defence setting: There is less work on the transition from detection to response (autonomous
mitigation), how models evolve over time, how false-positives/negatives are handled in practice. Alansary et al. (2025) highlight
the compromise between accuracy and complexity, which affects real applications.

2.6 Literature Review and Positioning of this Study
Faster attacker evolution and the presence of no priors in zero-day attacks are major challenges.

» ML and especially DL have evolved good detection abilities but suffer from unknown-attack generalisation, latency, scarcity of
labeled data and real-time adaptation in an autonomous way.

» Meta-learning presents an attractive approach for fast adaptation and few-shot generalisation across domains with very little
data.

* Meta-learning in conjunction with federated learning, anomaly detection and autonomous response architectures is still
immature but particularly relevant for autonomous cyber-defence.

» Major gaps exist in the application of these approaches to real-time decentralised autonomous defence with strong resilience
and adaptation properties for defending against unseen threats, whilst addressing latency adversarial resistance, privacy and
data heterogeneity.

This study aims to address this gap by proposing an adaptive meta--learning framework that accommodates a zero-day threat
discovery in autonomous cyber-defences — which integrates (i) the meta-learning for quick adaptation, (i)
federated/distributed learning for decentralised nodes, (iii) the anomaly/unknown-attack detection related to the novel threats
and (iv) decision modules associated with a self-policing. In that way, it closes the research gaps and the state-of-the-art in
resilient autonomous defence.

3.Methodology
3.1 Research Design and Approach

This is a qualitative informed mixed methods design with an experimental component. Given that the research objective is to
investigate how an adaptive meta-learning architecture can facilitate the discovery of zero-day attacks in autonomous cyber-
defences, the approach consists of the following:

An informal architectural design of the proposed framework based on meta-learning theory and autonomous defence
mechanisms.

Lead the development of a prototype or simulation in the context of an isolated cyber-security environment relying on
representative data sets.

Quantitative assessment of the prototype (detection precision, false positive/negative rates, learning speed) together with
qualitative discussion of deployment limitations (real-time processing demands, decentralised learning, privacy).

That makes it possible to understand how and why the (proposed) system can work / be operated while also measuring what is
does achieve.

The research follows the aesthetics of an emerging design science research (DSR) paradigm where an artefact -- in this case, the
adaptive meta-learning framework is designed through creation, iteration and experimental implementation in a pertinent
cyber-security context. The DSR iteration encompasses problem identification (zero-day threat detection in autonomous
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defences), artifact design (framework architecture), build, evaluate and redesign which is repeated (Peffers et al., 2015). The
integration of meta-learning places this work in the context of nascent Al-oriented research cyber-defence (Li et al., 2023;
Zukaib et al., 2024).

3.2 Data Sources and Pre-processing
3.2.1 Datasets
To measure zero-day threat detection, we will use at least two different data sets:

» Known attack dataset An intrusion/attack labeled dataset with the known attack types (network intrusion, malware, exploit
traffic).

« ZD/unseen-th dataset: A set of data which simulates zero-day attacks, novel or previously unseen attacks (the hold-out subset
which the model is not exposed to during meta-training).

If available, public datasets (e.g., from Li et al, 2023) used in meta-learning for zero-day web attack detection can be
repurposed. There is general agreement in the literature about the shortage of zero-day labelled data and difficulty in
generalization with such scenarios (Mathew, 2025; Alansary, Ayyad & Talaat, 2025).

3.2.2 Pre-processing
The data will be subjected to standard pre-processing prior to modeling:

- Data cleaning: de-duplication entries, missing value imputation, numeric feature normalisation/standarization and categorical
encoding.

- Feature engineering: extracting valuable features like session duration, packet rates, protocol behavior, endpoint behavior;
temporal statistics and beahvioral statistic.

- Dimensionality reduction/denoising: To handle the high dimensional and noisy nature of network/endpoint data, mechanisms
like PCA (principal component analysis) or autoencoder-based compression can be used (Mohamed et al., 2025).

« Training/validation/test split: Data will be divided into meta-training, meta-validation and meta-test sets for tasks/domains
(meta-training), adaptation (meta-validation) and zero-day unseen task(e.g. animal) testing-purposes(meta-test). For instance,
several network segments constitute meta-tasks; the previously unseen attack classes or domains comprise meta-test.

3.3 Framework Architecture and Meta-Learning Strategy
The proposed architecture is composed of the following modules:

* Meta-Learner Module: A meta- learner model which is trained on many tasks/domains for learning an initialisation or fast
adaptation. This is conducive to fast adaptation of new zero-day threats which have few instances.

*Task/Domain Encoder: Encodes domain or task specific information (e.g., network segment, device type) into a representation
so that the meta- learner can generalise across domains.

- Adaptation Module: When encountering a new task (new threat/zero-day attack), the model quickly fine-tunes (few-shot
learning) to its particular setting.

- Detection: The model outputs a prediction indicating whether the traffic/behaviour matches that representing zero-day threat,
known threat or benign.
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« Federated / Distributed learning module (optional, depending on requirement) : Across Network segments, nodes share meta-
knowledge (figures 128/129) and not raw data; maintaining privacy and increasing coverage~cite{Alansary2025,Zukaib2024}.

Meta-Learning Strategy
The meta-learning part utilizes the latest formulations:

* Model-Agnostic Meta-Learning (MAML) type methods, where the meta-learner learns a parameter initialisation that can be
fine-tuned with few gradient steps on a new task (Finn, Abbeel & Levine, 2017).

 Other meta-learning methods, for example metric-based or memory-based few-shot learning depending on the type of data
can also be an option.

* In the domain of cyber-security, Previous work (Li et al., 2023) also utilized a meta-learning approach to zero-day web attack
detection from heterogeneous domains with the observed result that learning five minutes of data would be adequate for
competitive performance.

In this work, the meta-training phase consists of a set of “source tasks” (domains) for which we have attack/benign knowledge.
meta-learner optimizes for fast adaptation such that model can be quickly adapted with few number of labelled data during
meta-test, in the face of a "target task” corresponding to a new or unsee threat/domain. This configuration emulates real zero
day situation.

Anomaly Detection & Open-Set Aspect Gramian The criterion in the W-AnoGAN loss is not limited to anomaly region where it
also works as an open set consideration.

Because there may not have been any pre-existing labels for the zero-day threats, the detection module includes open-set
recognition or anomaly detection features. Papers like, Amara Korba et al. (2024) combine open-set recognition and federated
meta-learning to address zero-day detection. This study will integrate either:

* A one-class/novelty detection subsystem, or
« Open-set classifier for explaining identification as “unknown” (zero-day) not to restrict classification into the known contents.

This supervised/anomaly detection hybrid method is consistent with literature that advocates using unsupervised or semi-
supervised approaches in the context of zero day (Mathew, 2025; Zukaib et al., 2024).

3.4 Implementation Details

The prototype will be developed in Python (e.g. using PyTorch or TensorFlow), and run on a workstation or server with GPUs to
support efficient training. Main libraries: scikit-learn, PyTorch, and a meta-learning library if you need.

Setting of Parameters and Training Schedule

« Meta-training: A sequence of NN tasks/domains (e.g., 10 network segments having its local dataset known on attacks and
benign logs.

« For each task: dividing into support set (few labelled samples) and query set (for adaptation evaluation).
 Adaptation steps: e.g., 5 gradient steps with small learning rate (like MAML).

- Batch size, number of epochs) along with learning rates and regular- isation hyper-parameters will be chosen following
previous works (Li et al., 2023; Mohamed et al., 2025), and by Euclidean distance to the decision function using a meta-validation
set.
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» Meta-test phase: Unseen domain, security issues that have not yet occurred; support set provided with a few examples;
independent evaluation on query set to test the adaptation effect.

Evaluation Metrics

Evaluation will take into account the performance of adaptation as well as the effectiveness of detection:

- Accuracy: the ratio of correctly classified instances (known, benign and zeroday).

« Precision, recall, F1-score: particularly for the zero-day class (frequently a minor) and.

* Receiver operating characteristic (ROC) curve measures (AUC): to summarize discrimination.

- False positive rate (FPR) & false negative rate(FNR): important in cyber-defence operational environments.

« Adaptation speed/time: The number of labelled data and time to adapt the new task. Meanwhile it has been shown that meta-
leanring can lead to dramatic reduction in training time (Li et al., 2023).

« Generalization across domains: Adaptation from source domains to target domain (domain shift).
Performance of the results shown against baseline models:

A baseline supervised heuristics model with no meta-training using know threats only.

A pretrained anomaly detection model such as one-class SVM or an autoencoder on benign data.

Standard meta-learning without further domain adaptation or anomaly component.

3.5 Deployment and autonomous defence aspects

The approach contains a deployment part, as we are concerned with deploying autonomous cyber-defence:
« Simulated real time streaming data, where the detection module reads in new events and adapts on-line.

« A decentralised learning setting (federated and edge-based) where nodes exchange model updates, rather than raw data, to
maintain privacy and coverage of a larger number of threats. Literature highlights the importance of federated learning for
decentralized threat intelligence sharing (Alansary et al., 2025; Zukaib et al., 2024).

*Response/mitigation process: Upon detection, the system initiates an automated mitigation action (i.e., isolating device,
blocking traffic), logs decisions to support false alarm and operational impact analysis.

Latency measurement. One of the use cases includes making a decission regarding whether the adaptation and the detection
stages satisfy the real-time constraint , i.e., provide a response within xx ms, which is paramount for a practical deployment. 3.6
Ethical, Privacy, and Security Considerations. Depending on the associated ethical, privacy, and security guidelines, the following
science, statistical and programatic methods can be employed: Data privacy. The use of federated learning is in place to avoid
sharing any raw data between any two local nodes; the collaborative process in meta-learning involves sharing model updates or
meta-parameters. “Adversarial robustness” recognition; in practice, people follow moving adversary modes and feed
Recognizing that the attacker moving adversaries may bypass or poison the meta-learner, the method includes adversarial
robustness. This involves the utilization of adversarial examples introduced during the training/validation process or defensive
mechanisms such as encryption and decryption.
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3.7 Limitations and Validity Considerations

« Internal validity: We control the simulation, which provides a nice proof of causality (e.g., meta learning cause improved zero
day detection), although it does not take into account all possible complexities.

« Generalization: The performance of the model on datasets does not necessarily generalize to other network types, device
populations or adversary behaviors. Domain shift (DS) is a significant challenge.

- Construct validity: The experimenter's definition of "zero-day" (i.e., previously unseen attack class) does not necessarily reflect
the real-world zero-day situation, where novelty of attacker is mostly inconclusive.

- Reliability: Allowing for replicable training, adaptation and test protocols (i.e. random seeds, data splits) is essential.

We will address these by applying various datasets/domains, cross-validation and ablation studies (e.g., with and without meta-
learning component) to validate findings.

4.Result

Experimental results show that the proposed framework consolidates detection accuracy of zero-day threat and can keep low
falsepositive rates. The model quickly generalizes to novel attacking patterns, with limited data, outperforming classical deep-
learning baselines. These results validate the framework’s potential in supporting on-line, autonomous cyber-defence against
new threats.

Zero-Day Detection Accuracy
60

40

20

—  AML
0 - | Base

0 5 10 15 25
Percent

Figure 1. Zero-Day Detection Accuracy

This graph demonstrates the detection efficiency of our AML model with regard to DL Base, at varying data percentages over
time in the course of training. The AML model presents an accuracy curve which consistently remains over 60 % while the DL
Base peaks under 50 %.

This suggests AML generalises better from small training data and thus -learns disparate representations transferrable to zero-
day threats. The sharper increase in the early part is a reflection of AML's better initialisation and learning rate (few shot)
adaptation. Similar results were also seen by Li et al. (2023) and Yang (2023), where meta learners are able to rapidly generalize
to new domains with few supervision, w.r.t. benchmarks classifiers at low data regimes.
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Adaptation Speed
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Figure 2. Adaptation Speed

Figure 2 shows a comparison of model adaptation times expressed in minutes. The AML model converges remarkably faster
than the DL Baseline, almost half time taken to report similar performances. This gain is due to the ability of the meta-learner to
re-use knowledge learned from history meta-training problem instances, which mitigates an unnecessary burden on learning
everything anew.

Such fast convergence is essential for RT or near-RT CDS environments where zero-day threats are emergent. This result is
consistent with previous findings from Finn, Abbeel, and Levine (2017) that model-agnostic meta-learning techniques can easily
produce models that will quickly adapt with very few gradient updates. This additionally supports the possibility of AML in
unattended cyber-defence operations.

False Positive Rate
50 =

False Pesltive Rate

AML DL Baseline

Figure 3. False Positive Rate
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This number is the false positive rates (FPR) for AML and DL Baseline. AML posts a quite lower FPR (2 %) compared to the DL
Baseline (6 %), showing increased discrimination with regard to benign network anomalies and real zero-day attacks.

When it comes to cyber defence solutions, reducing false alarms is an essential point as a high number of false positives
overload analysts and lower operational trust. The lower FPR by AML, compared with other methods, indicated that it would
capture more deep task-invariant threat features better allowing signal to noise discrimination. Zukaib et al. also reported the
same results. (2024), who demonstrated that combination of meta- and federated-learning architecture decrease FPR and
maintain high sensitivity in loT network scenarios.

Learning Curve
16

1.2
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0.4 AUC 0 9%
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Figure 4. Learning Curve

Figure 4 plots the learning curve which is the Area Under Curve (AUC) of AML model on training epochs. It climbs smoothly and
flattens out at an AUC = 0.96, which is the proof of good performance and stable learning process. The first trough is due to
early optimisation update which is common in gradient-based meta-learning.

The stable convergence shows that the model achieves fast generalisation equilibrium without overfitting, and also verifies the
effectiveness of its adaptive initialisation. These results are in accordance with Mohamed et al. (2025) demonstrated that hybrid
adaptive autoencoder models of high AUC can be created for novel exploit detection.

Latshcy Distriouticiv

0 50 100 150
Milliseconds

Figure 5. Latency Distribution
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Figure 5 shows the latency (ms) distribution of zero-day detection tasks over the system. The peak of the curve is found at
around 100 ms, showing stable and low response times that are in line with real-time demands.

Stability analysis of latency shows that even at continuous learning, AML retains the detection ability. In defense systems the
latency to respond in sub-seconds is critical to cut off attacks and prevent compromise. Similar latency thresholds were
suggested in Alansary, Ayyad and Talaat (2025) which stressed that adaptive decentralised architectures should be accurate but
also efficient for their operational deployment.

Summary

Overall, Results in Figures 1-5 provide evidence supporting our claim that the new proposed Adaptive Meta-Learning Framework
outperforms traditional deep-learning systems in each of these main performance aspects—accuracy, adaptation speed, false-
positive control, learning-stability and latency. The findings support the suitability of AML for real-time zero-day threat
detection in autonomous self-optimising cyber-defence eco-systems.

5. Discussion
5.1 Interpretation of Key Findings

From simulation results in the previous section (Figures 1-4), we can see that, overall, our proposed AML is much better than
traditional deep-learning schemes for zero-day attack detection. In Figure 1, for the AML has higher accuracy (more than 60%)
compared to DL models that were about 48%. This is evidence of AML's greater ability to generalise from small examples and
adjust to evolving threat patterns with minimal retraining. These results are also consistent with previous studies where the
meta-learned models showed better generalisation performance in heterogeneous cyber domains (Li et al., 2023; Yang, 2023).

Figure 2 shows an adaption speed comparison of the model to different threats, were AML took about half the normal time
baseline DL models did to adapt to new threat environment.

Figure 3 shows that AML kept the false positive rate lower (2%) than DL baseline (6%). This reduction is crucial in real
operational cyber-defence environments, which are often low false positive because high quantities can overload analysts and
lead to poor confidence in automated systems. The lower rate indicates that AML exploits more task-invariant representation,
resulting in a better performance to separate benign anomalies and real unseen threats. Previous studies, like Zukaib et al.
(2024), found meta-federated architecture to be advantageous in reducing the classification noise and sensitivity for zero-day
detection was kept at a higher level.

Finally, latency distribution (Figure 4) shows that AML kept detection latency around 80-100 ms which met realtime response
requirements of autonomous cyberdefence system. Meanwhile, standard DL architectures often have increased computation
latency and are not as well-suited for passive monitoring across a wide range of large-scale, distributed networks (Mohamed et
al, 2025). This finding supports the intuition that meta-learning can provide adaptive intelligence without sacrificing system
efficiency.

5.2 Comparison with Existing Studies

The higher power of AML derived here generalizes the empirical assertions in Li et al. (2023) and Mathew (2025), in showing that
meta-learning method performs better than standard models under data scarcity and dataset shift. However, prior works have
targeted centralized architectures, and this work goes a step further by simulating decentralized and adaptive environments
(#real-op), which is more suitable for the deployment of large-scale networks.

In addition, the lower false positive rate and quicker adaption in AML agree with those of Alansary et al. (2025), which stressed
that federated learning and meta-learning can handle collaborative threat intelligence with preserving privacy. Such
decentralised adaptability is supported by the framework presented here, in congruence with predictions of the on-going
evolution towards autonomous cyber eco-systems proposed by Al-driven defence models (Yang, 2023).
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5.3 Practical Implications

On the other hand, the implications are numerous. The zero-day attack resilience improvement would have a positive impact on
cyber-security operations centres, which would be able to implement the AML-based module with no retraining costs. The
observed real time adaptability could make AML-based a foundation of autonomous intrusion detection and response systems,
which are especially pressing for the critical infrastructure, cloud environments and loT ecosystems, where new threats develop
faster than human analysts can respond. The changes in latency and decrease in false positives could reduce operational
overhead and improve the trustworthiness of machine-driven alerts, making Al-driven cyber-defences less of a burden to their
operators. Additionally cooperating meta-federated learning could ensure cross-organisational intelligence sharing without
centralising sensitive information. Thus, AML frameworks could form a basis for next-generation self-learning and privacy-
preserving cyber-defences.

5.4 Theoretical and Methodological Contributions

This work helps to advance the theory of meta-adaptation for adversarial environments by demonstrating experimentally that
meta-initialisation speeds up the model convergence and improves generalization to unseen attack types. Methodologically, it
provides a simulation-driven blueprint for assessing the performance of zero-day learning under realistic constraints — such as
latency, adaptation cost and decentralized inference. There is also good agreement with design-science principles (Peffers et al,,
2015) that AML is a credible artefact in the context of the more general area of autonomous defensive Al systems.

In summary, this research connects the theoretical dots between adaptive intelligence theory and applied cyber-defence
engineering by demonstrating that meta-learning can operationally scale in order to defend dynamic, multi-domain networks.

5.5 Limitations and Future Research

There are several limitations that should be recognized, despite encouraging findings. The simulation relied on benchmark
datasets along with some artificial zero-day facsimiles, which might not encompass all the richness of real-world attacker
activities. Furthermore, while latency was constant, the scalability under high network loads or adversarial poisoning cases are
uninvestigated. Future work should include the addition of live network traffic, feature interpretable Al (XAl) modules (like SHAP
or LIME), and testing for adversarial robustness.

Moreover, the architecture of federated meta-learning could also be investigated to facilitate different nodes with adaptive
coordination based on COV. It is suggested by Al-Zoubi (2025), that similar approaches could expand AML's capability to multi-
agent security systems which learn and defend jointly in the decentralised infrastructures.

5.6 Summary of Discussion

In conclusion, the analysis evidences that the Adaptive Meta-Learning Framework significantly improves efficiency and
robustness on zero-day threat detection in comparison with deep-learning baselines. The trade-off of the framework which aims
for high detection accuracy while keeping the false positive rate low, and adjusting them rapidly, suggests a potential model for
next-generation autonomous and self-evolving cyber defence ecosystems.

6.Conclusion

The research aimed at developing and evaluate an AML Framework with the ability to discover Active threats in autonomic
cyber-defence systems. Through simulated experiments the study proved that AML is a significant improvement in the security
model’s ability for monitoring, accommodating and recovering from new threats not based on prior signature data. The results
from several simulation studies (including detection accuracy, adaptation speed, false positive regulation, learning stability and
the latency) demonstrate that our developed framework consistently outperformed classic deep-learning (DL) baselines.

Finally, experiments have shown that the AML achieved a higher than 60% detection accuracy as compared to baseline DL
models, and converging quicker as well as false-positives reduced. This enhancement results from the possibility of AML to
transfer meta-knowledge learnt on previous tasks, which allows for an accurate detection of never-seen attack patterns with
small set of labeled data. These results support the findings from earlier work applying meta-learning to domain adaptation in
cybersecurity (Li et al, 2023; Yang, 2023) and are consistent with the assumptions underlying model-agnostic meta-learning
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(Finn et al., 2017). And, it supports the very idea of learning to learn — where self-evolving systems can adapt and recalibrate in
real-time as emerging cyber threats unfold.

Furthermore, the amalgamation of meta-learning with federated and decentralised approaches within the study can be seen as a
useful contribution to ongoing research within the growing area of self-adaptive cyber defence ecosystems. The stable latency
profile (= 100 ms) of the framework suggests that it is almost real-time deployable, which is a necessity for autonomous threat
response systems. This discovery correlates with the recent work of Alansary, Ayyad, and Talaat (2025) where Al-based low-
latency detection was presented as a robust countermeasure to distributed zero-day threats.

In practical terms, the proposed AML-based framework has the power of possibly revolutionizing SOC by decreasing retraining
cost, decrease load on analyst and increase response precision. 5. By pushing AML models into automated intrusion detection
and response systems (IDRS), companies can create a more robust infrastructure that can sense, and rapidly disrupt, unknown
threats in real time. A conjunction of AML by federated learning (Zukaib et al., 2024) also provides an off-premises intelligence-
sharing, without exposing any user data privacy—addressing cross-organisational cyber-resiliency in conformation to forward-
looking data-protection regulations.

Theoretical progress. This study furthers our theoretical understanding of adaptive meta-learning in adversarial scenarios by
empirically demonstrating how its generalisation and adaptation mechanism work in the case of zero-day situations. The
research also supports the DSR method in that, the AML architecture is presented as an artefact, which a prototype serves to
showcase and advance state-of-the-art in Al based cyber-defence innovation (Peffers et al., 2015).

In summary, this work reiterates the opportunity that adaptive meta-learning presents in enabling intelligent, resilient and self-
evolving cyber-defence ecosystems. By allowing systems to learn from acquired knowledge, identify new patterns and act
autonomously, the proposed AML framework will help shape a world of Al-enhanced cybersecurity—one where its defences
morph as fast as the threats they are meant to prevent.
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