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| ABSTRACT 

Artificial intelligence is increasingly deployed in critical decision environments, healthcare, assistive technologies, cyber-physical 

systems, agriculture, business analytics, cybersecurity, and distributed infrastructure, were inaccuracy, opacity, or unreliability 

may cause severe harm. While predictive accuracy has driven much of the field's progress, it is now broadly recognized as 

insufficient: trustworthy AI must also be explainable, robust, privacy-preserving, secure, fair, accountable, and practically 

deployable under real-world constraints. This structured critical review synthesizes using a six-axis taxonomy comprising critical 

sector, data modality, architecture family, explainability function, and trustworthiness concern. The review identifies six critical 

sectors, healthcare and biomedical AI, human-centered and assistive AI, cyber-physical systems and infrastructure, agriculture 

and sustainability, business and enterprise analytics, and cybersecurity and distributed intelligence—and eight architecture 

families, from conventional machine learning and CNNs through vision transformers, graph neural networks, Bayesian physics-

guided models, generative AI, and federated learning systems. Synthesis reveals that while explainability mechanisms—visual, 

attentional, post-hoc, and knowledge-structured, are increasingly integrated across sectors, they are rarely validated against 

formal standards or shown to support trustworthy human oversight in deployment. Key gaps include explanation validation 

protocols, cross-sector benchmarking, privacy-preserving inference at scale, uncertainty quantification, and governance-aligned 

reporting. A structured research agenda is proposed that prioritizes validated explainability, federated deployment, robustness 

under distribution shift, fairness, and evidence maturity across all critical sectors. 
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1. Introduction  

The maturation of AI from research curiosity to an operational instrument in consequential decision environments has created a 

new class of scientific and governance requirements [1]. In healthcare, AI systems increasingly support or recommend diagnoses 

that directly affect patient outcomes. In cyber-physical systems [2], AI monitors infrastructure whose failure carries safety and 

financial consequences on a scale. In business and enterprise settings, AI drives credit decisions, supply chain strategies, and 

workforce management policies that affect individual livelihoods. In each of these contexts, the predictive performance of an AI 

model, however impressive in controlled evaluation, is a necessary but wholly insufficient criterion for trustworthy deployment. 

Trustworthy AI is a multidimensional concept that encompasses explainability, robustness, privacy, security, fairness, uncertainty 

quantification, human oversight, governance accountability, and evidence maturity. Explainability occupies a central role because 

it mediates the relationship between a model's internal computation and the human decision-maker who must act on its output 

[3]. However, explainability is also the most frequently oversimplified component of trustworthiness: attention maps, saliency 

overlays, and post-hoc feature importance scores are routinely presented as explanations without formal validation of their 

fidelity, completeness, or usefulness to the intended audience [4]. The risk of explanation theater, AI systems that appear 

interpretable without being genuinely accountable, is particularly acute in high-stakes sectors [5]. 
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Across the critical sectors examined in this review healthcare and biomedical AI [6, 7, 8], human-centered and assistive AI [9, 4, 

10], cyber-physical and infrastructure systems [6, 11, 12], agriculture and sustainability [13, 14, 15], business and enterprise 

analytics [6, 16, 17], and cybersecurity and distributed intelligence [18, 19, 20], a consistent pattern emerges: architectural 

sophistication has advanced significantly, but the deployment-critical properties of trustworthiness and validated explainability 

remain inconsistently addressed. This review constructs a cross-sector taxonomy and evidence map to diagnose these gaps and 

propose a structured research agenda (See Figure 1). 

 
Figure 1. From accurate AI to trustworthy decision support. 

 

2. Review Methodology 

This review is presented as a structured critical review of a systematic review. Papers were assembled to provide balanced 

coverage of critical sectors, architecture families, data modalities, explainability functions, and trustworthiness concerns, enabling 

structured evidence mapping rather than exhaustive domain census. 

A five-axis taxonomy organizes the corpus. Axis 1 classifies by critical sector: (i) healthcare and biomedical AI, (ii) human-

centered, neuro-affective, and assistive AI, (iii) cyber-physical systems, IoT, robotics, and infrastructure, (iv) agriculture, 

environment, and sustainability, (v) business, enterprise, and organizational analytics, and (vi) cybersecurity, privacy, and 

distributed intelligence. Axis 2 classifies by data modality—medical images, facial and affective signals, EEG and physiological 

signals, IoT and sensor streams, acoustic-emission and industrial signals, text and natural language, graph and knowledge-

structured data, business and tabular data, and multimodal data. Axis 3 identifies the architecture family: conventional machine 

learning, CNN-based deep learning and transfer learning, vision transformers and attention-based models, graph neural 

networks and knowledge graphs, hybrid and ensemble systems, Bayesian and physics-guided models, generative and agentic AI, 

and federated/edge/privacy-preserving systems. Axis 4 records the explainability function served: visual explanation, feature-

level explanation, attention-based explanation, post-hoc interpretability, model transparency, knowledge-graph reasoning, 

human-readable decision support, and auditability. Axis 5 catalogues the trustworthiness concern: robustness, privacy, security, 

scalability, real-time feasibility, human oversight, governance, safety and accountability, fairness and access, and reproducibility 

and evidence maturity. 

This taxonomy enables both vertical analysis—how architecture choices shape explainability and trust within a sector—and 

horizontal analysis—which trustworthiness concerns recur systematically across sectors. The full cross-sector evidence map is 

provided in Section 6. 

 

3. Conceptual Foundations of Trustworthy and Explainable AI  

3.1 From Accuracy-Centered AI to Trustworthy AI 

The historical dominance of accuracy as the primary evaluation metric for AI systems reflects the origins of machine learning in 

benchmark competitions and controlled experiments. In critical deployment settings, however, accuracy on a held-out test set 

addresses only one of many requirements. A clinical decision support system for heart disease prediction [8] that achieves high 

accuracy on a training dataset but cannot generalize across patient demographics, handle missing values gracefully, or provide 

intelligible explanations to clinicians is not trustworthy, regardless of its benchmark performance. The transition from accuracy-

centered to trustworthy AI requires integrating robustness to distribution shift, uncertainty quantification, privacy compliance, 

security against adversarial manipulation, fairness across protected groups, and governance-aligned reporting into the model 

development pipeline from the outset, not as post-hoc additions. 
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3.2 Explainability as a Decision-Support Requirement 

Explainability is not a single property but a family of functions that serve different stakeholders. Explanations for model 

developers support debugging and architecture improvement. As shown in Figure 2, explanations for domain expert clinicians, 

agronomists, security analysts, must convey evidence in domain-relevant terms that support professional judgment. Explanations 

for end users must be accessible, concise, and actionable. Explanations for governance serve audit, compliance, and 

accountability functions. Post-hoc methods such as SHAP, LIME, and gradient-based saliency are the most widely used 

explanation approaches in the surveyed corpus, appearing in medical imaging [7, 21, 22], agricultural disease detection [13, 14, 

15], and affective computing [10] applications. Attention mechanisms in transformer architectures offer a more architecturally 

integrated form of explanation [3, 23–25] but attention weights do not constitute complete causal explanations and should not 

be interpreted as such without validation. Knowledge-graph and NLP-based reasoning [16, 26] provides a structurally different 

form of explainability, traceable, entity-linked reasoning that is particularly suited to domains where relational context matters. 

 
Figure 2. From visual explanation to validated explainability. 

3.3 Trustworthiness Beyond Explainability 

Explainability is a necessary but insufficient component of trustworthiness. As shown in Table 1, trustworthy AI framework for 

high-stakes decision support [5] provides a cross-sector conceptualization that positions explainability alongside robustness, 

privacy, security, fairness, and governance as co-equal requirements. Robustness concerns the preservation of model reliability 

under distribution shift, adversarial perturbation, and sensor degradation. Privacy concerns the protection of individual data 

during model training, inference, and deployment. Security addresses the vulnerability of AI systems to adversarial attacks, data 

poisoning, and model extraction. Fairness addresses differential treatment of individuals or groups, particularly in high-

consequence settings such as credit scoring [27] and clinical screening [28]. Uncertainty quantification, addressed architecturally 

through Bayesian models [12]—enables AI systems to signal their own limitations, supporting human oversight by flagging 

predictions on which the system lacks confidence. Reproducibility and evidence maturity address the consistency of results 

across datasets, validation protocols, and deployment environments. 

Table 1. Trustworthiness evaluation matrix across the AI lifecycle. 

Lifecycle stage Key objective Minimum evidence Main risk if omitted 

Data readiness 
Ensure representative and 

leakage-safe data. 

Dataset source, sample size, class balance, 

labels, preprocessing, split strategy. 

Inflated performance, bias, weak 

generalization. 

Model 

development 

Align model design with use 

context. 

Architecture, training protocol, 

hyperparameters, compute, interpretability 

plan. 

Overfitting, poor reproducibility, 

impractical complexity. 
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Lifecycle stage Key objective Minimum evidence Main risk if omitted 

Internal validation 
Test reliability under 

controlled conditions. 

Held-out performance, confusion matrix, 

calibration, confidence intervals. 

Accuracy-only reporting and 

hidden class-level errors. 

External validation 
Assess robustness beyond 

the development data. 

Independent dataset, subgroup results, 

distribution-shift and stress tests. 

Fragile deployment and poor 

transferability. 

Explainability 

validation 

Verify that explanations are 

faithful and useful. 

XAI method, target user, fidelity, stability, 

expert review. 

Misleading explanations and 

false trust. 

Privacy and security 
Protect sensitive data and 

adversarial integrity. 

Privacy mechanism, access control, threat 

model, security testing. 

Data leakage, model 

compromise, regulatory risk. 

Deployment 

feasibility 

Confirm workflow and 

resource suitability. 

Intended use, latency, hardware, usability, 

human-in-the-loop pathway. 

Technically strong but unusable 

system. 

Governance and 

monitoring 

Support accountability after 

deployment. 

Model versioning, audit trail, monitoring 

plan, update policy. 

Silent performance drift and 

weak accountability. 

 

3.4 Sector-Specific Trust Requirements 

Trust requirements vary systematically across sectors. In healthcare, clinical interpretability, regulatory compliance, privacy, and 

accountability to patients and clinicians are primary. In cyber-physical and infrastructure systems, real-time reliability, safety 

certification, and fault explanation are paramount, a misclassified gas-pipeline fault [11, 29] or a miscalibrated wind-turbine 

sensor [12] may have immediate physical consequences. In business and enterprise settings, governance, audit trails, fairness, 

and strategic transparency are the dominant trust concerns [17, 30]. In agriculture, explanations must be actionable by field users 

with varying technical literacy, and models must be lightweight enough for edge deployment [14, 15]. In cybersecurity, security 

against adversarial manipulation, auditability, and real-time threat response are essential [15, 49, 74]. In assistive and human-

centered AI, ethical oversight, personalization, accessibility, and sensitivity to vulnerable user populations add additional trust 

dimensions [4, 5, 9]. 

4. Architecture Families for Trustworthy and Explainable AI 

4.1 Conventional Machine Learning and Structured Decision Models 

Conventional machine learning, random forests, gradient boosted trees, logistic regression, and support vector machines—

retains significant relevance in critical sectors, primarily because its feature-level explainability is well understood and its 

deployment footprint is manageable. In healthcare, structured patient data models [8] allow clinical decision support with feature 

importance outputs compatible with clinical reasoning. In business analytics, ML models for credit scoring [27], market trend 

forecasting [31], retail demand forecasting [32], project risk prediction [33], e-commerce pricing optimization [34], and small-

business management [35] represent the operational backbone of enterprise AI decision support. Sentiment analysis of drug 

reviews [36] and Bengali social media [37] illustrate text-based ML in human-centered contexts. The explainability advantage of 

conventional ML is real but bounded: global feature importance does not guarantee local decision-level accountability, and 

structured models may embed historical biases that affect fairness in credit and hiring contexts [38]. 

4.2 CNN-Based Deep Learning and Transfer Learning 

CNNs remain the dominant architecture for image-based critical AI, with transfer learning addressing the data-scarcity problem 

pervasive in medical, agricultural, and industrial datasets. Explainable AI-driven hybrid deep learning for skin cancer diagnosis [7] 

exemplifies the combination of CNN feature extraction with post-hoc explanation methods. Early leukemia diagnostics using 

image processing and transfer learning [39] and transfer learning for sleep stage classification under limited data [40] illustrate 

the domain adaptability of pre-trained CNN feature extractors. Facial emotion recognition systems, including a bidirectional 

Elman neural network [41] and a hybrid deep belief optimization system [42], extend convolutional feature learning to affective 

computing. Lightweight deep learning for concrete crack characterization via acoustic-emission signals [43] demonstrates that 

CNN architectures can be compressed for real-time edge deployment in industrial settings. Across all these applications, the 
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visual explanation methods used to interpret CNN decisions, gradient-weighted class activation mapping, occlusion sensitivity, 

provide useful indicators but do not constitute validated causal explanations, particularly for safety-critical applications. 

4.3 Vision Transformers and Attention-Based Architectures 

Vision transformers (ViTs) and their attention-based derivatives have emerged as a principal architecture family in high-stakes 

image classification, with the self-attention mechanism frequently cited as an explainability advantage over CNN-based 

approaches. The hybrid ViT for lung cancer diagnosis [3] and the hybrid ViT for prostate cancer in MRI [44] demonstrate the 

architecture's competitive performance in medical imaging. Hierarchical Swin Transformer ensembles for breast cancer [24] and 

Swin Transformer–driven cervical cell classification with web deployment [25] show that transformer architectures can be 

integrated with ensemble strategies and deployed via web interfaces. The dual-branch visual transformation model for ASD 

classification [45] and ASDnet [9] extend ViTs to facial and affective analysis. In precision agriculture, MaizeFormerX, a 

lightweight cross-scale attention ViT [14]—and the MaxViT model for soybean disease [46] demonstrate efficiency advances that 

begin to close the resource gap with CNNs. Global–local attention modeling for kidney disease classification from CT images [23] 

illustrates the diagnostic value of combining coarse global context with fine-grained local feature attention. It is critical to note 

that attention maps, while useful as visual communication tools, do not have the formal properties of causal explanation and 

should not be presented to clinicians, regulators, or auditors as complete justifications for model decisions without additional 

validation. 

4.4 Hybrid, Ensemble, and Multimodal Fusion Systems 

Hybrid and ensemble systems are motivated by both performance and explainability: combining heterogeneous learners 

improves generalization while enabling richer post-hoc explanation strategies. The explainable deep stacking ensemble for brain 

tumor diagnosis [22] and the stacking ensemble with XAI for cervical cancer [47] illustrate how ensemble diversity is leveraged 

alongside post-hoc explanation for clinical transparency. The ensemble transformer with post-hoc explanations for depression 

emotion and severity detection [10] extends this pattern to affective computing, where label ambiguity makes ensemble 

uncertainty particularly valuable. Multimodal fusion introduces additional explanation complexity: the hybrid multi-modal 

emotion recognition framework using InceptionV3DenseNet [58] and the vision-audio multimodal object recognition system 

using hybrid tensor fusion [48] must explain not only what a model predicted but which modality drove the prediction and how 

cross-modal interactions were resolved. The ViX-MangoEFormer ensemble for mango disease recognition with XAI [13] 

demonstrates that explainability can be maintained in stacking architectures through appropriate post-hoc design. 

4.5 Graph Neural Networks and Knowledge-Graph Reasoning 

Graph-structured representations offer a qualitatively different form of explainability from visual or feature-based methods: 

relational, traceable, and entity-linked. The GNN-enhanced gas-pipeline monitoring system [11] models propagate across sensor 

networks, enabling fault localization with structurally interpretable reasoning. Knowledge-graph and NLP integration for heuristic 

reasoning support [16] and the AddManBERT knowledge-graph construction for additive manufacturing design [26] 

demonstrate that BERT-based language models and knowledge graphs can be coupled to produce explanations that follow 

entity-relationship chains auditable by domain experts. This form of explanation structured and symbolic is particularly relevant 

in industrial, engineering, and enterprise settings where causal and relational accountability is required. The limitation is 

scalability: knowledge graphs require expert curation and may not generalize across rapidly evolving domains. 

4.6 Bayesian, Physics-Guided, and Uncertainty-Aware Models 

The capacity to express uncertainty is a defining property of trustworthy AI in safety-critical systems. The physics-guided 

Bayesian neural network for sensor fault detection in wind turbines [12] represents one of the most principled approaches in the 

corpus: by embedding physical system prior into the network, the model generates calibrated uncertainty estimates that can 

support human oversight decisions about maintenance and shutdown. Bayesian deep learning more broadly enables the 

distinction between epistemic uncertainty (arising from insufficient data) and aleatoric uncertainty (arising from inherent data 

noise), both of which are relevant to high-stakes decision support. The current corpus underrepresents this architecture family, 

reflecting a maturity gap between Bayesian methodology and domain-specific deployment. Addressing this gap is particularly 

urgent in medical imaging, infrastructure monitoring, and autonomous systems contexts. 

4.7 Generative, Agentic, and Enterprise AI 

Generative AI and agentic systems introduce new and qualitatively distinct trustworthiness challenges shown in Figure 3. 

Generative AI in enterprise information systems for transforming business intelligence [17] embeds large language model 

capabilities into strategic decision workflows, raising accountability questions that extend beyond standard ML governance 

frameworks: hallucination, factual unreliability, inconsistent chain-of-reasoning, and the absence of auditable computation logs. 



BJMSS 4(2): 14-28 

 

Page | 19  

Automated risk assessment and collaborative AI in agile project management [2] and AI for risk and decision in agile IT projects 

[49] exemplify agentic AI, in which systems initiate and coordinate decision workflows rather than merely responding to queries. 

AI-driven business analytics for IT strategy [50] and AI-enabled management information systems for governance and decision 

automation [30] address the organizational embedding of these systems, where adoption of trustworthy governance frameworks 

is at least as important as architectural performance. Crucially, generative AI systems should not be represented as explainable in 

the same terms as discriminative models: their reasoning processes are substantially less amenable to post-hoc attribution 

methods, and new explanation and audit frameworks are urgently needed. 

 

Figure 3. Federated and auditable AI deployment across critical sectors. 

4.8 Edge-Cloud, Federated, Privacy-Preserving, and Distributed AI 

The distributed intelligence and privacy-preserving deployment framework encompassing edge-cloud, 6G connectivity, and 

federated learning for secure and auditable decision support [19] represents the most comprehensive deployment architecture 

in the corpus. Federated learning addresses data sovereignty in healthcare and organizational analytics by enabling collaborative 

model training without centralizing raw data. Privacy-preserving behavior analytics for workforce retention [38] and the 

multimodal privacy-preserving cancer diagnosis framework [51] demonstrate operational privacy-preserving deployments. 

Stacking ensemble-based breast cancer classification with real-time web deployment [52] and Swin Transformer cervical cell 

screening with web interface [25] show that deployment-readiness—interface design, latency, cross-platform accessibility—must 

be treated as a first-class architectural constraint. The auditability requirement in [19] is critical: distributed systems that process 

sensitive data must generate auditable logs at each node, not just at the central aggregator, to maintain governance compliance. 

5. Sector-Specific Synthesis 

In healthcare, neural machine learning has been used to support stroke-risk assessment [82], while breast cancer diagnosis has 

been addressed through neural networks, dimensionality reduction, morphological feature analysis, and optimized neural 

architectures [80], [81]. Alongside performance improvement, explainable deep learning has been positioned as an important 

mechanism for making AI-based diagnostic decisions more transparent and clinically interpretable [85]. At the data-system level, 

privacy-first federated learning offers a distributed framework for scalable healthcare analytics without direct centralization of 

sensitive data [83]. Beyond clinical applications, AI-driven cybersecurity and digital twin technologies further demonstrate the 

relevance of intelligent systems in safeguarding essential infrastructure and enhancing predictive maintenance within industrial 

IoT environments [86], [84]. 

5.1 Healthcare and Biomedical AI 

Healthcare constitutes the largest and most architecturally diverse sector in the corpus, reflecting both the intensity of AI 

research investment and the severity of deployment-trust requirements. Cancer diagnosis applications span skin cancer [7, 53], 

lung cancer [3, 79], breast cancer [24, 52], cervical cancer [25, 47], brain tumor [12], leukemia [39], prostate cancer [44], 

cytological cancer classification [21], and privacy-preserving multimodal cancer diagnosis [38]. The recurrence of explainability 

requirements across these applications, post-hoc XAI in [7], attention-based XAI in [3, 25, 24], comparative explainable ML in 

[21], and stacking-based transparency in [22, 47], reflects both clinical professional expectations and emerging regulatory 

requirements. Beyond oncology, kidney disease classification from CT images [23], Parkinson's screening via personalized voice-

biomarker ML [28], sleep stage classification with transfer learning [40], heart disease prediction from structured data [8], 

diabetes management through AI-integrated healthcare information systems [54], depression severity detection [10], and the 

web-based deployment of screening tools [52] collectively illustrate the breadth of healthcare AI while underscoring the shared 
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deployment tension between clinical interpretability, privacy compliance, and generalization robustness. The multichannel 

analysis of imbalanced CT data for lung cancer [55] specifically highlights the class imbalance challenge that pervades medical 

imaging datasets and must be addressed for reliable clinical screening. 

5.2 Human-Centered, Neuro-Affective, and Assistive AI 

This sector addresses AI systems that support humans with communicative, cognitive, or affective needs—a context in which 

errors may directly harm vulnerable individuals and where explainability must be calibrated to user needs rather than technical 

audiences. ASD classification using facial grid-wise emotion features and dual-branch visual transformation [9, 45] and the ASD 

facial expression database [56] constitute a research cluster addressing a high-stakes developmental context. The AI-powered 

digital health platform for ASD students [4] extends this to therapeutic and educational personalization. Multimodal EEG analysis 

of neural synchrony using ML [57] and the standard tDCS model [58] address neuro-affective AI with direct clinical implications. 

Facial emotion recognition systems [41, 42, 59] and suicidal ideation detection using NLP and deep learning [60] occupy an 

ethically sensitive niche in which false negatives carry severe consequences and model confidence calibration is critical. The 

adaptive feedback system for learner improvement [61], the flex sensor hand glove for deaf and mute individuals [62], iris 

detection and recognition [63], and Bengali social media sentiment classification [37] extend the sector to accessibility, assistive 

communication, biometric security, and multilingual NLP. Online drug review sentiment extraction [36] bridges health and text-

based human-centered AI. Across this sector, explainability for end users, not just model developers, and ethical oversight are 

the dominant trustworthiness requirements. 

5.3 Cyber-Physical Systems, IoT, Robotics, and Infrastructure 

Cyber-physical systems impose real-time reliability and safety requirements on AI that most evaluation frameworks do not 

address. IoT-based wireless battery monitoring for solar micro-grids [64], smart energy metering [65], and the smart healthcare 

medical box for elderly patients [66] represent AI-assisted monitoring in resource-critical and care-critical infrastructure. Wireless 

mesh network routing [67] and MANET routing protocol simulation [68] address network-layer decision support. HAPs 

communication systems optimization [1] extends infrastructure AI to airborne communication platforms, where real-time 

performance under varying channel conditions is operationally required. The question of full autonomy in underwater robotics 

[6] directly engages the human oversight axis: whether a system should operate without human supervision is not purely a 

technical question but one of safety accountability and governance. Gas-pipeline condition diagnosis via acoustic-emission 

imaging [29] and GNN-enhanced gas-pipeline monitoring [11] address safety-critical industrial infrastructure where fault 

localization must be accurate, explainable, and fast. Concrete crack characterization using lightweight DL and acoustic-emission 

signals [43], and sensor fault detection in wind turbines via physics-guided Bayesian neural networks [12], extend the sector to 

structural health monitoring and renewable energy infrastructure. Vision-audio multimodal object recognition [48] provides 

architecture-level evidence for multi-sensor fusion in infrastructure monitoring contexts. 

5.4 Agriculture, Environment, and Sustainability 

Agricultural AI decision support is characterized by lightweight deployment requirements, environmental variability, and the 

need for explanations accessible to field users. The maize leaf disease diagnosis system MaizeFormerX [14] and the MaxViT 

soybean disease model [46] represent the growing application of vision transformers to precision crop pathology, while the ViX-

MangoEFormer ensemble for mango disease recognition with XAI [13] demonstrates that stacking ensemble transformers can 

maintain explainability under deployment constraints. The explainable transformer for cotton leaf diagnostics and fabric defect 

detection [15] and advanced deep learning for tea leaf disease precision [69] provide additional agricultural disease monitoring 

evidence. Lightweight ResNeXt for aquaculture disease diagnosis [70] illustrates the application of compressed CNN 

architectures to aquaculture monitoring, where inference speed and edge feasibility are operationally critical. AI-driven smart 

agriculture for crop yield and sustainability [71] and AI-driven solar financing for rural clinics and health small businesses [72] 

address the sustainability dimension, connecting agricultural AI to rural health infrastructure and financing resilience. The 

resilience-by-design AI framework [20] provides a cross-sectoral lens under which agricultural systems, health infrastructure, and 

security considerations are jointly addressed. 

5.5 Business, Enterprise, and Organizational Decision Support 

Business decision support AI spans the widest thematic range in the corpus and introduces the most heterogeneous 

trustworthiness requirements. Credit scoring for financially underserved businesses [27] raises fairness and access concerns: ML 

models trained on alternative data sources may perpetuate or amplify structural financial exclusion if not explicitly audited for 

disparate impact. Automated risk assessment in agile project management [2] and AI for IT project risk and decision [49] frame 

AI as a governance tool within organizational processes. Market basket analysis for healthcare service bundling [73] bridges 

health and business analytics. Blockchain and ML integration for supply chain management [74] introduces distributed ledger 
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trust mechanisms alongside predictive AI. Retail demand forecasting [32], small-business ML [35], e-commerce pricing [34], 

market trend forecasting [31], and customer satisfaction analytics in hospitality [75] constitute the operational forecasting and 

optimization cluster. The attention-enhanced deep learning system for business strategy optimization [76] applies transformer-

based attention to enterprise decision support. Generative AI for enterprise business intelligence [17], digital transformation 

analytics [10], AI for IT strategy [50], agile IT risk AI [49], AI-ERP integration in dark factories [77], and AI-enabled management 

information systems for governance [30] address the strategic and governance layer of enterprise AI—the context in which 

trustworthiness has the broadest organizational consequences. Predictive analytics for project risk [33] and comprehensive small-

business ML [35] complete the operational business analytics cluster. 

5.6 Cybersecurity, Privacy, and Distributed Intelligence 

Cybersecurity and privacy-preserving AI constitute both a standalone sector and a horizontal deployment requirement. The 

intelligent cybersecurity framework integrating ML-driven data protection and threat intelligence [18] addresses real-time threat 

detection and response in digital communications infrastructure. AI as a strategic engine for data security and digital resilience 

[78] and the resilience-by-design AI framework [20] position AI security within broader organizational and societal resilience 

architectures. Privacy-preserving behavior analytics for workforce retention [38] operationalizes differential privacy in 

organizational analytics. Trustworthy AI for high-stakes decision support across critical sectors [5] provides the overarching 

framework that defines trustworthiness in terms encompassing all six sectors reviewed here. The distributed intelligence and 

edge-cloud-6G-federated learning framework for secure and auditable decision support [19] represents the architectural frontier: 

integrating edge inference, cloud aggregation, 6G communication, and federated training into a system designed from the 

ground up for privacy, security, and auditability. As AI systems become more deeply embedded in digital communications and 

infrastructure, adversarial robustness, the ability to maintain reliable and trustworthy behavior under deliberate attack—becomes 

as important as robustness to natural distribution shift. 

6. Trustworthiness and Explainability Challenges 

6.1 Explanation Validity and Overinterpretation 

A recurrent risk in the corpus is the use of attention maps and post-hoc saliency methods as proxies for complete model 

explanation. Attention weights in vision transformers [3, 14, 23, 24] indicate regions of the input that influenced the model's 

output but do not establish that these regions are causally decisive, clinically meaningful, or generalizable across inputs. 

Gradient-based saliency maps used to explain skin cancer [7] and skin lesion [53] classifiers may identify different regions 

depending on implementation details, making cross-system comparison unreliable. Post-hoc explanations for ensemble systems 

[10, 22, 47] face the additional challenge that the ensemble's collective decision may not be reducible to the explanation of any 

single base learner. The trustworthy AI framework [5] acknowledges these limitations and implies that explanation validity, the 

degree to which an explanation faithfully represents model reasoning must be evaluated independently from visual plausibility. 

Table 2 summarizes the minimum validation checks required before common XAI outputs can be treated as reliable explanations 

for high-stakes decision support. 

Table 2. Explanation validation checklist by XAI method. 

XAI method What it explains Required validation Key limitation 

Saliency / Grad-CAM 
Image regions influencing 

prediction. 

Fidelity test, perturbation test, 

stability under noise, expert review. 

Visually plausible maps may not reflect 

true model reasoning. 

Attention maps 
Token, region, or feature 

attention patterns. 

Attention-ablation test, consistency 

check, task relevance review. 

Attention is not equivalent to causal 

explanation. 

SHAP / LIME 
Local feature contribution 

to individual predictions. 

Feature-sensitivity test, repeated-

run stability, subgroup comparison. 

Results may vary with sampling, 

background data, or feature correlation. 

Counterfactual 

explanation 

Minimal input change 

needed to alter output. 

Plausibility check, clinical/domain 

feasibility, robustness test. 

Counterfactuals may be unrealistic or 

unsafe if domain constraints are 

ignored. 

Feature importance 
Global or local ranking of 

influential variables. 

Cross-validation stability, subgroup 

audit, correlation assessment. 

Important features may reflect bias or 

spurious associations. 
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XAI method What it explains Required validation Key limitation 

Knowledge graph 

reasoning 

Entity relationships and 

rule-based inference paths. 

Expert validation, relation accuracy 

check, audit-trail review. 

Requires high-quality curated 

knowledge and may not scale easily. 

Uncertainty-aware 

explanation 

Confidence, ambiguity, and 

prediction limits. 

Calibration curve, ECE, confidence 

interval, deferral analysis. 

Poor calibration can create false 

reassurance. 

Human-centered 

explanation 

Whether users understand 

and act appropriately. 

User study, task-completion test, 

decision-impact assessment. 

Technically correct explanations may 

still be unusable. 

6.2 Robustness and Distribution Shift 

Distribution shifts the degradation of model performance when deployment conditions differ from training conditions is 

universally relevant but unevenly addressed. Medical imaging models face cross-scanner, cross-site, and cross-demographic 

shifts [44, 51, 55]. Agricultural models face seasonal and geographic shifts [46, 71, 79]. Infrastructure monitoring models must 

tolerate sensor degradation, environmental noise, and novel fault patterns [11, 12, 29]. Business forecasting models are 

vulnerable to economic regime changes [31, 32]. The physics-guided Bayesian neural network [12] addresses this directly by 

constraining model behavior through physical priority, offering robustness that purely data-driven models cannot guarantee. The 

resilience-by-design framework [20] provides a systemic perspective: robustness must be designed into systems at the 

architectural level, not retrofitted through post-training calibration. 

6.3 Data Heterogeneity, Imbalance, and Uncertainty 

High-stakes AI systems routinely encounter heterogeneous, imbalanced, and uncertain data. The multichannel analysis of 

imbalanced CT data for lung cancer [55] directly addresses the class imbalance problem in medical imaging, where rare but 

critical cases are underrepresented in training sets. Multimodal frameworks [38, 29, 58] introduce heterogeneity across 

modalities, requiring fusion strategies that do not allow one modality to dominate at the expense of another. EEG and 

physiological data [31] introduce temporal non-stationarity as a form of within-subject heterogeneity. Business and tabular data 

[4, 9] face missingness, categorical diversity, and distributional drift across time. Uncertainty quantification—architecturally 

addressed only in [57] within this corpus, is the principled response to data heterogeneity: models should express calibrated 

uncertainty rather than forced confidence when operating near decision boundaries. 

6.4 Privacy, Security, and Federated Deployment 

Privacy-preserving AI is both a regulatory requirement and an ethical obligation in health, workforce, and government contexts. 

The multimodal privacy-preserving cancer diagnosis framework [38] and privacy-preserving behavior analytics for workforce 

retention [45] demonstrate that utility and privacy can be simultaneously maintained, though with architecture-specific 

overhead. The distributed edge-cloud-6G federated learning framework [49] provides the most complete architectural response 

to privacy-preserving deployment, but introduces communication constraints, heterogeneous device capabilities, and potential 

for model poisoning attacks that must be addressed in the security layer. The intelligent cybersecurity framework [15] and AI-

driven security analytics [74] address the threat intelligence layer, while the resilience-by-design framework [64] addresses 

systemic security under interdependent failure scenarios. 

6.5 Real-Time Feasibility and Resource Constraints 

Real-time inference under resource constraints is a deployment-critical requirement in IoT, agricultural, industrial, and clinical 

point-of-care contexts. Lightweight ResNeXt for aquaculture diagnosis [70], MaizeFormerX lightweight ViT [14], and lightweight 

DL for concrete crack characterization [43] explicitly optimize the accuracy-efficiency tradeoff for edge deployment. IoT-based 

solar micro-grid monitoring [64] and smart energy metering [65] embed AI inference in resource-constrained embedded 

hardware. Web-based deployment for cervical screening [25] and breast cancer diagnosis [52] demonstrates that cloud-hosted 

inference can satisfy real-time requirements, provided interface design and latency management are treated as first-class 

engineering concerns. HAPs communication optimization [1] and MANET routing simulation [68] address network-layer 

constraints that govern data transmission in distributed infrastructure systems. 

6.6 Human Oversight, Accountability, and Governance 

High-stakes AI systems should, by default, be designed to support human decision-making rather than replace a principle that 

has both ethical and legal dimensions. The question of full autonomy in underwater robotics [6] is explicitly framed as uncertain, 

reflecting the genuine difficulty of establishing the conditions under which unsupervised AI decision-making is responsible. 
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Automated risk assessment AI in agile project management [2] positions AI as a collaborator within governance-structured 

processes. The trustworthy AI framework [5] and AI-enabled MIS for governance [30] embed human oversight as a design 

requirement shown in Figure 5. Generative AI deployments [17] and agentic systems [2] introduce new accountability challenges: 

when an AI system initiates a decision workflow or generates strategic recommendations without a traceable reasoning chain, 

the locus of accountability becomes unclear. The adaptive feedback system for learners [61] and the ASD digital health platform 

[4] model responsible AI as systems that augment professional judgment rather than supplant it. 

6.7 Benchmarking, Reproducibility, and Evidence Maturity 

The corpus reveals significant heterogeneity in evaluation practices. Medical imaging studies report accuracy, sensitivity, and 

specificity on held-out test sets, but external validation on independent multi-site datasets is uncommon. Agricultural studies use 

domain-specific datasets infrequently shared across research groups, limiting replication. Business analytics studies rarely report 

confidence intervals, statistical significance, or uncertainty estimates. The comparative explainable ML analysis for cancer 

cytology [21] and the personalized Parkinson's screening model [28] represent relatively rigorous comparative evaluation 

designs, but neither can substitute for multi-institutional prospective validation. A governance-aligned evidence maturity 

framework analogous to clinical trial phases but adapted to AI decision-support systems is needed to provide researchers, 

practitioners, and regulators with a shared language for assessing deployment readiness across all critical sectors. 

7. Future Research Directions 

Several research priorities emerge from the cross-sector synthesis of trustworthy and explainable AI. First, the explanation 

validity gap remains a central limitation. Future studies should develop formal fidelity metrics and validation protocols for 

attention maps, saliency methods, and post-hoc XAI techniques [5,7]. These methods should be assessed not only by visual 

plausibility but also through explanation, fidelity scores, user-comprehension studies, and clinical or domain-specific usability 

trials. Second, there is a need for cross-sector trustworthy AI benchmarks. Current evaluation practices remain fragmented across 

healthcare, business, cyber-physical systems, agriculture, and cybersecurity. Future work should create shared multi-sector 

evaluation suits that jointly assess accuracy, robustness, fairness, privacy, and explainability. Such benchmarks could support 

multi-sector leaderboards, governance-compliance scoring, and deployment-readiness indices. Third, human-in-the-loop 

explainable AI should become a core design principle for high-stakes systems. AI models should include structured deferral 

mechanisms that activate when uncertainty is high or when explanations are inconsistent with domain knowledge [6,12]. 

Evaluation should measure decision quality with and without AI assistance, override frequency, user reliance, and downstream 

outcome tracking. Fourth, federated and privacy-preserving AI requires further development for multi-institutional and multi-

sector deployment. Federated learning, edge-cloud inference, and privacy-preserving analytics should be scaled to settings 

where sensitive data cannot be centralized [24,38,51].  

Key evaluation criteria should include privacy-budget consumption, model utility under federation, communication efficiency, 

and robustness against poisoning or adversarial updates. Fifth, stronger attention is needed for robustness and uncertainty 

quantification. Bayesian, physics-guided, and uncertainty-aware deep learning models should be integrated into safety-critical AI 

pipelines, particularly where deployment environments differ from training conditions [12,20]. These systems should be 

evaluated using calibration error, uncertainty coverage under distribution shift, out-of-distribution detection rate, and failure-

case analysis. Sixth, lightweight and edge-deployable trustworthy AI should be prioritized for resource-constrained settings such 

as IoT, mobile health, agriculture, and industrial monitoring. Future studies should optimize vision transformers, ensemble 

models, and compact deep networks for embedded and real-time deployment [14,43,70]. Evaluation should report inference 

latency, memory footprint, energy demand, and the accuracy–efficiency Pareto frontier. Seventh, the field needs governance-

aware reporting standards for AI decision-support systems. CONSORT- or TRIPOD-style reporting principles should be adapted 

to trustworthy AI studies across critical sectors [20,72]. Reporting should include dataset characteristics, validation design, 

subgroup analysis, calibration, explainability validation, privacy safeguards, deployment constraints, and governance 

documentation. Eighth, trustworthy generative and agentic AI requires dedicated audit frameworks. Unlike conventional 

predictive models, generative and agentic systems may produce recommendations, narratives, or workflow actions that are 

difficult to verify using standard attribution methods [2,17]. Future evaluation should measure factual accuracy, hallucination 

rate, audit-trail completeness, source traceability, and governance alignment. Ninth, evidence maturity frameworks should be 

established for high-stakes AI. Similar to clinical evidence hierarchies, AI systems should be classified from proof-of-concept 

models to externally validated, prospectively evaluated, and deployment-monitored systems. Evaluation should include 

evidence-level classification, external validation requirements, workflow testing, monitoring plans, and deployment-readiness 

indices. Finally, fairness, access, and accountability must be embedded into trustworthy AI evaluation. Future work should 

develop fairness-auditing protocols for systems that may have differential effects across demographic, geographic, 
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socioeconomic, or institutional groups [27,28,60]. Evaluation should include disparate-impact metrics, demographic parity gaps, 

subgroup calibration, fairness–accuracy trade-offs, and accountability mechanisms for affected users. 

8. Limitations of the Review 

The synthesis is thematic, architectural, explainability-oriented, and deployment-level in nature, rather than quantitative. It was 

not possible to extract specific performance metrics, dataset characteristics, sample sizes, validation protocols, or the specific XAI 

methods employed in each study. The review should be interpreted as a structured evidence map and taxonomic analysis rather 

than a quantitative meta-analysis. Full paper-level extraction, including access to methods, results, supplementary materials, and 

experimental details, would be required to support meta-analytic comparisons of explanation quality, dataset diversity, or 

validation rigor. Additionally, the curated corpus may not comprehensively represent all active threads in trustworthy AI research. 

Adjacent fields including legal AI, financial systemic risk, autonomous vehicles, and social welfare AI are not well represented and 

are acknowledged as important extensions of the present framework. 

9. Conclusion 

This structured critical review has synthesized across six critical sectors, healthcare and biomedical AI, human-centered and 

assistive AI, cyber-physical systems and infrastructure, agriculture and sustainability, business and enterprise analytics, and 

cybersecurity and distributed intelligence, using a five-axis taxonomy of sector, modality, architecture, explainability function, 

and trustworthiness concern. The synthesis reveals a landscape in which architectural sophistication is advancing rapidly, but the 

depth and validity of explainability and trustworthiness remain inconsistently addressed. Vision transformers, ensemble methods, 

graph neural networks, lightweight CNNs, and federated learning systems are each contributing to a new generation of capable 

decision-support tools. Yet the cross-sector view consistently reveals the same gaps: explanation methods are rarely validated 

for fidelity; robustness under distribution shift is rarely evaluated formally; uncertainty quantification is architecturally 

underrepresented; privacy-preserving deployment remains the exception; and governance-aligned reporting standards are 

absent from most evaluation frameworks. 

The path forward requires treating trustworthy and explainable AI not as a compliance layer added to accurate models, but as a 

design requirement integrated from the earliest stage of system development. Validated explainability methods that can be 

audited by clinicians, regulators, field experts, and affected individuals; federated and privacy-preserving deployment pipelines 

that protect sensitive data across institutional boundaries; Bayesian and physics-guided uncertainty models that tell decision-

makers when not to trust the AI; governance-aware reporting standards that document not only performance but evidence 

maturity, fairness, and deployment conditions—these are the foundations on which genuinely trustworthy AI across critical 

sectors must be built. Progress on these fronts will determine whether AI decision support fulfills its potential as a socially 

beneficial, accountable, and resilient technology for the decades ahead. 
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